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MOJEJIMPOBAHHUE HETPAJTUITMOHHOI'O AJITOPUTMA
IIHPPOBAHUA

Heican6aera C.E., Marizom M.M.

Hrcmumym unghopmayuonnsix u eeiuucaumensivix mexronozuti MOH PK,
Anmamul, Kazaxcman,
e-mail: sultashal(@mail ru, magzomxzn@email.com

C uenbio Mcce0BAHUS BOIMOKHOCTH TPAKTHYECKOro MPHMEHEHUS anroputMma mud
PpoBaHus, paspaboTaHHOTO Ha Ga3e HEMO3MUMOHHBIX TONHHOMHUANBHEIX CHCTEM CUMCIEHUS
paccMOTpeHa BO3MOXHOCTE MOAM(HUKALMK pa3paGoTaHHON MOJIENH C HCTONB3OBAHUEM Ce
Qeticrens. IpeanaraemMas MozeNb MO3BONHT CYIIECTBEHHO TOBBICHTD CTATHCTHYECKHE Xa
PaKTEPUCTHKH KPUNITOTPa(hHYECKOT0 alropHTMA.

1. Bseaenmue

YuHTEIBas 3HAYMTEIEHOE PA3BUTHE TeXHWYECKOH 6a3bl, H yBelnuyeHue MacmTaGoB co:
BPEMEHHBIX HHQOPMALMOHHBIX CHCTEM, BO3pacTaeT HeoGXOAMMOCTh B CTONKHX U addeKTHB
HBIX CPEJCTBaX, ObecTeyHBaloMMX HHPOPMALMOHHYHO 6e30NaCHOCTE NPH XpaHEeHHH | nepe
Jla4M JaHHEIX B 3JIEKTPOHHOH cpee.

Jlns 61OYHBIX WHQPPOB OJHUM W3 KPHTEPHEB KPHITOCTOHKOCTH SBIAETCA MIMHA KII
4a. B paspaGoranHoit cucTeMe mudpoBaHus B KaYecTBe NOKa3aTels KPHIITOCTOMKOCTH Tipe,
JIOXKCHO HCTI0NB30BATE KPUIITOCTOHKOCTE CAMOT0 allrOPUTMa, KOTOpasi XapaKTepH3yeTcs 1o
HbIM CEKPETHEIM KOYOM. B ero cocras kpoMe cTaHaapTHOro CeKpeTHOro Kioua BXOJ
TAKKE CCKPETHRBIC NapaMeTphbl KPHIITOANrOpUTMa, pa3paboTaHHOro Ha 6a3e HETO3HIIMOHHE
nolnuHOMHaNBHEIX cucteM cuucienus (HIICC). Cunonumer HITCC — knaccuueckas cHeTe
CHHCINIeHHA ocTaTouHbX KnaccoB (COK), nonunomuanshas COK u MoxynspHas apudmeTHK

Knaccuyeckas COK Gasupyercs Ha kuTaickoit TeopeMe 06 ocTaTkax, KOTopas riac
4TO M060€ UUCIIO MOXKET GBITh MPECTABIEHO CBOUMM OCTATKAMM (BBIYETAMA) OT AeNeHUs |
CHCTEMY OCHOBaHWH, KOTOPY10 06pasyloT monapHo rnpocteie uncna [1,2]. B otimuaue ot
cuuecknx COK npesuiaraembie kpuntorpadudeckue mpoleypsl PaCCMATPHUBAIOTCS B TIO
HOMHAJbHBIX CHCTEMaX CUMCIIEHHs B OCTATOYHBIX KJIACCAX, B KOTOPHIX OCHOBAHHAMH CITy

HE MPOCTEIE YHCIIA, & HETIPUBOJAMMEIE MHOTOUJIEHBI HAJl [TOJIEM GF(2) [3,4]. Kpunrrorpag
HECKHE aNrOPUTMBI U MeTONBI, paspabotanHiie Ha 6aze HITCC, HasusaioT HETpaguIHO
MH, MOAYJIAPHEIMH HITH HEMTO3HLIMOHHLIMH.

Herpanuuronnsie MeToIsl M allropuT™Bl KpUnTorpabuu, OCTpOeHHbIE Ha 6ase H 1
SHITMOHHBIX NMOJHHOMHAJIBHBIX CHCTEM CUMCIEHHS, TIO3BOJISIOT MMOBEICHTE HAEKHOCTE all
puT™a IHGPOBAHUA ¥ YMEHBIIUTE JUIHHY Kmioda. KpHNTOCTORKOCTE B 3TOM cjly4yae omp
JACTCA MOJHBIM KITHOYOM, 3aBUCALIMM HE TOJNBKO OT JUIMHBI Kimoua (KJHo4eBoi mocies
TEIBHOCTH), HO U OT BEIOPaHHON CHCTEMBI MOJTMHOMHATIBHEIX OCHOBAHUM, a Takke OT K
UecTBa NMEPECTAHOBOK OCHOBAaHMIA B cHcTeMe. YeM Gonbie JUIMHA MONHOTO Kimoua mudp
rus B HIICC, Tem Gonbwe BapuanToB BeiGopa cicTeM paGouux ocHosanuit. [Tostomy
TOCTOMKOCTH TpPEJIONKEHHOr0 anropuT™Ma mudpoBaHus ¢ ucnons3osanuem HIICC Cy
BEHHO BO3pacTacT C YBeJIMYEHHEM JUTHHEI 3JIEKTPOHHOTO coobmenus [3].

2.  Dransl aaropuT™Ma windposanus Ha 6aze HIICC
[Tpy mmdpoBaHUH dNMEKTPOHHOTO CoOBIMEHHs IIHHONM N GHT cHauana W3 MHOMKE

BCEX HEMPUBOJMMEIX MHOTOYJICHOB CTENEHHU He Bhillle 3HaueHUs N BeibupatoTca pabounel
HOBaHMs

P (x)spz (x)s""pS (x)
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Cornacho kuraiickoii TeopeMe 06 octatkax, Bce BbIOMpaeMble OCHOBAHMA JOMIKHBI OT-
HYaTECA APYT OT Apyra, Jaxe eclH OHH ABIAIOTCS HEMPHBOAWMBIMH NOJHHOMAMH OJHOM
grenely.  Paboumit  1uanasoH  maHHOH  cucTeMbl onpenenseTcs  MHOTOYJIEHOM

x)=p,(x), 2y (x),.... ps () cTeneHu m:

S

m=ym,,

i=1

e S — uncno seIGpaHHBIX pabounx ocHoBaHMi. B 370l crcTeMe MoGoi MHOTO4NIeH CTENeHH
HBINE m UMEET €AMHCTBEHHOE MpPE/ICTARICHHE B BU/E M0CIEH0BATENBHOCTH OCTATKOR (BBI-
HETOB) OT €ro JIe/IEHHUs Ha OCHOBAHUA (1). Cnenosarensho, coobienue miuHOM N Gut MOXET

@ (x),2, (x),...,a4(x)
b TPE/ICTABICHO B BHJIE NMOCJIE0BATENBHOCTH BEIYETOR oT fene-

i HEKOTOPOro MHOrowIeHa F(x) Ha paGoune ocHoBanmus 2! (%)., (x),...,p s(%)

F(x)=(a ()., (x),....a5 (%)), 2)

- F(x)=a,(x)(mod p,(x)).i=1,S
: Taxum xe obpasoM, kmo4 anuHel N 6ur HHTEPNPETHPYETCA KaK CUCTEMa BLIYETOB

(x),ﬂ _ (x),...,ﬂ " (x), HO OT J€NICHUA HEKOTOPOro ApPYroro MHorouneHa G(x) mo Tem xe
ab04YHM OCHOBAHMAM CUCTEMBI:

G(x)= (4 (5).8 (%) (),

. 3)
G(x) = p,(x)(mod p, (x)),i=1,S.

fre
i X
Torna B kauecTe kpunTorpaMms 0, (%), @,(%),..., @5(x) MOKET pacCMaTpHUBaThCA He-

otopas ¢pynxuua H(F(x),G(x)):

H(x) = (a,(x),,(x),..., @5 (x)) , 4)

e HO)=0,(x)mod p(9) i=T5

B cooTBeTcTBMM ¢ omepauMAMH HEMOSHIMOHHON CHCTEMEI CYUMCJIEHHA Omepalyy B
§ Qynxkumax F(x), G(x), H(x) seimonnsorcs napaaienbHo [0 MOIYIAM [OJHHOMOB

P (x),p 2(¥);0e0s P § (x), BBIOpaHHBIX B KauecTse ocHoBaumit HIICC.

. Ilpu nporpamMmHo#i peannsauuu sroro HETPAHLIMOHHOTO aNropUT™Ma IHPPOBAHH, HC-
none3yercs Meton mudposauus [4]. Lludprekcr nonywaercs s pe3ynbTare YMHOXEHHA
MHOrou/ieHOB (2) 1 (3) B COOTBETCTBMH CO CBOHCTBAMH CpaBHEHHH 110 ABOHHOMY MOy /IIO:

F(x)G(x)=H(x) (modP(x)),

@ (x)B (%)
TO €CTh NpeacraBieHa B BUE OCTATKOB OT JACNeHUusA [IpOH3BEICHHH ! ‘B' Ha COOT-

- ) P (x ) .
BETCTBYIOLIHE OCHOBAHUA ;

(1)
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H(x)= (o (x),@,(x),....0 (x).

B npouecce pacmudpossiBanus mwmdporekcra H(x) mo H3BeCTHOMY Kmiouy G(x) I

-1
x .
KaXJ0ro 3HaYeHUs ﬂ’( ) BBIYMCNAETCS oOpaTHEIH (MHBEPCHBIM) MHOroY/eH B ( )
YC/IOBHA BHINIOJIHEHHUA CTIEAYIOLIETrO CPaBHEHUA

B(x)B(x)= l(moa’pJ (x)),i= 1,2,...,8.

(

B pesynbrare nonyyaercs MHorousieH, uHBepcHEIM k MHorouneny G(x). Torza uexo
HO€ COO0LIeHHEe BOCCTAHABIMBAETCA 110 CPABHEHMIO: :

F(x) =G (x) H(x)(mod P(x))

3. Moudukauus Kpanrorpaguyeckoro aropuT™a ¢ npaMerennem cetu Deiicre I

Ilpu paspaborke cHMMETPHUHBIX 6104HEIX MHGPOB MHPOKYIO MOy JAPHOCTH NpPHOL
peiia KpUIITOCHCTeMa, HasBaHHas cxemoii Meifcrens. Bneperie oHa Gbina Henons3oraHa Xof
croM Deiicrenem B 1973 r. npu paspaborke mudpa Lucifer [5], u 3aTem MpUMEHAIach B
MHOTHX pa3paGoTkax 610uHEIX mKudpoBs, B ToM uucne U B punamucrax AES [6]. Cxema Dei
CTeNs ABIACTCS METOAOM CMELIMBAHUS NMOAGNIOKOB BXOJHOTO TEKCTa B WHdpe nocpeacTso
TMOBTOPAIOLIETOCA MPAMEHEHNSA 3aBUCALIMX OT K/ItOYeH HeTMHEHHBIX (YHKIHIA, Ha3bIBaeMB]
F-(yHKUMAMM ¥ BBINOJIHEHHSA NEpecTaHOBOK Moa6I0KoB. Paynz 610koBoro wrdpa Angen
npeo6pa3oBaHHeM, KOTOPOE COEAMHAET NMOAGIOKH BXOAHOrO 610Ka nocpeactsoM F-QyHki
U TIEPECTaHOBOK MOAGIOKOB. B cranmapTHo# cetn MelcTens OTKpHITHI TeKcT pa3bupac
Ha JiBa noabnoka oauHakoBoit AnmuTensHocTH. B obmeM cryuae, ceth @elicTens MoxeT pa:
6uBaTh BXOAHOM 6NOK Ha » > 2 noAGIOKOB. Hanee noapazymeBaeTcd, 4To Bce MoAGIOK
HMEIOT OHHAKOBYIO JAJIMHY, TaK YTO KaX[bli M0AGI0K MOXKET y4acTBOBATE B TPAHCMOZHIIE
¢ mobeiM apyruMm noabnokom. O6o6meHHas cxema o6MeHa ABIAETCH NepecTaHoBKoH n >
noa610KoB B payHJe.

PaspaGorannsiii anroput™ mmdposanus va 6aze HIICC sBnsercs ocHoBo# A pe
HHA 3a/1a4 €ro NpaKTHYECKOro HCroNib30BaHuA. JnA NodydeHHs MOJENH HETPaaMLMOHH
anropuT™Ma WH(POBAHHA NpPEANONaraeTcs MCNONb30BaHUe MoAMGUUHpPoBaHHOH ceTn De
crend. Llenbio 3Tux paGot ABNAETCA yNydlleHHe CTATHCTHYECKHX XapaKTePHCTHK HEMo3u
OHHBIX KPHNTOrpaMM. B CBA3H € 3THM NIIaHMpPYETCA paccCMOTPETh HECKOIBKO MofeNeii cXe
Delicrens.

B otnuune ot TpaamumonHo# cetu Delicrens, rae BXOAHBIMH AaHHBIMM SBIISETCS
KPBITBIH TEKCT coobleHHs, B paspabaTsiBaeMoii MOJIEIM Ha BXOJ MOJa&Tca GHTOBas Mo
AOBaTeNbHOCTE IIH(OTEKCTa, NoMyyaemas B (4).

Heo6xoauMeiM ycnioBuem cTolikocTH mmdpa ABNSETCA AOCTHXEHHE MONHOH aud
i, JInpdysuonHsifi npouecc mudpa XapakTepusyeTcs pesyNbTaTOM paclpoCTpaHe
BJIMAHHE OAHOrO BXOAHOro 6MTa Ha MHOro BeIXOAHBIX. LlIudp HasbiBaeTcA NONHEIM, €
KaX/blH BHIXOAHOM GMT 3aBHCHT OT BceX BXOAHBIX [7]. B paccMaTpuBaeMBIX MOJIENAX BCe
GyHKUMM MopazyMeBaIOTCS MOMHBIMH.

B GonsummncTse wHdpos ¢ apxuTexTypoii cetn DalicTens MCnonb3yeMas GYHKUHA
TEYEHHE KaX/OTO payHJa 3aBHCHT TOJILKO OT OAHOTO M3 MOAKIIOYEH, BeIpaGaThiBaeMbIX
OCHOBHOTrO Kito4a mudpa. CeTh ¢ TaKOro pojia 3aBHCHMOCTBIO (PYHKLMHM raMMHPOBAHHA
3BIBAIOT FETEPOreHHOH W NOMOT€HHOH B MPOTHBHOM ciy4ae. [IpuMeHeHHe reTeporeHHsIX
TeH MOXET 3HAYMTENBHO YJYYIIHTh XapaKTepHCTHKH WH(pa, MOCKONLKY HEpaBHOMEPH:
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| M3MeHEHHE BHYTPEHHHMX CBOMCTB CETH B TNpeieNaX AOMYCTUMBIX I'PAHML JejaeT M3ydeHHe
| cBOHCTB IK(bpPa AOCTATOYHO 3aTPY HHUTEBHEIM 3aHATHEM.

His puMepa paccMOTpUM MoJeNb, B KOTOpO# 610K BXOIHBIX NaHHBEIH F' jmvnoi 128

' 6uT paszensercs Ha JBa moabIoka paBHOM JTHHEL R, H L‘.

[IpH MCNIONME30BAHUM TOMOTEHHOM CETH Ha KakIOM JTalle mudpoBaHUA HCIONB3yeTCH
| OTJeNbHas KITIOYeBas NocieIoBaTesHocTh K(i):

L =R,

Rf = L,-_l $F(Rf..19Kj) (8)

Ilpy KCMONB30BAHMY TETEPOrEHHOM CeTH HA KAXIOM STalle bynxims mudposanus F

1noAG/I0Ka 3aBHCHT HE TOJBKO OT payHIOBOTO KHOYa K{(i), no n or BebpanHoii cHcTeMEI OC-
HoBaHui (1):

L =R,

R =L_ ®FR_,K,PX) )

Ilpu xoMIBIOTEpHOM MoOCIMpOBaNHUHK pa3paGoTaHHEIX MOIMHIMPOBAHHEIX aNrOpUT-
MOB 6yJeT IpOBENEH aHANH3 CTATHCTHYECKMX XapaKTEPUCTHK IMOMYYAEMBIX MHUDPTEKCTOB.
¢ TTposepka Ha yzoBNETBOpeHHe MOJETH CTpOromMy NaBHHHOMY KpUTepuIo OyaeT mpoBeneHa
| ITyTeM MPOBEPKH TMOTYHEHHON GUTOBON TOCIEI0BATENLHOCTH M0 CTATHCTHYECKOMY TECTy
| paBHOMEpHOCTH (YacToT) — Frequency (Monobit) Test AMEpHKaHCKOro MHCTHTYTA cra”uap-
{ ToB NIST s kpunrorpaduueckux yHxumii [8]. «NIST Statistical Test Suite» — cratucTH-
YECKHH TIaKeT, cocTosmuit u3 16 Tectos, paspaboTaHHBIX AN TPOBEPKH cIy4alfHOCTH JBO-

| WIHEIX MOCICNOBATENBHOCTEH, IPOM3BOANMBIX KaK TEXHMYECKHMH CPEICTBAMH, TAK H npo-
rpaMMHBIM ofecrieueHueM.

4. 3Bakaoyenue

4 Ilpexnaraemas cucreMa WMppoBaHUA OCHOBEIBAETCH Ha TEOPHH HEMO3UIHOHHBIX T10-
| THHOMHANBHEIX CHCTEM CUMCIEHHS. Kpunrocrolikocts paspaGotanroro anroputma xapakTe-
PU3YETCA TNONHBIM CCKPETHBIM KIMOYOM IMH(POBaHMA, KOTOPHIH OMNpENeNAeTcs HE TOJLKO
JUTMHOM KIOYEROM MOCNeIOBATENEHOCTH, HO U BEIODaHHOM CHCTEMON MOJIMHOMHAIIBHEIX OC-

PaspaGareiaemas Mojies MoauduKaium KpUNTOrpaduyeckoro anropuTMa Ha OCHOBE

i cetn DelfcTens TO3BONUT CYIIECTBEHHO TMOBBICHTP CTATHCTHYECKHE XapaKTEePUCTHKH ITOJTY-
- YaeMBIX [MHQPPOTEKCTOB.
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CHEIUPHKAIMS CTPYKTYPHI OFBEKTOB OHTOJIOTHH B
‘ CHCTEME «bMHAPHASI MOJIEJIb 3HAHU N

Mnecuerny I.C.7, Mainepos JLE.", KapaGekosn ABY
”Hauuouwxbubzﬁ uccnedosamensckuil ynugepcumem « M3H», Mocksa, Poccus,
E-mails: salve777@mail.ru, masherovdy@mail.ru
* Huemumym UHGOPMayUOKRHEIX U ebIuuCTUMenbHbIX mexnonozuti MOH PK,
Anmamul, Pecnybauxa Kasaxcman, E-mail: mailme_81@mail.ru

B pabome oan memoo cneyuguxayuu cmpyxmyper 06vexmos 8 onmono2uu, UCNONTb3YeMbl
cucmeme «bunapnas Modenv 3nanuity (BM3). 3ma cucmema paspabamvisaemcs e Hayuonansh
ucenedoeamenvckom ynusepcumeme « MIH» (Poccus, Mockea) u e Hucmumyme ungopmayuorne
gurvuciumeneivix mexnonozuu MOH PK (Kasaxcman, Anmamsl). Ona npednasnadena ons nocmp
HUA U NOODEPIHCKU CAOKCHBIX onmonozui. Kpamko onuceieaemes exodswjuil e cucmemy BM3 53

ACC empyxmypnoti cneyughuxayuu. Paccmampusaiomen 3anpocui k 6a3am gaxmos, cmpyxmypy,
gannbiM no sanucantvim 8 ACC cxeman.

1. Bgeenenue

Pemenne 3anaun B moboii obnacru (MatemaTvKa, Bu3mKa, SKOHOMUKA, MHXeHepHOe:
no, UHGOPMATHKa M T.J.) BKJIIOYAET OMNMCaHUE npeameTHON (W npobGremHoit) obsacs
Ilpeomemnasn obnacme (I10) cocTOUT U3 0GHEKTOB, O6ATAXOMIMX, KAK TIPaBUIIO, CTPYKTYPOY
MMCIOTCA TAIOKE CTPYKTYPRI, CBA3BIBAIONIAE 9TH 00BEKTE! ApYT ¢ ApyroM. [Tonumanue [TO 106
THUraeTCs C MOMOMIBIO TIOHATHIH, KOTOPEIE KIAaCCHPULMPYIOT ee 00BeKTEl U CBA3H MEXKILY HHN
Konyenmyanusayus T10 ~ 310 pesynsrar dukcamn 3mix norsaTait. OHa IpecTaBuseT of
SHaHWC, a HE 3HAHWE O KOHKPETHOM COCTOSHMM Aen. TakuM o0pa3oM, KOHUENTYaTH3all
NOABEPHKEHA H3MEHEHHAM WIIH MeHseTCs O4eHb penko. COCTOSHME Jen, HANPOTHB, YacTo
MenseTca. KoHKpeTHOe CoCTOsHHE Jen Mpe/IcTaBseTcs MHOXKeCTBOM (hakToB., Obmee 3H
TIPE/ICTAaBIACTCS OHTONIOIHEH, KOTOpas ABlsercs GopManu3anyel KOHIENTy ATH3alliH.

Kaxpiii azenm (4enoBex WM IporpaMMHas CHCTeMa) MMeeT CBOKO 6asy 3HaH
TOJIBKO TO, YTO BBIPA3HMO C NOMOIIBIO OHTOJOTHH, MOXET OBITH 3aNIOMHEHO U HCMONB30
B 97T0¥ Gase 3HaHui. Korja arenT xenaer ofmarscs ¢ ApyruM areHToM, OH UCTIONB3yeT K
CTPYKTBI H3 HEKOTOPOH OHTOJIOrMH. [I1g Toro 4to6e! ofmenue GBII0 MOHATHBIM areHTaM, I
HHMaHWE OHTOJIOIHH J0JDKHO pasdensmubcs STuMu areHTamu. Takum o6pasom, o T. I'pyi
OHmonozu — ITO ABHAA QopMaNbHas celHU(HKALMA KOHLENTYaIU3alHK, pa3enieMas H
TOPBEIM coobmecTBOM arentos [1]. :

3ameuanue. TepMuH COHTONOTHS B3AT U3 GUIOCODUH, TJIe OH TIOHUMAETCS KAK BETH
Tau3uKK, usyuaromas Haubonee dyHIaMeHTaTbHBIe KATerOpHH GBITHS, WM CYIIECTBOBAH]
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