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MhVI'VE 1 IEB9D MOHIIrHIOW XVINALOHOD
4 MALAD XIIHHOdUHH BUHVEO0E91rOLION
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NPUMEHEHHUE PEXXUMA «CHEIIIEHHE BJIOKOB IO HIU®P
TEKCTY» K AJITOPUTMY IIU®POBAHUS HA BA3E
HEINO3UIIMOHHOM MOJTWHOMUAJIBLHON CUCTEME
CYHUCJIEHUA

Hricanbaena C. E., /lrocentaes /1. C., KaGbuixanoB A. b.
Hnemumym ungopmayuonnsix u gvryuciumensiwix mexrionozuit MOH PK,
Anmamuwr, Pecnybnuxa Kazaxcmar,

E-mail: sultashal@mail.ru, dimash_dds@mail ru , fairciscol@gmail.com

B oannoii pabome onucvieaemcs cyme pexcuma cyennenus OI0K08 no wiugppomexcmy u €20
gynryuonuposarue. Onucanue pexcuma wWupposanus npuBoOUMcs Ha OCHOBAHUU OOKYMEHMA, U3-
oannozo Amepuxanckum Hayuonanvnoim Hucmumymom Cmanoapmos u Texnonoeun (HHCT). Beuna
Peanu306aHa NPOZPAMMA PENCUMA WUPPOBAHUSL NPUMEHUMENLHO K al20pUumMy wiugposanus na 6ase
HeNno3UYUOHHBIX NONUHOMUGTbHEIX cucmem cyucnenus (HIICC). Ionyuennvlii wiugppmexcm uccnedo-

8aK OYEHOYHBLIM MECMOM, KOMOPbLl 8bl0aem YUCIEHHYIO XAPAKMEPUCMUKY, N0 KOMOpOU Onpeoeis-
emcsl, npotioeH mecm Wiy Henl.

B Uncruryre unpopMalMoHHEIX ¥ BerauciuTensHbIx TexHonoruit (MMBT) MOH PK
BHITTOJIHAIOTCS paboTH 10 CO3aHUIO, UCCIIENOBAHUIO U PeaiM3alii Kpunrorpaduyueckux aj-
roputMmoB ¢ ucnosb3oBanueM HITCC. B pabote paccMoTpeH U pealn30BaH pexuM (QyHKIHO-
HupoBanus 6no4noro muppoBanus Ha 6aze MOy IIPHON apUPMETHKH.

HeTpaaunioHHEIe METO/IBI M aJITOPHTMBI Kpunrorpaduu, roctpoerHsie Ha 6aze HIICC,
TI03BOJISIIOT CYIIECTBEHHO IOBBICUTH HAJEXKHOCTh anroputma mudposanus. Kpunrocroi-
KOCTB B 3TOM CIIy4a€ ONpPENEAETCs NOTHBIM KITFOUOM, 3aBUCSLIUM HE TOJIBKO OT JUIMHBI KIIHO-
ya (KIIFOYEBOH T0C/IeI0BATENBHOCTH), HO ¥ OT BEIOPAHHOW CHCTEMBI TIOTMHOMHANBHEIX OCHO-
BaHMI, a Taloke OT KOJWYECTBA MEPEeCTaHOBOK ocHoBaHui B cucreMe. Cunonumamu HIICC
SIBJIAIOTCSA CHCTEMBI CUMCJIEHHMS B OCTAaTOYHBIX KjaccaxX C MOJHHOMHWATILHBIMM OCHOBaHMAMM
WK Moy isipHast apudmeruxa [1].

B xauecTBe pexuma QyHKIMOHUPOBaHHSA PACCMOTPEH PEXKHUM CLEMIECHHS OJOKOB 1O
mmdp Texery Cipher block Chaining (CBC). PexuM mmubpoBaHus - MeTON TNpHUMEHe-
HUA O6n049HOrO 1Hdpa (aNropuT™Ma), MO3BONMIOMMKNA peodpa3oBaTh IMOCIEAOBATEILHOCTD
OJOKOB OTKPHITBIX JAHHBIX B MOCEAOBATENBHOCTE ONOKOB 3alIU(pOBaHHBIX JaHHBIX. ITpH
3TOM Ui IHUQPOBaHUA 0JHOTO GJI0Ka MOTYT MCTIONIB30BATLCS HaHHBIE APYroro OJioka.

Pexumbl mudpoBaHus MCTIONB3YIOTCS AN M3MCHEHHs Mpolecca MU(PPOBaHUA TakK,
yrobHl pesynsTaT mMdpoBaHMA Kaxaoro 6jioka Obl1 yHUKalbHBIM BHE 3aBUCHMMOCTHU OT
mu@pyemMbIX IaHHBIX U He MO3BOJAN cAeNaTh Kakue-Tu00 BEIBOABI 06 MX CTPYyKType. ITO
o0ycnoBneHo, Npexae Bcero, TeM, 4ro GiouHsie mwHdpsl WHpYIOT JaHHbBe 610KamMu uk-
CHPOBaHHOTO pa3Mepa, U MOITOMY CYIUECTBYET MOTeHIMalbHast BO3MOKHOCTH YTEUKM HH-
dopMaLmu 0 OBTOPSIONIMXCS YACTAX AAHHEIX, IIU(PPYEMBIX HA OJTHOM U TOM XKe KIIFOUe.

IIporpamMMHas peanuzaiis NpeaHasHauyeHa Jis MPOBEPKU peKUMa ClieIUieHUs OnoKoB
1o wudpoTeKeTy pasnuyHoro hopmara HHGOPMAIMH ¢ UCTIOIH30BAHUEM allTOPUTMa IHdpOo-
Banus Ha 6aze HIICC.

B pexume CBC npu 3ammdpoBanuy Kaxaas uTepalis alropuT™Ma 3aBHCHT OT pesyJibTa-
Ta NpeabIAyIel UTepalyy, To 3aludpoBaHre coobmeHs He TOINAETC pacnapalieIABaHHIO.
B 3TOM pexuMe CTOMT OCTaHOBHTHCS ellé Ha oxHoM petanu. [Tocnexauit 610k mudp Tekcra,
KOTOpBIH ToNyyaeTcs Ha BhIXOJe anroput™a pexxuma CBC 3aBHCHT Kak OT Kioya 6J04HOrO
mudpa ¥ BeKTOpa MHULMAIM3ALMY, TTOITOMY 3TOT OJIOK HIMQP TEKCTA MOXHO UCIOIB30BaTh
Kak uaeHTudukarop coodmenus. Takoi uaeHTHdUKaTOp He AAET IOCTOPOHHEMY HalmoiarTe-
O HUKaKoW nHGOpMALIMM O COJIEPKUMOM BCEro COOOIIEHUS B LIENOM, U B TO XK€ BpeMs, TIpaK-
THYECKH OHO3HAYHO ONpeenseT ero (coobmenue). Bosee Toro mojaaenars 3ToT HieHTHHKa-
Top Ge3 3HAHUA KIoYa IUPPOBAHUA TaK jKe TPYIHO, KaK U IPaBUIIGHO YraJaTh cam Koy [2].
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