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A modification of the digital signature algorithm based on modular
arithmetic

In the information exchange security systems to protect information during
transmission and data exchange between states the cryptographic encryption and
digital signature (DS) systems are used. Due to the widespread using of DS many
aspects of the theory and practice of public key digital signatures are currently
extensively researched.

With the appearance of new mathematical methods and a substantial increase
in productivity of cryptosystems, the question of cryptostrength of these algo-
rithms becomes obvious. Developers increase the size of the system-wide param-
eters for algorithms to improve the cryptostrength of cryptosystems. Therefore,
an important problem is to find the cryptographic transformation that would in-
crease the algorithm’s cryptostrength.

The Digital Signature Algorithm (DSA) [1] scheme represents the variation of
ElGamal and K.Schnorr’s digital signature scheme. Its reliability is based on the
practical irresolubility of the computing problem of discrete logarithm. In DSA
the conversion module length is about 1024 bits. Keys’ length increased to the
same length. In this regard, the computational complexity of the cryptographic
transformations increases, but the speed of calculations decreases.

The model of modular system of digital signature with public key is proposed.
These systems are developed on the basis of the algebraic approach using NPNs
or polynomial residue number systems (polynomial RNS). In contrast to the clas-
sical RNS, where the bases are the prime numbers, in NPNs bases are represented
by irreducible polynomials over GF(2) [2]. Usage of NPNs allows reducing the
key length, increasing strength and efficiency of the nonpositional cryptographic
algorithms [3]. Efficiency increase provided by the rules of NPNs in which all
arithmetic operations can be performed in parallel on the modules of polynomial
bases of NPNs. In nonpositional cryptosystems as a cryptostrength criterion was
used the cryptostrength of digital signature formation algorithms, which is char-
acterized by a full secret key.
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Modified digital signature system that is being developed, based on DSA al-
gorithm and NPNs, is characterized by improvement of the basic characteristics
of the digital signature. Application of algebraic approach based on NPNs will
allow reducing the key length for digital signature without significantly lowering
its cryptostrength. Computer modeling of the modified cryptosystems will allow

the development of recommendations for their secure usage and generation of full
secret keys.
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Software Implementation of the Cryptographic System Models Protection
With the Given Cryptostrength

The models of software implementation of the system of cryptographic pro-
tection of information (SCPI) with the specified characteristics are described.
This system is designed for using in systems and networks of information trans-
mission and storage. In this system of cryptographic protection of information,
the nonconventional algorithms of encryption and digital signature developed on
the basis of nonpositional polynominal notations (NPNs) are implemented. The
general feature of the model is that the fact the created SCPI implements encryp-
tion algorithms and digital signature formation with a given cryptostrength. The
cryptostrength of these encryption algorithms is determined by the total number
of possible and distinct from each other variants of choice of key sequences and
systems of working base numbers. The mentioned system is the complex of com-
puter programs which will consist of three interconnected blocks: the formation
of full secret keys, the system of encryption and the digital signature scheme.For
software implementation two models of cryptographic protection of information
are proposed. In the first SCPI model the choice of full keys of the realized cryp-
toalgorithms is implemented from the DB of irreducible polynomial with binary
coefficients directly in the blocks of program modules of encryption and digital
signature formation. In the second SCPI, the full key for encryption and EDS
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enmputing systems is formed in the keys formation block with the use of the ir-
reducible polynomials and is stored in the database of full keys. The creation
of various models of the unconventional cryptographic systems allows to create
such system of cryptographic information protection which it would be easy to
transform under model changes of the implemented cryptographic algorithms.One
of the planned works is to implement the SCPI model on the basis of the time
pad. i.e. the full keys database will be stored on a removable memory (USB) and
wdentified only by encryption software. The development of the system of crypto-
graphic information protection is carried out in compliance with requirements of
¥#gal documents of the Republic of Kazakhstan in the field of informatization.
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VNS-based heuristics for Communication Tree Optimal Synthesis Problem
in Wireless Sensor Networks

One of the most important issues in wireless sensor network (WSN) is mini-
mization of energy consumption of its elements per time unit. We investigate the
following problem, which occurs while minimizing the power consumption of data
transmission in WSN in a case when each network element is able to adjust the
transmission range:

Problem. The simple undirected weighted graph G = (V, E) with a vertex set
V, |V| =n, and an edge set E is given. Let ¢c;; > 0 be the weight of the edge
(i,j) € E. We want to find a spanning tree T* of the graph G, which is the
solution to the problem:

0= 3 -

where Vi(T) is the set of vertices adjacent to a vertex i in the tree T.
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