leorpachusa xaHe TabUraTThbl NapganaHy akynbreTi
®akynbTeT reorpaduv U NpUpPoAONONbL30BaHUA
Faculty of Geography and Environmental Sciences

CTyOeHTTep MeH Xac ranbiMaapablts
«PAPABN SJIEMI» aTThl
XanblkapanblK rblfibIMA KOHDEPEHUNACHIHbIH
MATEPUAJIOAPDI

MATEPWAIJIbI
MeXAyHapOAHOW Hay4YHOW KOHbepeHLun
CTYOEHTOB N MONOAbIX YYEHbIX
«PAPABU SITEMI»

MATERIALS
Of International Scientific Conference

of Students and Young Scientists
«FARABI ALEMI»

. 7
*oged

Zi =

Aamamul, 2025 scoin




OJI-PAPABM ATBIHJATBI KA3AK ¥JITTBIK YHUBEPCUTETI
KA3AXCKNU HAIMOHAJIBHBIY YHUBEPCUTET UMEHU AJIb-OAPABU
AL-FARABI KAZAKH NATIONAL UNIVERSITY

['eorpadus sxoHe TAOMFATTHI Mainanany GpaxyabTeTi
dakynbTeT reorpaduu ¥ MPUPOIOOIE30BAHUS
Faculty of Geography and Environmental Sciences

«DAPABU OJIEMI»

aTThI CTYJCHTTEP MEH )KacC FAIBIMJIAP IbIH XAIBIKAPATBIK FEUTBIMU KOH(epeHIns
MATEPUAJIJIAPHI
Anmarsl, Kazakcran, 2025 sxpuabiy 3-5 cayipi

MATEPHAIJIbI
MEXTYHApOJAHON KOH(PEPEHIIMH CTYACHTOB U MOJIOABIX YUEHBIX

«DAPABU OJIEMI»

Anwmartsl, Kazaxcran, 3-5 anpens 2025 roga

MATERIALS
International Scientific Conference of Students and Young Scientists

«FARABI ALEMI»

Almaty, Kazakhstan, April 3-5, 2025

Anmatel
«Kasax yHuBepcuTeTi»
2025



VJIK 001
BEK 72
® 24

OTBeTCTBEHHbIE CEKpeTaApH:
Ocnanosa M.C.
Kypbanxooica H.O.
Ecbonzan b.H.
basnbex P.b.
Temupbaesa K. A.
Mypcanumosa 3.A.
Opaxkosa I'.O.
Kaszaxoaesa T.M.
Hypcaowvikosa A.
Canuesa A.JK.
Tekenosa K.2K.
Epexeesa C.IK.
Baiibomaesa A.J].

D 24 Marepuajbl MEXIyHApOJHON HayYHOH KOH(PEPEHIINH CTYJCHTOB U MOJIOJBIX YYEHBIX
«®Dapabu omemi». Anmarel, Kazaxcran, 3-5 ampens 2025 roma. — Anmater: Kazak
yHuBepcureTi, 2025. — 260 ctp.

ISBN 978-601-04-7079-8

ABTOleLIH PCAAKIHUACBIMCH HIbIFaPbUIIBI.

ISBN 978-601-04-7079-8 © KazHY umenn anp-®apabdu, 2025



KOHAKXAMWJIBLJIBIK MHAY CTPUSICBIHIAFBI 3AMAHA YU
TPEHATEP CEKIIUACHI

CEKIUA COBPEMEHHBIE TEHAEHLIUA B UHAYCTPUHU
I'OCTEITPUNMCTBA

MODERN TRENDS IN THE HOSPITALITY INDUSTRY SECTION

164



KoHarkalIbUIbIK HHAYCTPHUSACHIHIAFB MOJICHH KOMMYHUKAIUSHBIH OOJIaIIaFbl TYPU3M
MHIYCTPUSCH 6CyiMeH OaitianpicThl. bonamakra KoHaKyIep MoIeHH JIeHreiliHe KapamMacTaH
KOHAKTap ©3JIepiH >KalJIbl CE31HETIH MHKJIIO3MBTI KEHICTIKTEp KYpyFa KeOipek KeH11 Oememdi
nen kytityae. CepBHUCTI KEKeJNEHAIPY YIIIH JKacaHIbl MHTEIUIEKTTI Maiiianany, BUPTYaJIbl
TypJlap JKOHE MOACHHETapalblK OuriM  Oepy 1uiatrdopManapblH — OIpIKTIpY  CHSKTHI
TEXHOJIOTHSUIAD MEH WHHOBAIMSUIAP KBI3MET KOPCETY CalachlH KAKCapTyFa JKOHE MOJCHU
Keaepriiepai azantyra kemekrecesi. JKahaHIbIK TYpU3MHIH JaMybl )KOHE MOJICHHETAPAJIBIK
e3apa OpPEeKEeTTECYAiH apTybl KOHAKYW OM3HEC! YIIH jKaHa MYMKIHIIKTEp alryaa, al MOJICHU
alBIPMAIIBUIBIKTAPIbI CayaTThl 0acKapy TaOBICTHI TaMyIbIH KEMiIi O0IMaK.

ENHANCING HOTEL DATA SECURITY WITH BLOCKCHAIN:
A HYBRID POS-PBFT APPROACH

Sembayeva A.
under the supervision of Nuruly Y.
Al-Farabi Kazakh National University
e-mail: aissuluna@gmail.com

Blockchain is a decentralized digital ledger that records transactions across multiple
computers, security and transparency through cryptographic validation. Unlike traditional hotel
data management systems storing guest information in a central database, blockchain spreads
data across a network, hindering cybercriminals. The hospitality industry has seen several high-
profile security failures, including the Marriott International data breach, which exposed
millions of guest records. This highlights the risks of centralized storage requiring a secure
approach. A blockchain-based system using Proof-of-Stake (PoS) and Practical Byzantine
Fault Tolerance (PBFT) could provide a stronger alternative by distributing control efficiently.
However, introducing blockchain into hotel management is not as simple as just upgrading
existing systems. Technical challenges, regulatory concerns, and the high cost of
implementation make it difficult for businesses to adopt this technology on a large scale.

Even with encryption, firewalls, and regular security audits, traditional hotel data
management systems remain vulnerable. A single weak point in the system can expose massive
amounts of guest data, creating serious financial and reputational risks for hotels. Storing
information across a blockchain network removes the risk of a single point of failure, making
it more resistant to cyber threats. The hybrid PoS-PBFT model strengthens security by
combining PoS’s ability to handle large numbers of transactions with PBFT’s fast and reliable
validation process. Instead of relying on a single central authority to verify data, this model
spreads responsibility across multiple participants, reducing the chances of unauthorized
access. However, shifting to a decentralized system requires significant changes, from setting
up validator networks to rethinking how guest data is processed, which can be expensive and
complex for hotel businesses.

The PoS-PBFT approach offers benefits in both security and efficiency, but it is not
without its challenges. PoS selects validators based on the amount of cryptocurrency they hold,
which reduces the energy consumption of traditional mining but raises concerns about power
being concentrated among wealthier participants. PBFT ensures transactions are confirmed
quickly by requiring agreement from a selected group of validators, but this could create
security risks if those validators are compromised. Another challenge is compliance with data
protection laws like GDPR, which require businesses to modify or delete personal data upon
request. Since blockchain is designed to make data immutable, balancing security with legal
requirements becomes a major concern.
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Blockchain could bring major improvements to hotel data security, but adopting it
requires careful consideration. Smart contracts could automate guest authentication and access
control, reducing human error, while 10T integration could improve hotel operations by
streamlining check-ins and identity verification. Despite these benefits, high implementation
costs and regulatory uncertainties still make adoption a difficult decision. While the PoS-PBFT
model shows promise, businesses must weigh its advantages against its complexities. As
cybersecurity threats grow, the hospitality industry will need to decide whether blockchain is
the right long-term solution for protecting guest information.

This research has been conducted under the “Centre for Sustainable Development in
Central Asia” within the framework of the Collaborative Agreement between The Hong Kong
Polytechnic University and Al-Farabi Kazakh National University.

This research was funded by the Science Committee of the Ministry of Science and

Higher Education of the Republic of Kazakhstan (Grant No. AP23490620).

KOHAKXAWJIBLIBIK CAJIACBIHIAFBI TUIIIIUHI TI MOJIEHA BEUIMJIEY

AckapoBa MLA.
CanmeBa A.K. :xerekuijiriMmen
an-Dapabu amvinoagvl KA3aK YaAmmolK YHUSepCUmeni
e-mail:askarovamunira3@gmail.com

Kazipri Tania KOHAKXaWIBUIBIK TYPUCTIK MHTyCTPUSHBIH MaHbBI3bl Kypamac O0ediri
OoubIn caHanaabl. JlereHMeH, opTypili MOJICHUETTEp apachiHaa OaiaHbIc OpHATY OapbIChIHIA
KeJyLIIep/iH MOICHHU epeKIIeNIKTepiH KaObliaay *KoHe TYCIHY Macenenepl TyblHanasl. byn
3epTTey KOHAKKAMIBUIBIK CalachIHAAFbl TUIHMHITIH MOJIEHHETKe OeiimaenyiHe BIKIaIbIH
KapacTBIPHIT, OCHI TAKBIPHII asSChIHAA cayalHaMa JKYPri3y apKbUIbI OTaHIBIK KOHAKKAMITBLUTBIK
calachlHAarbl OpHbIHA Tanjay dkacaiiapl. CoHbIMEH Katap, *ahaHAbIK KOHAKKaMIIbUIBIK
WHIYCTPUSCHl TYTBHIHYIIBUIAPJBIH KYTUIIMJEpIHE, TUIEKTEpPIHE KOHE MIHE3-KYJIKbIHA Jcep
€TETIH OPTYPJIi MOJICHH JKOHE QJIEYyMETTIK-MO/IEHU acleKTiAepAl KaMTUIbI.

KonaxxalnbUIbIK calachIHAaFbl TUITTUHTTI MOJICHU OeHIMIEeNyl XalbIKapasblK KOHAK
yil KemeHaepi MEH MeipamxaHalapbslH KbI3METKepJIepiH KOHAKTapIblH MiHE3-KYJIKbl MEH
KYTyJepiHe yHpeTy KakeTTulriH Oinmipeai. JKyMbICIIBUIApIBIH OpTYPJl MOJIEHHETTEp/e
CBHIMAKBIHBI Kaall KaObUIaHATHIHBIH JKOHE SPTYPJIl KaFJaiapra Kajlail TypbeIc xayarn Oepy
KEpEKTITiH TYCIHY1 MaHbBI3/IbI.

XKahannany »xoHe XalbIKapalblK TYPU3MHIH ©Cyl THUIIUHITIH MOJEHH KaObUITaHY
KyleciHe Je ocep erelll, OWTKEeHI KOHAKXKAWIBLIBIK KbI3METKEpJepl oJIEMHIH TYKIIIp-
TYKIIpiHEH KeJITeH TYTHIHYIIBUIAPMEH KapbIM-KaThIHAC OPHATKAH/IbIKTaH, KeOiHece oJapblH
manysn 6epy ofeTTepl MEH CTaHAapTTapbl KEPrUTIKTI JICTYpJIepre COMKec KeIMeyl MYMKIiH.
bluFaiinel KapbIM-KaTbIHACTBI KaMTaMachl3 €Ty JKOHE TYCIHICTIEYIIUTIKTep/AEH aylak 0oy
YIIIH MEKeMeJep/ie JKepriIiKTi ChIakbl Oepy ToxipuOeci KaHJal eKeHIIri, COHaai-ak
YKYMBICIHIBUIAP IbIH KOHAKTAP/IbIH TaJanTapblHa Aypeic Oeifimaenyi MaHb31bl. Kasipri yaksITTa
TUNIIIAHT HEMeCE CBhIHaKbl Oepy KOHAKKAWIBUIBIK CaJachlHIAFbl KBbI3METKEpIep YIIiH
TaObICTBIH Oip Oeuiri OONBIN ecenTenesi, ajl TYTHIHYIIbUIAp YIIIH OyJ mporecc kebiHece
aJlaMHBIH JKEKe KO3Kapachl MEH 13TUIIr pPeTiHAe KapacThIpblIaabl. Anaiaa, eximi3aiH Kernoip
TYPFBIHIAPHI ChIaKbl OepyliH KaHAail na Oip CTaHIApTBIH CHri3y KAKeTTITiH aWTaipl.
Kyprizinren cayaiHama HoTwKeciHIe 18 amaM THUNMUHTTIH KOHAKKAWIIBLIBIK CaJlachIHIA,
SAFHU KBI3METKEpJIep MEH TYTBIHYIIBIJIAp apachblHAa TYCIHICHEYIIUTIKTEp TYbIHIaMaNWTBhIHBI
TypaJtbl miKip Ouipce, an KanraH 9 alaM TUITTHHTTIH KbI3METKEepJIep MEH KOHAKTap apachiHaa
alTapiIpIKTall TYCIHICHEYIIUTIK TYFBI3bIN, oNapAblH Oip-OipiH aypeic TyciHOeyiHe ceben
OoNaThIH/BIFBIH aTanl eTKeH. CayaitHama )Kypri3e OThIPBII, OTaH1aCTAPBIMBI3/IbIH TUIIHUHIKE
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