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AKIIAPAT AJIMACY XATTAMAJIAPBIHIA KOJIIAHBLIATBIH
KPHUIITOTPAGHSLIBIK OMICTEPIIH KEUBIPIH CAJNBICTBIPY

Beii6iTxan E.
JLH. T'ymuies aTeIHAAFE Eypasus YITTEIK YRBEPCUTETIHIH MaTMCTPAHTST, ACTAHA
Frumsmve xerexmmi: [ITAPUTIBAEB A.A., T.r.1. mpodecccop

AKmapaT — aIMacy XarTamaiapel AereHiMis — Gapibik aGoHeHTIepre almublH—ana Genriti
permemenTTiK TisGexti xaGapramambr KiGepymen  coiixec aboHeTTepMiH o3apa opeKeTTeCyi.
XabapiaManbl OHey XoHe Maibiay YIIH akHapar aiMacy XaTTaMalapbIHEI KO menGepine
aBGOHEHTTED AePEKTEP/] OHNEYIIH op TYPI KPHNTOrpadusIbIK TEXHONOTHATAPEIH KOJIAHAbL.

KOMaHBUIATBIH anropuTMAep/is exi Tvui Gap: CHMMETPHSAIBIK JKOHE aCHMMETPUANLIK.
CHMMCTPUATEIK  lell  6ip raHa KiAT —KOJNJAHBLIATHIE arropuTMAL aliTampl.  AIIBIK  KinTTi
anropuTMIepIie ap TYpil Kimrrep KonmpmambLiamel. OCkl cebernti op Typni mpomecTepae op TYpm
KUITTEp KOMMAHELTAMBI, ALIBIK KITTTI AIrOpATMAI ACHMMETPUSBIK AirOPHIMAED eI aTaiizsl.
CHMMETPUSIBIK alrOPUTMACPI KOINAHFAH JKarjaiina GaiiyTanblc apHACHIHBIH, eKi THII Kesgeces.
Ombx Gipi ambIK, exinmici KopraFan Gonansl.

Op abomeHT GacTalKpiza esinie Koc KimrTi Gafmambickan F amblk KinTTi skeHe Kymus D
KinTim remepupied. ALK KinTrepri Ke#Gip cemimui Kinmmepoi Gony opmansizIHOA
KapUAIAHIEL BYII OPTATBIK AKBIPEI GAPITBIFEIHA AITBIK KiTTep/in Kermipmenepin Gepeni. ndprey
AIyIBIHEH amsK E xinTizne xacansHagsy Uladprernres Kymusus D kinTinge okpuiasl. Kactex
ojayIust afam Kemizteri opGip exi aGOHCHT apKACKIH/IA AEPEKTEP KOHETY KaHANJAPEIHA, conaii-
ax aGoHEHTTEp ApaChIHJA JKOHE CEHiMAi Kiimmepoi Gony opmanvizbinoa e amanel. Ceibana
KyTHSIT KOpFaym bl OaliiaHEIC KaHaigape! GomMaiinsl. 4 KoaiaHymisl B KONNAHyIIbFa KyNHsibl
xabap KiGepein. Xabapip! mudpreren/e ausK KINTTI KPHITOTPAGHSIBIK KYHe KOTTaHbIIANEL B
KOTAEYIEIA o3inin ameik E, kinti xone xymusmst D, xinri Gap. Amwe EB KinTi Gapieik
KOJJIAHYIIBLTApFa GENTiNi XKOHE JKAPUATAHFaH, COHBIMEH KaTap A xonjaHymsira Genrini jKone on
E, amsK Kinrr xaGapmer mudpiey yirTia KoaHANsL 4 KOMJaHyNis! mudprey anropuTMAepiH
KonnaHamsl. OHbIH Herizimae Kei6ip F GyHKIHACEHBIE exi apryMeHTTepi: GacTamKsl Xabap xKaHe
ATYIIBIHEH AIBIK KiTi Gonansr. OYHKIHAHENH moni € KpunTorpaymackr Goreit Tabeuiast. Ol
KOPFAyCEI3 amiblK Gaiatbic KaHAIapsl apKpLIbL ®ibepyre Gomamer. 4 xonmanymsr C=F(M, E,)
KOJITay ONepalusChH OPBIH/AlibL 2, B KOJIaHYIIEIa KPHIITOrPAMMAHE! xkibepeni. B Kommanymb

C KpUTTOrpaMMachlsl AT, O3iHiH KyIHsuIbl kit apxpuel M=F(C, D, )  IMKOATayas!
opraaiinel.  Hommxecinge B KONIAHYIIBL  KyTHSITEL xabap/ele  GacTalkel MOTIHIE anajibl

9

Kp
KO/
60!

KII
*Ka
CT
KiJ
Rt
Xp

CT

K[




image5.jpeg
ih.

Kpurrrorpausibik anroputvuin Herisinze KaTKaH cox Gip F' yHKUHESCH apKbumst xabap/st
Ko/ltayFa JKoHe nukoxarayra Gomamsl JKammsr sxarmaiiza ap TYpmi dyHKumEsTapIE KONTaHyra
GonansL.

Kasipri samanusmy sepextep koarayst CHMMETPUSNIBIK - KPUTITOrPaQUANBIK aITOPHTMIED
KIAChIHA JKaTanpl. HakTeipak aliTkanma cHMMeTpHsIIBIK BIOKTBIK HTEPAHOHIBIK KoaTay TOOBIHA
Katanel. bynmapra, mbicamb, TOCT 28147-89, FIPS PUB 46-3 (DES), FIPS PUB 197 (AES)
CTAHAAPTTAP XKATafBL DAEKTPOHIB! LUBPIE KOX CTAHJAPTHI JKOHE KiNTTEPXi OpHANACTBIDY ALIBIK
KT KpHITTOrpaduasn AIMOPHTMAEP KIackiHa xatanel. Toxipube xysinze MaTeMaTHKaIbIK
SMICTIH €Ki KIacTapbl TAPATYHIBUIBIK Aier, Ochl kmacrap apKbUIbl Ka3ipri 3aMaHFbl auibik KiTrri
KPHUTOrpadUsIbIK JKyHenep KacalbHaibL. bymapra  Oms-Tamansipig ONEKTPOHIBI 1H(pIIB
Konnap anroput™i sxone Jnddu-Xemmanasiy TPOTOKOJBI JKATafbl JKOHE Kasipri 3amaHFel
CTaHIAPTTBI BNEKTPOH/BI HudPsI Koxmap [OCT P 34, 10-94 sxome TOCT P 34, 10-2001, xam
AITOPHTMIH KOMJIAHBUTYBIMeH, avepukan sk DSA sxone BCDSA AITOPUTMACPMEN JKOHE KOTITEreH
KpHITOrpabHSITBEIK HPOTOKONIap apKeuis: TOCT P 34, 11-94 xassurran.

Iugpprey anymsiapm E xinringe xacarsmas. ngpreyai ampin anymsmes D kirrine
HKY3€Te achIPbLIANb.

{ Kpunrorpadmsubix atropurvuep ]

CAMMETPHSIBIK ACUMMETPHAIBIK l
b -

TOCT P 28147- 89\ «ByprHrEDy onictep Kpunrorpadususy

DES SIMITHKANBIK 37icTepi

AES L

TOCT P 34.11-94

SHS |
T'OCT P 34.10-94 FOCT P 34.10-2001
DSA ECDSA
RSA ECDH
Hudou-Xemnman HCHG
One-Tamans

Cyper-1. Kpunrorpadusisik ITOPUTMAED

Erep S >KMBIHBIHZA KOMMYTaTHBTIK, ACCOUMATUBTIK, (UCTPUOYTTIK, TYHEIK, GipTiK HKoHe
Kepi smeMentTepi Gomarem xacuerrepi KaHaralTaHABIDATEIHAAH — KOCy, KeGeHTy amanmapst
aHbIKTANFaH Goinca, oHna S skubmem F o epici gen ataitmes.  [lexri anemenTi 6ap epic mexTi

epic Jlem aTalaibl KOWe KaNIBL KaFmaiina Fq gen Genrinereri. g=p", p- xail cam, an r-
Oyrin of can. Erep r=1 Gounca, onna epic KecKamsier F p MoHiH Gepeni. Keif xesne Mymmaii
epicrep Tanya epicrepi men Te aramamer wome GF (p) nen Genrineneni. Ecenrey p momysi
GoiferHma Moy bk anrebpa epexeciven JKY3€Te achIpBUTaNbl, SFHH €CElTiH HoTMXecl {0, p~1]
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HHTEPBATBIHAA JKAT2IBI JIeTl ecentelimis. Erep p — sxaif can Gonca, onga Gyman IIBIFATEIHBL, Ke3
KEIreH & € (O, P ~1] QUEMEHTI YIIIH My TbTHIHKATTE Kepi 37IeMEeHT GoMbIT TaGhamby. Mynnait
OMEMEHTTCPAIH JKMBIHAAPH  [1] MyTbTHIIAKATTED TonTap Kypaiael. Kasipri kesmeri axmapar
AIMACy XATTAMANAPBIHIA KONIAHBITATBIH — ACHMMETPHSIIE! KPROTOrPadHATBIK rOpUTMAEpiK,
Keminik G6ackiv Geiri SKCTIOHEHTTEY aMallTapbiH KOMIaHaIbL,

Keit6ip AICOPHTMICPAE, MBICATBL, Oib-I'amansaiy SMEKTPOHIBI-UBPII  KONTAHGACEHEN
cebanapeiana, [OCT P 34.10- 94 CTaHnapTTapeiaa, DSA  sxome Oackanapga kymus xint
Konranbacsmga [2, 3] momyni Goiisimma JSpeXere KoTepy HOTHMeci peTiHfe KabbuiiaHame:
Backa anroputvzepnin, meicaner, RSA cb136ackIH  MOAYTH GoWBmHma © HapexRecine KoTepy
HOTIKECIHIH  IIBIFYBI xabapnavanel  mmdpney  xome Rewmdpiey  mpoueyparaphEna
KOIJAHEUTANBL [4]. ANFAIIKEI KAPBIKKA IIBIKKAK Juddn-Xemmannny sxcronenTri ki anvacy
ACHMMETPHSITBIK AITOPATMI JKATIIEL KYTIHS MoHAi TEHePANHANAY YIIIH OCHI aMATTADIBI KOIAHFAH
emi. b=a" modp OKCHOHCHTICY ONUEDALMACHIHBIN KEH Tapamysl [eKTi epicte  muckperTix
JorapuMaey ecentepi JereH arka me Homraim ONEPAKACE €CONTi Kepi MIBFapy Kypieiiriven
Gatfmansictst [6].  a, b xone p MeHzepi Genrini Gonatsin Gomca, oHma n MoHiH ecenreyi Kypueni
Moceneni ey eceGi GoTBM TaGbLTagsr [7]. Snmamraxamsk Kucsx KpHITOXYHec  Gypem
IIBIKKAH  KPUITOXYHENCpMER CaBICTHpa OTBHIPBIT Killi Mami CaHJapAbl KOMJaHy Kesimperi
OepixTiniK JeHrefliH KaMTaMackrs eTermi, an GepixTinix mexTi epicreri JHCKPETTIK orapudme
HeMece  ecenTiH  (aKTOpIBIK KYPAENLMriuge —KOPTHHIbLIAHAEL, 2-cyperte  ecentey
KyaTTBUILIFBIHBIH ~ ©CYiHe Toyemmi OepikTixTiy AJICKBATTEIK  TIeHrellin KaMTavachs ety yin
KONAAHBLIFaH CaHJap MONIIEPiHiH 6Cyi CaTBICTHpMAITE! rpaduKTe KeTipinren.

Ki enmewii (61) Kesipri zerreft Bypisest ogierep (TOCT P 34.10-94, RSA, ...)
6000
5000
4000
3000
2000 dmunrixansik kickiitap (FOCT P 34.10-2001, ECDSA,..)
1000
500
AN e ot
I I | I iy
1E+4  1E+8 1E+12 1E+20 IE+36  Fcentey kyarreumsirs: (M/Y)

Cypet-2. BYpPBINFBI JKoHE HIHITHRANBIK SMliCTepAi canbICTHIPY

MIPS/YEAR - nie kenripinren xyar Kepcerinren, sram M/Y - SNUNTHKANBIK  KUCHIKTEL
KPHITOTPAQHA KOMIAHBUIFAH JKAFNAMIA CeKyHbIHA Gip MWLIHOH  ONepANSHEL OPBIHAAHTEEH
KOMIBIOTEPIIH WIBIKKAR KBUTEL CalbICIBIpy VI OHITHKATBIK KHUCBIKTapAa KPHITOrpadusmsl
Komnany kesinge 160 6ur menmepri CaHNAP/BL, TEH ANTOPUTMAEPA! KONAaHy Kesimge 1024 Gur
Karapiiarbl CanAapMeH CalbICTHIPFAHIAFb] OKBHBAICHTTI Tipeyiur MeHIeMMeH KaMTavacs eTex.
Kenripinren rpaduxren kepinin Typrasmai smumrik KHCBIKTapra KpUNTOrpadusiapis KONIanyra
KONy %aKbiH GOIAIaKTa KepHeKT] KeTicTikTep Geperiri kepinin Typ.
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