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Abstract —Video analysis has become a standard feature of
many security cameras. However, built-in audio analytics
continues to be quite rare despite the presence of both the audio
channel itself in the devices and the available computing power
for processing audio data. Audio analytics has some advantages
over video analytics such as cheaper devices and maintenance
costs. Furthermore, when the system is running in real-time, the
audio data stream is significantly smaller in volume than the
data stream from video cameras and makes it more loyal
requirements for the bandwidth of the data channel. Audio
analytics systems can be particularly useful for wurban
surveillance with the start of automated broadcasting live video
to the police console from the scene of an explosion and shooting.
Audio analytics technologies can also be used to study video
recordings and determine events. This article proposes a method
for automatic detection of pulse sounds that signifies critical
situation in audio signals based on Support Vector Machine
learning models. The models were able to classify sounds from
events such as gunshot, broken glass, explosion, siren, cry and
dog barking with accuracy ranges from 95% to 81%.

Keywords—audio analytics, impulsive sound detection,
machine learning, support vector machine, audio signals

[. INTRODUCTION

Recently, automatic systems that control daily human
activity have become more common [1, 2]. Their main goal is
to ensure civil security, which is achieved by monitoring in
public places and recognizing potentially dangerous
situations. Research in the field of automatic surveillance
systems is mainly focused on detecting events using video
analytics [3]. In turn, acoustic monitoring can be used as an
additional source of information, and its integration with video
surveillance systems would increase the effectiveness of event
detection [4, 5]. Audio analysis has features that in some
situations would assist with solving monitoring tasks more
effectively than video analysis systems, such as: a) low
computational needs, b) independence from visibility
conditions (for example, the presence of fog or insufficient
lighting).

The aim of this work is to develop a method for detecting
sounds of critical situations in the audio stream based on SVM
(support vector method). In this paper, the term "critical
situation" refers to an event whose characteristic sound signs
may indicate acoustic artifacts (a shot, a scream, a glass crash,
an explosion, a siren, etc.).

As part of the work, the minimum set of features for the
machine learning model was determined, small training and
test samples were formed, and a method was developed that
allows determining critical situations in the audio signal.

II. LITERATURE REVIEW

To ensure the safety of the world's population, we are
actively planning to implement the "safe city" system, which
uses a network of video cameras and video analysis functions
to quickly recognize and respond to various emergency
situations and cases of law enforcement violations.

Recently, given that an increasing number of video
cameras are equipped with built-in microphones, such a
direction of recognizing abnormal or emergency situations as
audio analytics is actively developing.

One of the most well-known commercial developments in
audio analytics is the American ShotSpotter system [6]. This
system has been installed in disadvantaged areas of
Washington since 2006 and over the past years has localized
39,000 shots from firearms, quickly alerting police to the onset
of this event.

Another example of implementing such system is the
development of Audio analytical Ltd from the UK [7]. This
company's sensors, designed to create a ""'smart home", are able
to register events such as gunshots, aggressive screams, crying
children, sounds of car alarms, broken glass, etc. After the
event is registered, the system sends notifications to the user
and security agencies for further response.

The AudioAnalytics project [8], based in the UK, provides
several solutions for various use cases at once. The
architecture of the proposed solutions is as follows: the
CoreLogger program, running on the end user's device, allows
user to receive and display/save alarm events. It works in
conjunction with another part of the overall system — Sound
Packs — which is nothing more than a set of different audio
analytics modules [9]. The main features of these modules are
detection of the following audio events:

o aggression (high-pitched conversation, shouting)
e car alarm system;

o  breaking glass;

e search for keywords ("police”," help”, etc.).

e  shots fired;

e cry/cry of achild.

Knowing the location of microphones and using
triangulation methods [9-12], these systems accurately
determine the location of the event. The undoubted advantages
of audio analytics systems include the low cost of
microphones compared to video cameras, the absence of
"blind spots", and lower density of territory coverage
compared to video surveillance. The audio stream from the
microphone takes up less space than the video stream, which
means it is easier to transport and process.
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An important point in the work of audio analytics systems
is the means of registering signals, their geographical
distribution (coverage of a wide area, because -early
notification for time reserve is needed), the availability of
stable data transmission channels, ease of communication and
interaction with users of the system [13-15].

Currently, the ideal tools that can perform these tasks are
smartphones connected to data channels formed by mobile
operators’ cellular networks. The main advantage of this
approach is that smartphones are increasingly popular in
Ukraine (as well as in the world). According to the latest data,
more than 30 % of the population aged 18 to 50 years use
smartphones in Ukraine. Each smartphone has a microphone,
an information exchange channel, a location sensor, and can
be equipped with various software [16-17].

This makes the smartphone a potential candidate as a
means of personal notification of the owner about the
occurrence of an emergency, as well as a means of early
detection and identification of an emergency. That is, if the
smartphone is equipped with special software and a working
data transmission channel, which is the mobile Internet, it
would be able to detect sounds that identify an emergency,
transmit the characteristics of these sounds, data about its
location and exact time to a remotely located analytical
system.

Detected emergencies may include situations involving a
terrorist threat, public order violations, or various man-made
accidents that are accompanied by loud explosions, sirens, and
other acoustic artifacts.

There are some research gaps in detecting impulsive
sounds:

1. The absence of a database of impulse sounds. To address
this research gap we developed a dataset of impulsive sounds.
The dataset contains 10 000 sounds, split into eight categories:
gunshot, broken glass, fire, siren, explosion, cry, dog barking,
fire alarm bell. Sounds of the given categories allow to train
machine learning models and detect impulsive sounds
immediately with high precision.

2. Noises in input data. In order to get high precision in
detection of impulsive sounds, the input data must not contain
noises. We removed all the noises from our dataset to improve
the quality of the detection process.

3. Machine Learning Model. Proposed machine learning
model is essential to get high precision in detection.

III. MATERIALS AND METHODS

The system continuously records audio from the
microphone. The recording is limited by a certain time limit.
When this time limit is reached, the user subsystem saves the
newly recorded file for possible analysis, deletes the
previously saved file, and begins writing the next file.

To determine the expected location of the source of intense
short-term sound, it is performed by sending requests about
the current location of the client subsystems that registered the
occurrence of the event. The received data about the location
of client subsystems and the time of the registered event are
processed using triangulation methods for determining the
coordinates of the sound source.

The audio identification system accepts audio files with
the identified intense short-term sound and performs the audio
event recognition procedure. The procedure includes
operations for buffering the signal with overlap, preprocessing
the signal, extracting signal features (markers), postprocessing
them, classifying them, and training the subsystem. After
identifying the source of the signal, its tactical and technical
characteristics are transmitted to the analysis and decision-
making subsystem for predicting the affected areas. Such
characteristics as the speed and range of propagation of
striking factors of the source of intense short-term sound, the
area of possible damage are used.

The proposed system architecture is illustrated in Figure 1.
The system consists of several parts as preprocessor, first stage
frame classifier, and second stage frame classifier.

Preprocessor generates a sequence of overlapped audio
frames from the original audio signal and extracts, from each
frame, a set of features. First Stage Frame Classifiers gives a
set of label to each feature vector (frame). It is worth noting
that it is possible to assign more than one label to each frame.
Eventually, it aggregates frames into intervals. Second Stage
Interval Classifier performs a classification at interval-level
assigning to each interval a final prediction made through a
Weighted Majority Voting (WMV) strategy among the frames
that composed it.

The task of recognizing various disturbing audio events is
divided into 2 sub-tasks [18]:

e detection (selection) of sharp pulse signals from
background noise in the audio data stream;

e classification (recognition) of the detected signal
to one of the types of audio events.
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Figure 1. Architecture of audio event detection

The preprocessor consists of two main components: a
frame generator, which splits the input audio signal into a
sequence of overlapping audio frames of a given length, and a
frame extractor, which extracts from each frame a set of
features belonging to some class of those discussed in the
previous section.
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There are several problems with selecting the frame size
and the most appropriate functions, both depending on the
recognized events and the application requirements. In
addition, the frame generator can only consider individual
audio frames, such as those with an SPL greater than the
specified W.r.t. background threshold, thereby reducing the
amount of data being analyzed.

A. First Stage Frame Classifier

At this stage, audio frames represented as vectors of
particular features are classified in parallel through an
ensemble of classifiers of the same class: each individual
classifier is trained to distinguish only one specific event. The
proposed architecture should provide two basic information
for adding a new classifier: the classification model (in terms
of internal parameters obtained at the training stage) and an
assessment of its own reliability. In our model, reliability is a
measure (expressed as a floating number in the interval [0, 1],
where if its value is 0, the classifier is not reliable and useless
within the ensemble, otherwise, if the value is 1, the classifier
can be considered completely reliable), useful for “weighing”
the outputs of classifiers during the second stage of interval
classification. After classification, all frames that belong to an
interval (the length of which must depend on the specific
events to be recognized) are aggregated through the frame
aggregator component. It is worth noting that the number of
tags received may differ from the number of frames involved,
since more than one classifier may provide different tags for
each frame.

B. Some Common Mistakes

This stage performs classification at the interval level,
assigning each interval a final forecast based on a weighted
majority voting strategy (WMYV). For each sound class we are
interested in, we link the following membership score:

A i
- Cia (1)
(L) ]_111 L'i

= {Event,, Event,, ... Event
1 2 n

A is the total number of classification labels in the range
under consideration, Ci j is a Boolean variable that is true if
the j-th label was recognized as related to an event, and ai is
the reliability of a single class classifier for recognition-this is
a proper event of interest.

Thus, the predicted class is estimated as:

(e®) (@)

If the estimate for the predicted class C" is below the
specified threshold, the forecast is rejected.

¢ =arg max

ie{Event,,Event,,..Eventy}

This classification of the second stage at the interval level
allows for higher accuracy based on a simple majority voting
strategy, depending on the reliability of each -classifier
obtained at the training stage.

In the next section, we represent the results of the current
research, actually, we demonstrate samples of the collected
dataset of impulsive audio events and classification of
impulsive audio events.

IV. RESULTS

A. Dataset

The performance of the proposed system was evaluated for
an automated surveillance application that should be able to
recognize the following events (considered " abnormal” in the
observed environment): shots, screams, broken windows.

For this purpose, we built a data set from several audio
samples recorded in various railway station scenarios.

The data set consists of background noise signals: pick,
shot, and broken glass. Background noise was obtained
indoors and outdoors to account for the characteristics of
various application scenarios.

For our experiments, the signals were divided into
intervals of one second (the average time length of each event
of interest), and then each interval was divided into frames of
200 MS, overlapping by 50%: in particular, each interval
consists of nine frames.

The composition of the data set in terms of signals, frames,
and intervals is summarized in Table 1.

TABLE L SAMPLES OF DIFFERENT IMPULSIVE SOUNDS
Table Column Head

Types of Time

impulsive (sec) Image

sounds
Automobile "" : e
glass 3.84 ek
shattering
Dog s P e b e
barking

- R e e e el vl

Police siren 24.19
Ambulance 15.41 M
siren
Constant O O SR
Wail from 56.87
Police Siren
Single gun *’
shot 3.84
Explosion 7.78 B
Artillery .
shell 4
explosion
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Fire alarm

beeping 141

Fire alarm

bell 1.59 |7 I ll '“' I
Smoke 0.99

alarm

Fire alarm 23 M
yelp

We promptly divided the data set into two separate
sections as 80% to 20%, and used the first section for the
training process, and the second for the sequential evaluation
phase.

B. Audio Event Classification

Second stage interval classifier: this stage performs
classification at the interval level, assigning each interval a
final forecast based on a weighted majority voting strategy
(WMV).

As a measure of reliability for each Classifier, we chose
measure F, considering it as a good compromise between
accuracy and recall:

tp 3)
tp+ fp

Here tp is true positive classified samples, fp is false
negative classified samples.

recision =

t
Recall = _P @)
tp+ fn
2 * Precision * Recall (5)
Frneasure =

Precision + Recall

Finally, as for the deviation threshold, it was determined at
the setup stage using ROC analysis aimed at maximizing the
accuracy of predictions.

TABLE IL. RESULTS OF IMPULSIVE AUDIO EVENT TYPE DETECTION
Event Accuracy | Precision | Recall FI score | AUC
type ROC

Table Column Head Gunshot 0.9178 0.9245 0.9427 | 0.8945 | 0.9748
Types of Time Broken 0.9372 0.9765 0.9215 | 09154 | 0.9578
impulsive (sec) Image glass
sounds )
Fire 0.9435 0.9346 0.9215 0.9345 0.9576
Baby 666 e A e Siren 0.9537 0.9462 09876 | 09642 | 0.9623
crymng Explosion | 08132 | 08254 | 08352 | 08124 | 09348
Cry 0.8635 0.8524 0.8864 | 0.8754 | 0.9467
.III
Dog 0.8456 0.8325 0.8571 0.8254 | 0.9425
Burglar 1113 W barking
alarm :
Fire 0.8654 0.8452 08576 | 08457 | 09472
alarm bell

V. DISCUSSION

The fight against crime is one of the most important
conditions for the functioning of all cities. Video surveillance
plays a crucial role in this area, but it only provides a visual
component. A more complete solution should take into
account environmental sounds that can increase situational
awareness.

Audio analytics can be used to process both archived files
and online streams. In some situations, the technology is used
as an alternative to video surveillance: the technology
recognizes sounds in complete darkness, and microphones are
much cheaper than cameras and do not require special
conditions for placement and maintenance [19-21]. Sound
recognition technology can be used in a variety of scenarios:
recognizing individual sounds in the audio stream (screams,
gunshots, footsteps, sounds of broken glass, crying), clearing
audio recordings of noise, identifying people by their voices,
increasing the clarity of the speaker's voice, identifying
problems in the operation of mechanisms [22].

Many cities rely on video surveillance systems to fight
crime. However, the report says that video surveillance alone
cannot be a sufficiently effective solution for detecting and
preventing crimes [23-25].

Urban security solutions most important components of
today includes motion sensors, thermal imaging systems, and
license plate recognition software. However, this software
focused mainly on visual factors. Experts had recommended
that the urban security solutions should include sound
detection technology [26].

A security solution with audio transmission will allow
operators to hear if a person is in trouble, give them
instructions, or scare off criminals by alerting them over a
loudspeaker.

Current research indicates that in 90 percent of cases of
physical aggression, it is preceded by verbal aggression [27].
The value of the aggression sound detection system is that it
allows security personnel to identify tension in voices and
other sounds associated with anger, fear and verbal
aggression. Audio analytics will help security and law
enforcement officials determine which sounds are of interest
and which are not related to them. The aggression sound
detection software analyzes the resulting noises based on
advanced algorithms and matches them with patterns. If the
sound is recognized as noteworthy, the software immediately
sends an alert to the security staff.

The two categories of sounds that are most crucial for
analysis to ensure safety in cities are the sounds of aggression
(for example, verbal abuse) and the sounds of firearms.
Systems for detecting the sounds of aggression and the use of
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firearms will help law enforcement agencies more effectively
deal with crime.

CONCLUSION

The research demonstrated the validity and prospects of an

approach to automatic detection of impulsive sounds in audio
files based on the combined use of amplitude-time, spectral
parameters of the signal. Further work is related to a more
thorough selection and statistical analysis of low-level signal
features, as well as to research the possibilities of using deep
machine learning models in the task of detecting impulsive
sounds.
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