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Kasipri samanrs1 pykcatchis Gackin Kipyii ansikray ogicrepi men BKAX rannayra
APHAIFUH KOLICICH MaKaIwIap MeH Scpricyiep Gap. 1, 2 KCCICACPIHAC yobiHbLIFAH
JlepeKTepi Tanjay KepceTkeH e, Kasipri 3amanrer BKAJK-ne opTypti MaTeMaTHKanbIk
omictepai Konganaasl. Tanjay HoTHKeci kepceTkeHzeii, Kasipri samanrbl BKAXK-HiH
KOMIiirin/e Ta1ayra apHaIFaH MOy Ib/ep Gap JkoHE Kyp/ie/i MaKcaTThl a0y bU1Iap sl
memyre konaay kepceredi. Ockl Typreina Gisre mutemiekryanasl LIKIOK oneyerin
maiifanaHy Typaubl aiiTyra Gonajbl, OHBIH ITOPHTMICPI ©3 KeseriHAe AepeKTepii
Tanay/IbIH MaTeMaTHKAILIK dticTepine, Data Mining, Go/mkayFa xoHe T.6. HeTi3/ie/reH.
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Comrbt xsuapsi AKKe-re kacanran KnGepuiaOybuiiap CaHbIHbIH ©Cyl THIMIL
BKAX kacayra KbI3bIFyHIBUIBIK Ty AbIP/tsI. OChI Callaiarbl 3epTTEYIICp/iH 1EPCIICKTHBAB
JKoHe JKeTKimkTi kaHa Garertel AK skome KK camacemmmarsr LIKKK [21] xome
caparmamanbik kyiienepain (CXK) [22] oxicTepin, Mozenbacpi Me GariapraMaibik
KEIICH/ICPIH 1aMbITy JKOHIH/IeTT KyMBICTap GOIbI.

Ochinaiiiia, KApaCTBIPBUIFAH  KYMBICTAPIaFrhl KApaMa-KallIBUIBIKTE  eCKepe
oreipein, AKKe KK canachizarst LIKKXK yuwin ic kysinze kysere achipsuiatein
mentimzep GolibIHIIa 3epTTEYIIEpIi KAIFACTBIPY KaeT ekeHi aHbIK. Mynaii seprreysnep,
aran aiitkania, BKAJK yuwin kypeni opmaTrairan THITIK evec Mocenenepai metyre
GarbITTalybl KepeK (MBICAIIbl, KOIl caThUlbl OarbITTamFaH KuGepiiaOybLiapabl ikKysere
ackIpy npouecTepinze).

Atanran  mocene  ©3¢KTi  GONFAHJBIKTaH, FalbIMARp MEH  3epTTCyminep
KOMIIbIOTEPITIK JKyiienepaie KnGepKayiNcisiKTi aHbIKTaiiTbin oMGeban xone Gonamakra
KOJIaHBUIATBIH JMCTEpA i3ziey i KanracThpy/a.
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KOMIBIOTEPJIIK KYWEJEPJIETT (KXK)
KHUBEPIHABYBLIAP/IbI AHBIKTAY/IbIH 3AMAHAYH
JKYUEJIEPIH TAJIIAY
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Andamna. Axnapammeix; acyiienepoei (AXK) nemece komnsiomepnix ycyiienepoezi
(KJK) kypoeni maxcammui kubepuwiadysiidapdviy apmyol, axnapammeis; Kayincisix (AK)
icome onwiy Kypavdac Gerici kubepkayincisoix (KK) Goasin madsuiamoin Kosamnoiy
Manwi306 Macenexepin myowpadet. Llatysidap Kesinde kubepksiivickepaep Gipezeii
susnowt Gazdapaamaiap men AXK-za eny adicmepin xeui Kordanadw. AXK-oe xonxesenoi
MaKcamme - xuGepuiadysadapos cyseze acwipyowny Kypoeii dopmamsayusianzan
munmix  emec xacoaiiapoinoa KK Gackapy ywin UIKKIK  modersoepi men
Gazdapaamansis Kavmavaceis emiryin damwimy Kavcemmizici mysinoaiios. Ocoizan
callicec, 07aPOBIN KATBIMMbL JCYMBIC iCMIEViH KQMMAMAcis emy Jcone Gacein kipyoi
Gordwipyay ywin apuatir Kayincidix Kypardaper Kacem. Axnapammels; Kayincisoik
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Cexats — 4. Hihopmatuionias 6e10MacHOCTs i 3alliTa AaHHbIX. TPOrpaMMHO-TEXHICCKHE CPEACTBA
3aTe! unGopMaLIH. MaTeMaTICCKie MCTO b oBecrieseHius HHOPMAILHONHOfi 5e30MaCHOCTH CIOKHBIX.
cueres

canacvinoa GenceHoi Oambin keie Hamxan 6azoim KuGepuadyvli0apobl AHbIKMAY HeHe
axnapammuig wcyiierepde Gacwn kipyoi Gordspyay Gomsin madsiadm. Kovnsomepnix
Jicytiede Gacein Kipyoi Gondwipmay ywin apmypni a0icmep, modenbep, Kypadap
Kor0anvinads.  Hamuocecinde — xomnviomepnix  dcyiienepoeci  KuGepwacybiadapob.

anvismayowy Kazipei 3amanzel scyiienepine marday #eacaisindvi.

AxnapatThIk xkyiienep (AX) MeH aknaparThik TexHonornsiapasis (AT) sxkahasasik
KapKBIHBI JaMybl KOFaM KbI3METiHIH Oap/iblK calalapblHa jKaH-XKaKThl acep eTefli.
Byrinze oxonomuKanapiel HubpPIAHILIPY JKaFaibiHAa Ka3ipri 3aMaHFbl MEMJIEKETTIK
JKOHE JKeKe KOMIaHMsUIapAbiH GachiM KeIiliri eHAIpIiCTIK jkoHe Gu3Hec mpomecTepii
Gackapy, wemimMiep KaGbuU11ay bl KOJAY, KaKeTTi iepeKTepi i3zey xoane T.6. yimin AXK-
HBI iCKe KOCTBL AKNapaTTBIK TEXHOJOTMSIAP/IBIH JaMybIHA COHKEC KOMIMBIOTEPIIK
Kyiienepaie Kayintep kenemi kyH canan yiraioaa. AT men AJK-HbI KeHiHeH KomtaHy
KoMmmaHusapra Gipkarap apTHIKWBUIBIKTap Gepai. Byn apreKmbuibikrapra enbex
OHIMJLTIriHiH JKOFapbUIAYbL, JKYMBICIUBUIAP/BLIH YTKBIPILIFEL, aKIAPaTTHIK PECYPCTap MEH
KBI3METTEPre KOJI JKEeTIMALTIKTIH JKOFaphl THIMJILIIr, aKIIapaTThiK PeCypCTap/isl KaHe T.6.
KAUIBIKTHIKTaH 6acKkapy MYMKIHAIri KaTazsl.

Conpiven katap, AXK sxone AT koMmaHusIapbiHbIH GH3HEC MpouecTepiHe Teper
MHTErpauysIay akIapaTTan/IbIpy 00 bEKTLIEp] YIlliH KHOEPHETHKAIBIK KayilITEp/IiH CaHbIH
yraiiTre. COHBIMEH KaTap, Gi3 CBIPTKBI JKOHE {UIKi KayilTepiIiH ecyi Typaisl aifTem
oTeIpMbI3. COHIBIKTaH KOMIAHHSIAP/BIH KAJIBIITH JKYMBIC iCTEYiH KaMTamachls €Ty,
omapsii AXK xone Gackim Kipyzi Gonsipmay yuiin Katepiep;ii jxKokora apratran Gapabap
YHBIMACTBIPYIBLIBIK JKOHC TEXHHKABIK LIAPANAp KaKeT. EH aitbiven, KnGepHeTHKaIbIK
malybuilap  cueHapuilnepiHiH  KypAenminirimin  ecyi  karjaiibmga  apHaiibl
kubepHeTHKABIK Kayineisaik Kypanaapeina (KK) nasap aynapy kepek.

Conrst omksunabikra AK sxone KK canachinia Gescen i 1aMbIn Kesie kKaTKaH 03¢KTi
Garprrrapbin Gipi kubepuiaGysbiiap/is! aHBIKTaY XKoHE aBTOpIaHGaraH Tapan TapanbiHaH
AJK-ra 6ackIT Kipy/ti 607THPMay GOEIT TAGHLIATHHEIH aTal OTKEH KoH.
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KK macenenepine Mamananran sketekuli komnanusutapasiy [1, 6. 7-10, 2, 6. 12, 3,
6. 7, 9] bl caiibIHFBI TAIAGMATBIK CCCNTCpi KOpCeTin oTeipranaii, Geninren AXK-ra
mabybu1zap Kbl caiibin oxeringipe Tycyse. Kasipri kuGeprernkansik mabybiinap
sxahanpik cHmatka [5, 6. 7] He 60BN OTEIp.

Kannaii kuGeprernkanbik wabysiitap AK sxone KK aprypni aKNApATTAHBIPY
obmekrinepin (AKKe) kaMTamachi3 eTy canachiHJarkl HHHOBAIHSIBIK :«:pncyucpnm
TYTAC TOJKBIHBIN TYABIPASL. CoHbIMeH KaTap, apHaiibl TEXHHKaIbIK wiemimaep —
maGybiiiapra Kapchl ic-KMMBLI KYpajiaapbl MeH Kyiesepin a3ipneyre xoHe xacayra
GarwiT Gepri

JKeninix wabysuinapas: ansiray yuwin Gyrinri ranta KK mavanzapst samanayn
opictepain [4-6], moneepain[7-8], kypanapasin [9, 10], Garapaamansik kauTamachis
ety kypannapasi (BK) [11, 12] Gapibik MyMKiHAiriH KonaHats!. Keleni TeXHuKanbIk
meminzep Ae Keninen konauLLa Gactazst [13, 14]. Contmen Katap, Gy1 memivaepain
akeipamac Geiri perinzie Gacbin Kipyai anbikray xyitenepi (BKAX) xapactsipbuast
[15, 16]. BKAXK koaztany Kasipri 3aManrbi maGybuuiap/Isi KOMIILTINiH G0 bIpMayFa
Mymkingik Gepeni xome kuGepkayinTep MeH mabybULIapiBIH  kaHa  Hemece
TYpAIeHztipitren Typiepi naiina Gonran Kesze onap alTapibIKTail THIMAL JKymbIC icTei
anazeL.

[17. 18] xymeicrapaa AAFID, ASAX, Bro, NetSTAT, Prelude SIEM, Shadow,
Snort u SnortNet, SolarWinds NPM Garnapnamansik Kypajiiapbl Typadbl TOJMBIK
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cunarrama Gepinred. BAKIK kiackiHa aTaThiH 3aMaHayn GaFjapiaMaisik eHIMACP/
OBTLeKTHBTI Garanay YiliH TOMEHJIC THICTI icKe achipyJIbiH ANNAPATTLIK-GAFIapAaMATLIK
kypanmaps Cisco IPS,Cisco IPS, OSSEC, Kaspersky Anti Targeted Attack Platform,
InfoWatch ASAP, Tipping Poing NGIPS, Arbor Networks Spectrum, DefensePro DDoS
Defense & DDoS Prevention Device sone T.6. kepcerinren. Tamay kesinjge anbiuran
JepekTepai xkyiieney ymin 1.2 xone 1.3 kecrenep xacannsl, 6y BKAX ymin 6ipkarap
KpHTepHiLicp GoifbIHIA APTHIKINBUILIKTAp MeH Gearini Gip meKTeyaepai xammbuiayra
MymKinzik 6epeni. 1.2-kectene BKAXK amsik xyiienepi kepcerinren. 1.3-kectene BKAXK
xabbik yiienepi kepoetiaren.

I-kecte. BKAX ammik yiienepin Tantay motwxeci, ([19, 6. 17-20, 20, 6. 205]
onebuerTepi Herizinge)
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l-kecte. BKAJK amuik yiienepin Tannay nomwxeci, ([19, 6. 17-20, 20, 6. 205]

onebuerrepi nerisitze)
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2-kecte. Bachin Kipyti anbikTay Kypanapsin Tty Hotikenepi, ([19, 6. 2227, 20, 6.
206] oncBuerTepi Her
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