[bookmark: _GoBack][image: ]
[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
[image: ]
image7.png
2015 2016 2017 2018 2019 2020

e A 1o pYREATOND KochuTy

e A 10 ChprTAN mAlyLLY
@ Kunerwepaepain karesiel sew waynnwopehaiet

1.4 — cyper. 2015 xpuiaan 2020 xbutra feifinri kesereri maGybUap/IbIH AMHAMHKACKE

6) Kocinopeiaap MeH yibIMIapblH aKNapaTThIK IKyienepinue 3usHubl Gargapiamaisik
KaMTaMach3 CTyli KKTHIpY caibl apTThi. Meicansi, 2019 xeute Kasaxeran Xansik Baukimin 200-
JICH acTaM KJIMEHTi PECMH PeCypcKa eIiKTEreH airaH BeG-caiiTThl KOJIaHBIN, ©3 JepeKTepin
Kapus eTTi. 3usHb! GariapiaMaHbl KYKTHIPY/IBIH XKaHa Ke3/CPiHiH CaHbl YHEMi apTbI Kesle/t;

7) KuGepksuivMbicKepiepsii KOMIAHHMsIap MEH YHBIMIApAbIH OKelinepine eHrizy omictepi
wetinipinyse; caiikecinme 2019-2020 xbur1apsl XakepiepiiH AaifbIHIBIFBI XKOFaphl JeHreiieri
maGysu1ap JKHi OpIH ajta GacTazel;
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Oceunaiima, KuGepkayinTep MeH KHGEPHETHKATHIK WHIMICHTTCPAIH OCYiHiH TYpakThl TeH-
JICHIMSACHI JKaFAaiibin/a, WaGybUIIap/biy KYPACIIriHiH apTybl, Xakepiep/liH KOMIaHHSIap MeH
YiBIMIAp/IBIH AKNApATTBIK PECYPCTAphIHA PYKCAT CTUIMEreH KO JKeTIMALIKTIH atyaH Typii
TEXHHKAJIApblH KOJIAHYBI, MHTCIUICKTYJ/Ibl AHBIKTAY TEXHOIOTHSIAPBLIHBIH, COHJAii-aK HHTEN-
JIEKTYalIbl aKMapaTThl KOpray iKyiiecinin peni apteim kenesi. COHBIMEH KaTap, COHFbUIaphiHA
waGyEuT GenTiiepi aiikein GOTMAFAH KoHE WaGybLTAAP/BIN KHi AICI3 KyPhUIBIMARIFAH GIriCpin
KOHE OJIAP/IBI JKY3ET€ achIPY/IBIH BIKTHMAI CAlJIapblH TEPCHIPEK Taljayabl KAKET eTETiH Kypaeni
KaFaiinap/iel TyCiHAIpyre GaiilaHbICThI HAKTHI MiHACTTEp KYKTC/ITCH.
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QOK 004.49
B.C. AXMETOB', B.A. JIAXHO?, M.B. bI/IbIPBIIIBAEBA®
KHBEPKAVIIICI3/IIK CAJIACBIHJIAFBI YPJICTEP/I TAJIIAY
"2 KA3AKCTAH, AJIMATBL, OJ1-®APABH ATBIHJAFbI KA3AK YJITTIK VHHBEPCHUTETI

Byn reubivp skymbicTa KnbepkayinCisaikTiH KOFaM YIIiH MaHBI3B koHe Knbepkayincisaik
CallaChIH/IaFbl MHIMJCHTTEPMH OpbIH amy ceGentepi 3epTreireH. OpTypii canamapiarsl ima-
Gybuinap anHammkachl kepcerinren. IllaGybuinapabii Hbicanzapsina OpTYpAi (akTOpiapabin
acepiH aHBIKTAy YIIiH JepeKTep/li Ta/liay/bIH HHTELICKTYal/Ibl TEXHOIOHSUIAPE! MECH IIeIiMAepl
Kotay Kyiienepinin MyMKinikTepi naiianansuFan.

Kinmmix ce30ep: xubepxayincisaix, memim kabbuiay xyiienepi, maGysuinap, aknaparTeik
Kayincisi xyiienepi.

B 7o0ii HayuHoit paGoTe nccresoBaHo 3HaueHue KuGepGe30MacHOCTH JUIst OOIECTBA H IPHIHHBL
BOSHUKHOBEHI HHIIICHTOB B chepe KiibepbesonackocTH. [Tokasana AMHAMIKA aTaK B asTHIHbIX
obnacTsX. JU1A ONpEACTCHUA BIMAHMA PAsTHIHEIX (aKTOPOB Ha OOBEKTH aTak HCMOTH3OBAHEI
MHTE/UICKTYa/IbHbIC TEXHOIOHH AHATH3A AAHHBIX 1 BO3MOKHOCTH CHCTEM HOICPAKKH PEIICHHL.

Knouesbie c106a: Kibep6e30nacHoCTs, CHCTEME PHHATHA PEMICHi, aTaku, CHCTEMbI 3aIIIHTE!
undopmarum.
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This research paper examines the importance of cybersecurity for society and the causes of
incidents in the field of cybersccurity. The dynamics of attacks in different arcas is shown. To
determine the impact of various factors on the objects of attacks, we used intelligent data analysis
technologies and the capabilities of decision support systems.

Keywords: cybersecurity, decision adoption systems, attacks, information protection systems.

Kasipri KoraM CaHJBIK JKOHOMMKAHBIH KOITEIeH CajlalapblHja WICHIYII POX aTKapaThlH
aKnaparTeik TexHonorusueiH (AT) Gapibik apTHIKIIBUIBIKTAphIH Maiifanananet. byn skarmaiina
knbepkayincizaikrin (KK) koram yuiin MaHpi3sl ete 30p Gombin OTbIpFanbi abik. Byrinri tanma
kubeprayincizaik xoHe kuGepkayincizaik Macenenepi OChl CalaHbIH MaMaHIaphlH FaHA alaH-
marnaiize. KK canachiujiarsr okuramap akmaparThik koHe Gacka /a KemTereH Kb3MeTTepii
TYTBIHYIIBLIAPIBIH OMipiHe acep eTeiti, ockl Tonka xkartatein WannaCry, Petya xome Gacka If
BHPYCTHIK MIabyBUIIaphIHbIH aTTaphl Genrizi. CoHbIMEH KaTap OpTYpili MH(PaKyphUIBIM 00Bek-
TiepiHe, 2MEKTPOHBIK GailIaHbIC KyiienepiHe HeMece TEXHOIOrHSUIBIK IpoLecTepli Gackapyra
GarpiranFan kuGepuiaysuuiap Typicpi Stuxnet, Flame, BlackEnergy aone 1.6. Gearini [1, 2].

KnchmaﬁybumapnuH ayBIp TCXHMKAIBIK-DKOHOMHKAIBIK CAlAapbl Ja, OJNApAbIH CaHbl MCH
OPTYPAIMriHIH ©CY TCHACHIUMACE /A YIKCH @IAHIAYMIBUIIK TYIpaibl, OYI CTaTHCTHKAIBIK
ecenTinikTe KoHe JKeTekml onemaik kommanusutapabii KK Goiibmma THicTi momynapsinga
Kopireai [3-6].

KuGepKeHICTIKTi KypaiiToin aeMenTTepain caibi [1 6. 509, 7], 0ap/bIK apackiHAaFs! KerTereH
e3apa GaiinanbicTap, OChI 2J1eMEHTTEpAi Gackapy/blH apHaiibl AlicTEpiH KoijaHy MyMKiHairi
aI7arel  OHKBUIIBIKTA skahaH/bk KHGEPKEHICTIKTE yCTEMIiK eTe anaThlH KayinTepiiH skaHa
KOpIHICiH JaMBITy ~MyMKiHiKTepiH aHbikTaiiasl. CombIMeH KaTap, —KinGepuiabybuiiapabii
KapKbIHIBI ©Cyl NeMIiKk KHOEPKCHICTIKTIH ayKbIMABUIbIFBIHAH TybiHmaiinel. APT (Advanced
Persistent Threats) cusikrsl Kypjesi mabysuiiap Kypaeni KypbUIBIMFA, ONapJibl KY3ere achIpybiH
TypAi TeTiKTepine He KOHE AKNApaTTLI TAPATY YN SPTYPIIi TXHUKATHIK apHATAPbI MaiiiaTaiy
MyMKiHiirine cyiienesii. OneyMeTTik HHKeHepus JMliCTepiH KoijaHy maGysULIapabl Kysere
achipyBIH THIMAI HycKanapeiH TaGyra MyMKinaik Gepeni [3, 6. 8-10]. Byn xayimrep men
WabybUIIapIbl XKaH-KAKThl TAIAY XKOHE OCBI TAIIAy/IbIH HITIKEIEPIH Naiianany, OHbIH imine
KOJIaHBICTarbl JkoHe Gonamakra kuGepkayintep MeH walysUitapra THIMAL Kapcsl TYpy YUIiH
ImIeNiM Kabbliay/Ibl KOMIaY IbiH 3UATKEPIiK TEXHONOTHANAPbIH KOIAHY MiHCTiH 03€KTi eTei.
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KuGepmabybuiap/sii 1aMy TEH/ICHIHMSIAPBI JKbULIAH KBUIFA ©3TEPill OTHIPa/IbI KoHE Keiije
Ke3eficok esrepesti. Frutbivu xyMbicToIn ockt Geximinze conrnt exi xuuttars kuGepmabysuinap
MeH KayinTep Typaslbl KalNbUlaHFaH aKknapat Gepinren. AKmaparTsik pecyperap petinze Positive
Technologies [8, 6. 16] xotie Cisco [3, 6. 15-20] cuskria ocst catatarst GAEAi KoMAHHATApLN
ecenTepi naiianaHbUIIEL

Bisin offbIMbI3IIa, KMOCPIABYEITIaAE! MailbHAQY MEH OTKi3yliH 3aHTUTBIKTApEIH 3CPTTCY
JKOHE OJIap/bIH APACHIH/AFEl GailIaHBICTEI aHBIKTAY XKoHE WaGYLUIIAp/BIH HbICAHAAPBIHA APTYpIi
(axTopiap/BIH OcepiH aHBIKTAy YIIiH ACPEKTEPAi TANayIbIH MHTEIUICKTYAIb! TEXHOIOTHSIAPEI
MeH memiMaepai Kosay Kyienepinin MyMKiHAIKTepin KeHipeK naiijanany Kaker.

KK Mocerenepin Tas1ayMeH aifHabIcaTBIH eMAIK KOMITaHHsap/bI ccenTepinze [5, ¢. 9-11,
6,6.10-14.]

1) Gipereii knGepHHIMCHTTEPIH caHbl KbULIaM apThin kenes, 1.1 - cyper;
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1.1 - cyper. KK xone AK canachiniars nuiientrepsi Typicpi Goiisia 6oty

2) 20192020 Kbuizaps Kanmaii maGysapAaH exoyip Gacki Gonram MakcaTTh (tap-
rerrenren) mabybiinap Gackiv Goma Gactajel. OHbIM iliHAe APTHIKIIBUIBIKTapAbl CHIPTTAH
aprrnipy (4,7% - Fa Kapest 5,1%) xone AK oximmici Genrineren mexteyepai aitHain otyre
Garsrrranvan imki mabysuapst (14,3% - ra kapest 15,2%) apTThipy opekeTTepiMen GailaHbicTsI,
1.2 — cyper.
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1.2 - cyper. KK sone AK canachinars: mHumzeHTTepsti maGysut iiactapht Goitbima Gorry

3) suAHKeCTEp YINIH MeMJICKETTIK MeKeMernep, ipi OHEPKACITTIK KOPHOPALMIAP MeH KOM-
MaHUSIAp YIKEH KbI3BIFYIIBLIBIK TaHbITa GacTajipl. Kapkel CeKTOPEI KOMIAHHSIApBIHBIH YIeci e
eneyni Gonbim Kanyaa. Feuibiv Men Ginim Gepy canachiHiarb! yilbiMapFa xacaiFad maOysLiiap
CaHBIHBIH KOPCETKilITepi affTapiibiKTaii MoHre He 6o, 1.3 - cypeTTi KapampIs;
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1.3 — cyper. DxoHoMuKa cananapsl GolibiHIIa MadybUIaps! 6oy

4) aknapartel yprnayra GareITTanran mﬁepllmﬁywlllap}ll-lll yreci maGybiiayibLIap b
KapaKbUIBIK bIRT&TARABIPYEI Oap wabysuizap yrecinen 2.0-2,5 ece ken Gombl.
5) 2018-2020 KbULIAPAAFE! CH ©3€KT Kaylm'ep)llll 6ipi — xuGepuraGybuiapse canjapIHaK

KeKe epeKTepiLin ypranysl, Gyt kepeerkiun Moni 2015 Kbiven canbicToiprana 2 ece octi, 1.4-
cyper;




