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KHBEPKAVIIICI3AIK PECYPCTAPBIH JHHAMHKAJIBIK BACKAPY
ECENTEPIHJIE IHEINIM KABBLIJIAY/IbI KOJIJIAY KYHECI

KA3AKCTAH, AJIMATBI, &JI-@APABH ATBIHJIAFBI KA3AK YJITTBIK VHUBEPCHTETI

Byn FeUTbIME KyMbICTa KHGEPKAYINCi3ik pecypeTaphii IMHAMHKAILIK Gackapy ecenrepi ymiin
menrimMep/i KaGbuiay sl Koy Kyiiecinin ecentey sPOCHIH 33ipIey acmeKTiiepi kepeeTiren.
AKNapaTTE  KOpFay ~ KYpaniaphi  KOH(MIYPAIMACHIN  OMTAIUIAHALIDY KOHE  AKNApaTTEIK-
KOMMYHUKAIHSIBIK Kyiielep KOHTypiaphl yuliH KuGepkayilCisiik pecypcTapeli IMHAMHKATBIK
Gackapy GoiiblHIIa ecenTepi wemyae reHeTHKanbik amropurai (IA) Typienmipy MyMKiHmiri
KapacTHIPBULIBL. 3epTTey/liH MPaKTHKANBIK MaHBIABLIBIFGL I'A yebinran mMomndukauus Herisinne
mewiM KaGbu1Iaysl KOay KyiieciH icke acklpy Gombin TaGbutaasl. OHraiinsl Hycka perine TA
MOIHGUKALMSCHIH Nai/laTaHy YCHIHBULIB.

Kinmmix ce30ep: xubepkayincisik, AMHAMHKaIBIK Gackapy, WiemliM KaGbULiayasl Koixay
sKylieci, KuGepIIaGybLl, TCHETHKABIK AITOPHTM.

B oroii HayuHoii paGoTe 6ELTa paccMOTPEHa BOIMOKHOCTh MOTHGHKAIMH TSHETHYECKOTO
anropurma (I'A) s perenns 3aj1auu 1o nonGopy, ONTHMU3AIIMK KOHQHIYPAILHii CPE/ICTB 3aUTh
MHGODMALHH M JMHAMHNECKOTO YTIPABTCHHA DECYPCaMH KHOCPOE3OMACHOCTH JUTA KOHTYPOB
HMH(OPMAIHOHHO-KOMMYHHKAIIHOHHBIX CHCTeM. [IpakTHYeckas HEHHOCTh HCCICOBAHHS 3aKITIO-
HACTCSl B PEAIM3ALMH CHCTEMbl MOVICPKKH NPHHATHS PEUICHHS HA OCHOBE IPEUIOKCHHOTO
momupukain ['A. B kauecTBe pallMOHATBHOTO BapHaHTa NPEUIOKEHO HCHOIBb30BATH MOJH-
uxaumio [A.
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In this scientific work, the possibility of modifying the genetic algorithm (GA) to solve the
problem of selecting and optimizing configurations of information security tools and dynamic
management of cybersecurity resources for information and communication systems circuits was
considered. The practical value of the rescarch lies in the implementation of a decision support
system based on the proposed GA modification. As a rational option, it is proposed to use the GA
modification.

OpTYpai  aKmapaTThIK-KOMMYHUMKALMSIBIK kyiienepae (AKXK) carri xysere acwipbuiran
KHGepuIaGYbLTpALIH CaHEl MeH Kypreniniri eckem caitwn [1, 2], Gapasic AKK kopray
KOHTYpIaphIHJa aKIapaTThIK Kayincisaik skoHe kubGepkayincizuik (KpK) kemenaepisin Kypambia
Ka/IBIITAaCTBIPY/IbIH  CaNaibl JKaHA MpOLeypalapbiHa KaXeTTUlK apragsl. Kubepkayincizmik
pecypcTapbin HHAMUKATBIK Gackapy kane AKOK Kopray/ibiH THIM/II KOHTYPIaphiH KalbIITACTBIPY
GoiibHma y3ikcis ecentep akmapatThl Kopray Kypamaapeiabii (AKK) skone KpK kypambin
OHTaliIaHBIPy MacelelepiHe apHAIFaH KeNTereH 3epTTeyiep Kyprisai. byn seprreymep ken
KPHTEHILTI OHTAIIAH/IBIPY €CENTEpiH MelTyMeH GaiilaHbICTBI CypaKTapFa jkayar Gepyre apHanran
MbiHataii KacheTTepre We: ekeneren AKK KOTaHy canachIHBIH Kypaeli KOHGHIypammscer,
KapacTHIPLUIATEIH  (DYHKIMSIAPABIH  KOIDKCTPEMAIIBUIBIFE],  (YHKUMSUIAPABIH  aIrOPHTMIIK
Tanceipmachl koHe T.6. KpK Tuimji ke KoHTypisl yiielnepiH Kypy/IblH HaKThl ecemtepinie
memimaepai 6ip kputepuii Goiibinma Garanay cupek kesmecemi [3.4]. CompbikraH, ochlHmai
ecenTep/ie pyKcat eTUITeH MapeTo-OHTallibl memiMaep/i Taby rana emec, conbiMen Katap AKOK
KpK xontypnapsi coiixec kenerin AKK 0BLeKTHBTI Tamiayisl wemiv KaGhuytaiitein Tyrara
(LIKT) YebiHy YIIiH albIHFAH KOmTereH HYCKalIap/ibl aMNpOKCHMAIHATAY MaHBI3IbL. AKX-ne
JIeCTPYKTHBTI OCep eTy OpeKeTTepi CaHBIHBIH OCyl >XarJalblHJa aKNapaTTel KOPFAay/bIH Kerl
KOHTYpIIbl JKyilenepiH KYpY/BIH JKOFapblla CHIATTAIFAH CCCNTEPiH WICHTY OHTAiIaHIBIPY/bIH
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KIACCHKATLIK SMICTEPiH FaHA eMec, COHBIMEH KaTap ker amGeban omictepni, kenTeren xypaeni
ecenTepi wwemry KesiHje es3iHiM THiMAUMNiH fonenieren remetukambik anropurmaepai (IA)
KOJIaHy/Ibl Tanan eresi [5, 6].

3eprrey Gaphichinia kubepkayincisik pecypcTapbiH JMHAMUKaNBIK Gackapy ecentepi ymiin
memimaepai Kabbutayasr Kompay kyitecinin (IIKKXK) eceney sapockin asipieymin kei6ip
acmeKTinepi KapacThIphUIbl.  AKmapattel  Kopray Kypanmapel (AKK) xoudurypanmscen
OHTAINIaH/BIPY JKOHE AKNAPATTHIK-KOMMYHHMKAUMAIBIK Kyfienep (AK)K) xomtyprmapei ywin
kubepkayinciznik — pecypcrapein  uHaMMKanbik  Gackapy  Goiibimmia - ecemtepai - memryae
renernkanbik amroputai ([A) TypreHAipy MYMKIHZIN KapacTBIPBULTEL 3epTTEYiH FBUIBIMH
axananbirs IA-ne AKK Kypambii OHTaiiaH 1Lipy Yillis 6:111IeMICp PETiH/IC aKNapaTThl KOFAITYaH
GonaThiH ToyeKeep/IiH KUBIHTHIK MIaMachiH, conmaii-ak AKK-HBIH op6ip Kiack! yuliH KyHBIK
KepeeTKimTep i naiifanany ychiHbUFaHbFbHAa Gombin Tabbutasl. AKIK ymin AKK kypambin
TaHJay/bl OHTAIIAHJBIPY CCENTEpiHJCrT TeHETHKAIBLIK AITOPHTM MY/IBTHTAHAayFa OaiilaHBICTEI
€CeNTiH BapHALMsACKH! peTiHje KapacTeipburan. Mynaii Koiibusivaa AKIK kopray koHTyprape
Goitbmma AKK OpHATacyb!H OHTAiiTaHIBIPY pIOK3aKTap TYpamhl KOMOWHATODTEIK CCENTIH
MOIMUKAMSACH PETIH/C KApacTHIPbUIA/IbL. 3ePTTEY/IH MPAKTHKATBIK MaHbI3BUIbIFE A yebinran
MozmuKauns Herisinje wewiM KabbLitayae!l Konjay kyiiecin icke acwhipy Gombm TaGbunazl.
Mopienbii icke achIpyIbIH YTBIMABI GarjapiaMaiiblk anropuTMiH Tawjay GoiibHma ecentey
OKCIepUMeHTTepi Kyprizinui. Owuraiinel mycka peringe I'A  momudukauuscein mnaiinanany
youmpuel. IIKKXK-1e TA-np1 icke achipy AKX ymin KpK KypanaapsiH opHazacThIpyabiH
OHTaiillbl HyCKamapelH i3fectipymi 25 eceieH acTaMm OKeleeTyre MyMKiHuik Geperimmiri
xepeetinren. byn apreikmbUibK anmapateik-6arnapiamansik AKK-HBIH opTypii HycKanmapem
sxote onapsii AKIK YIIIiH KOMOHHAIHANAPHIH KELTIaM ipiKTEy/Ti OpIHIIayFa FaHA CMEC, COHBIMEH
karap keiiinnen AKX knGepkayincisaik KOHTYpBIHBIH KYpaMbiH OHTailtaHbipy GoiibiHma Gap
MOJIC/Ib/IEPMEH XKOHE ANTOPHTMICPMEH YCHIHBUIFAH JKaHa airoputMepai Gipikripyre mymKinix
Gepenti. Moztenbiep Men anroputmzepiin ockinzait Gipiryi AKJK kopraymer Tes kaiita kypyra
MYMKiHTiK Gepe;ti, OHBIH MilliHiH jkaHa TajanTapra coifkec KeITipesi.
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TA Tuimginiri MykusT GanTayMeH JkoHE ONapibIH NapameTpiiepiH Gakbliay apKbuIbl
ansicranans. Byn AKX xomTyper Goiisima AKK Twitiniris Kapamaifsv WHKeHepIiK ccenrey
kesine TA Komnamyyer Gipuiama kustgatazst. Anaiisa, crep AIOK yurin AKK xypamsin tanay
GoifbIHIIA IOCTYPII KNl KPHTEPHIi OHTailIaHBIPEUIFaH MiHICTTEH Gacka, TOyeKeI e WaMackIH,
comnaii-ak MakTW akTHRTEp (1epexTep Gazacwi, Gitiv Gazacw, momrra, caifr wame T.6.) ymin
ipixtearen AKK kynsik kepceTkimrrepin kapay 1a opbint Gonazst. Anaiia, erep AKXK ymin
AKK kypambin Taniay GoifbiHIIa J9CTYPIi KON KPHTEPHAlIbl OHTAIAHBIPHLIFAH MiHICTTCH
6acka, ToyeKeliep KeleMiH, COHNaii-ak HaKThl akTHBTEp ymin ipixtenren AKK Kymmmk
KopceTKimTepin (JepexTep Oasacui, OiniM Oasacul, momra, caifiT kene T.6.) Kapacthipea, I'A
KoJtaHy KeTKinikTi Gomamel. Ecentey sapockr I'A KonjaHyra HerisfenreH memiM KaGbuigayst
KO ay ABIH HHTeILICKTY b1 Kyiienepinin (LIKKIK) noTentuansm icke Kocea, memivaepai isaey
TPOLE/Packl HEFYPIILIM THIMEPEK GoMaibl.
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