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KOCHIOPHIH/IbI HU®PJIAHABIPY CAJTACBIHIAFBI MHBECTULIMSJIBIK
JKOBAJIAPJBI BAFAJIAYFA APHAJIFAH HIEIITMIEPATH KABBLJIIAHYBIH
KOJIJAY KYWEJIEPTHIH IAMY KEJEIIETT )KOHE KOJIJIAHBLJIATBIH
JKYWEJEPTE LIOJIY 'KOHE OHBI TAJIJIAY

A.A. Typevinoaesa, T.C. Kapméoaes, B.A. J/laxuo

[Mudpriik dKOHOMUKAHBIH KbI3y AaMybl op TYpJi MpoOJeMalblK MIHACTTEPAl Taljay >KOHE
HICTy YepicTepiHeri aFbIMIAFbl aKIMapaTThl KbUIIAaM JKOHE calaibl OHAeyre MYMKIHIIK OepeTiH
Kaz3ipri akmaparTelK TexHosiorusuiapra (AT) cypaHBICTBIH ©CYiHE CENTIriH TUTi3Ii. AKMapaTThIK
TEXHOJIOTHSJIAD MEH KOMITBIOTEPIICHAIPUITeH Kylenep Oackapy YAepicTepiH aKmapaTThIK KamTa-
MachI3IaHIBIPY ACHICHiHIH apTybIHA aT CaIbICAIbI XKOHE KONTETEH KOCIMOPBIHAAPABIH, aliMaKTap IbIH
KOHE MEMJICKETTEp/IiH TaOBICTBI JaMybIHBIH MaHbBI3IbI (PakTopbl 0onmel. Byridri kyHi 6aceim [1]
TYpAepiHiH Oipi HHBECTHUIMUIBIK KbI3METTI OacKapyFa KaKeTTi HIelMaepai KaObuiaayasl Koiaay-
neiH (ILIKK) AT Gonbin TaOGbuiansl. Alnaiina, KenTereH aBTOpPJapAbIH 3epTTey HoTmxkenepi [2,3]
KOpCETKeH/IeH, KypacThIpyHIbUIAPABIH IMISMIMIEPAiH KaObuimanyslH Komjpay sxyieci (IIKKXK)
peTiHae KapacThIpaThiH OarmapiamManslK eHimzaepaiH (BO) HapeiFel omaH opi mamyna JKOHE KbLT
OTKEH CailblH KOITereH ecemnTeylepAl aBTOMATTaHIAbIPY, Oanama oNiCTepli MOJENbILY >KOHE
CANIBICTBIPY HOTIKENepiH Buzyanmannelpy ecebinen IIIKK ynepiciHiH THIMIUTITIH apTTHIpyFa
wopaemaecetin KK canbl apTyna.

Conrbl yakpiTTa HIIKK KOMIBIOTEPIIIK TEXHOJOTUSIIAPABI MalialaHyIbIH KapKbIHbI 6CylHE
OailTaHBICTBI COHFBI yaKbITTa dp TYPJi MOH OONBICTApBIHIAAFBl MIHACTTEPAl MICHIyre apHajFaH
3USITKEPIIK JKyienepre aereH cypanbic Oavkamanel. [IIKKXX HapbIFbIHAAFBl aqJIBIHFBI KaTapiibl
JIeMAIK KypacThIpyibliapsiH KaTapeiaaa: ExpertChoice, SuperDecisions, DecisionLens, D-Sight,
Promethee xoHe T.0. aiiTa keTyre Oomambl.

bizaig IKKXX o6nbickiHaars! KonganemaThiH meT engik KK xkyprisiires tangaybiMbI3, atarl
aliTKaHAa, KOCIMOPBIHAAPALI U(PIAHABIPY CaNaChIHAAFbl HHBECTUIUSIIBIK JK00amapIpl Oaranayra
apHayiran otauablK [IIKKXK KypacTeipy €3€eKTi %KoHE MaHbI3IbI MOceIe OOJIBIT TaObLTa IbI.

IMaiinananbliFan daedueTTep Tizimi:

1. http://economy.gov.kz/ru/pages/gosudarstvennaya-programma-cifrovoy-kazahstan-na-2017 -2020-goda
2. Ekhosuehi, V.U., Oyegue, F. O. (2015). On the State of Budgetary Balance Over Time Via the One-Way Classification

Model, Central European Journal of Social Sciences and Humanities (CEJSH), 25(3), 5-16. DOI: 10.5277/0ord150301

3. Lakhno, V., Petrov, A., & Petrov, A. (2017). Development of a Support System for Managing the Cyber Security of
Information and Communication Environment of Transport, In International Conference on Information Systems
Architecture and Technology, 113—127. DOI: https://doi.org/ 10.1007/978-3-319-67229-8 11

CREATION OF METHOD FOR ENSURING THE STABILITY OF AN
ANONYMOUS NETWORK

G.B. Baispay

Recently, often in the literature the Internet is referred to as the environment for committing
crimes, or as a tool for committing a crime. Particular attention in terms of criminogenicity is attracted
to social networks in which both individual criminals and organized criminal communities are active,
including extremist and terrorist groups.

Relevance of the research topic. Most social networks provide their users with anonymity: an
active user can speak in contacts with other network participants both under his own name and under
a profile using the data of another person; moreover, the user profile may be completely fictitious.
Other users of the social network, coming into contact with him, may not even realize that a
completely different person is communicating with them, which does not correspond to the image
formed by the individual profile. Actual, therefore, is not only the problem itself. No less important
is the search for new methods to solve it.
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During the study of this work, an algorithm for solving this problem for users of social networks
and its implementation is presented. The main problems of information obtained from various social
networks are the distribution among many different services; insufficiency due to possible anonymity
and conspiracy of persons and greatly complicating the process of establishing the profile of the
corresponding user.

In solving the above problems, the user's social information and the concept of social similarity
helps. Since the user himself forms his social connections within the framework of the social network,
the latter well unmask him. It should be noted that even in the case when the user for some reason
does not enter (or delete) the data in the profile: with a high degree of probability the user will
maintain social connections, that is, he will have a certain list of contacts (“friends”); users who are
in the contact list of an “anonymous” user may not hide information about themselves in the profile.
Thus, you can use the information of persons in the contact list ("friends") of the user to determine
his profile in another social network. As a result of the comparison, a situation may arise when one
profile in one social network corresponds to several profiles from another social network with equal
values of the text similarity indicator and the problem of choosing between them arises.

The solution to the problem consists of the following actions: 1. Information about users of
interest from social networks is collected using the API methods of social network services. 2. The
development of a single format for the presentation of information from various social networks and
bringing it to this format is being implemented. 3. The selection of the source data is made, according
to which the similarity will be calculated for various attributes and the calculation of indicators of
text similarity. 4. Within the framework of the database in question, it is possible to add to each such
node or edge the parameters determined by the attributes of the user account. Obviously, to obtain
the indicated traces, new methods of the forensic technique, examination, and a thorough analysis of
the data are necessary. These issues are planning to be resolved in the continuation of the research
topic.

References:

1. LDobrynin, T. Radivilova, N.Maltseva, D.Ageyev. Use of Approaches to the Methodology of Factor Analysis of
Information Risks for the Quantitative Assessment of Information Risks, Conference Paper, Full-text, Oct 2018.

2. TanymmH, I1.B. Bo3MOXHOCTH aBTOMaTU3MPOBAHHOTO JOCTYIa K WH(GOPMALUH, MPEIOCTABISEMbIC COLMATBHBIMH
cersimu: Marepuansl X VIII MHIIK / otB. pen. U.A. Mensenes. — Kpacuosipck: Cu6tOU ®CKH Poccun, 2015. — C. 60-
63.

3. Mariam A., Mohamed M., Frederic S., A Survey of Data Mining Techniques for Social Network Analysis. Journal of
Data Mining & Digital Humanities, 2014. pp.1-25.

KA3AKCTAH PECIIYBJ/IMKACBIHBIH JTEMOT'PA®USLIBIK ITPOLHECIH
MOJEJIBJAEUTIH AKITAPATTBIK )KYUEHI 3EPTTEY )KOHE ) KACAY

H. Maoinew, C.3. Canaxosa

Kaszipri ke3ne Koram 0acblHaH ©TKEPIIl OTBIPFAH OTIENI Ke3CHHIH dJICyMETTIK-9KOHOMHKAIIBIK
JamMy YpaicTepl XalbIKThIH O©CyiHe, JaMyblHa, KOHBICTAHY MOcelelepiHe TiKeled ocepiH THri3im
OTBIPFaHIBIKTAH JeMOTpaUsUIBIK MPOIECTepi TaJNaWTBhIH aKMapaTThIK KYHEHIH KYpPbUTYBl Kal
canazia OOJICHIH MaHbI3/IBL.

KymbicteiH Makcatel Kazakcran PecyOnrKachIHBIH oJI€yMETTIK-OKOHOMHKAIIBIK (haKTopiia-
PBIH €celKe ajblll, AeMOTrpQUSIHbIH MaTeMaTHKaJbIK MOJEIIH jkacay. OHIpJeri aeMorpagusuiblk
ypaicTepi ’aH-)KaKThl Tajaay ’KoHe Ooinkay.

3eprrey Hblcanbl — KazakcTan PecryOnmkachiHIaFbl Ka3ipri koHE KeJeleKTer JeMorpadusi-
JIBIK JKaF/1ail, OHBIH HET13T1 KJIBINTACATBIH YPIICTEPI - TYY, ©1iM, KOIIi-KOH, CAHBIHBIH 3BOJIOIHSICHI,
XaJIBIKTBIH JKBIHBICTBIK-)KAC JKOHE HEKe-0TOAChl KYPBUIBIMBI, COHJal-ak MEMJICKETTiH JeMorpa-
(GUSIBIK, O0TOACBUIBIK, JCHCAYJBIK CAaKTay >KOHE KOIi-KOH CcascaThl CEpITiHIHIH Y3aK Mep3iMIi
ypaicTepi.
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