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Abstract. Nowadays, the number of Internet of Things (IoT) devices with a wide range of tasks is 
growing rapidly around the world. Many types of these devices collect data and, depending on their 
purpose, some data may be very sensitive to the user. This requires security on the device, which must 
protect the collected data and send it to the server via the Internet. This article describes some of the 
programming and debugging techniques developed using the Mbed platform running on the BLE Nano kit 
microcontroller. C ++ was used as the primary language instead of C to improve programming efficiency. 
This turned out to be a good choice, but it led to an increase in the size of the program. Thus, much of the 
optimization was spent on reducing the size of the program and data. The main purpose of this article is to 
describe the Advanced Encryption Standard (AES) symmetric encryption algorithm, its security and 
complexity, using the ARM Mbed special encryption library. In addition, the article demonstrated 
homomorphic encryption in C ++, it is a form of encryption that allows you to perform certain types of 
computations on encrypted text and generate an encrypted result that, when decoded, corresponds to the 
result of operations performed on simple texts. 

Keywords: Internet of Things (IOT), BLE Nano kit microcontroller, Mbed platform, AES 
cryptography, Homomorphic encryption. 

 

In the recent decade, microcontroller is getting popular application in portable devices, 

embedded system and mobile platform due to its integrated architecture, rich functionalities and 

increasing processing power. The Bluetooth Low Energy (BLE) microcontroller used is RedBearLab's 

BLE Nano. According to their website, the BLE Nano kit is the smallest Bluetooth 4.1 Low Energy 

(BLE) development board in the market [1-4]. The core is Nordic nRF51822 (an ARM Cortex-M0 

SoC plus BLE capability) [5] running at 16MHz with ultra-low power consumption. 
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Figure 1. BLE Nano kit microcontroller 

Features: 

• Very small BLE development board, only 18.5mm x 21.0mm 

• Nordic nRF51822 ARM Cortex-M0 SoC supports both BLE Central and BLE Peripheral roles 

• 2.4 GHz transceiver 

• Ultra low power consumption 

• Support voltage from 1.8V to 3.3V 

• Software development using Mbed.org, GCC, Keil or Arduino 

• Lots of libraries and examples available 

• Easy firmware deployment with the MK20 USB board 

• Work with our free Android App and iOS App 

 

The BLE Nano kit was chosen not only for its low power consumption but also for its ease of 

use. The board comes with the MK20 USB board and several software development options, 

including an online option that was used for this work. To upload code, the BLE Nano is attached to 

the MK20 USB board and plugged in to a USB port where upon a drag-and-drop interface 

facilitates uploading code to the board over the USB connection. The BLE Nano can then be 

removed from the MK20 USB board and tested in a breadboard circuit. Many existing libraries and 

examples as well as available Android and IOS applications made this microcontroller a good 

choice to start with. 

To prepare the BLE Nano, header pins were soldered onto the Nano and MK20 USB board. 

Mbed was the online compiler and IDE used in this work, so code from the mbed RBL Nano page 

was used to run a blink test on the BLE Nano and boatload the MK20.  
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Programming with mbed 

Mbed is an online compiler and API (Application Program Interface) that was used to code this 

work. BLE Nano kit microcontroller is supported by the Mbed’s hardware platform. Applications for 

the Mbed platform can be developed using the Mbed online IDE, a free online code editor and 

compiler. Only a web browser needs to be installed on the local PC, since a project is compiled on 

the cloud, i.e. on a remote server, using the ARMCC C/C++ compiler [6]. 

Mbed OS provides the Mbed C/C++ software platform and tools for creating microcontroller 

firmware that runs on IoT devices. It consists of the core libraries that provide the microcontroller 

peripheral drivers, networking, build tools and test and debug scripts. 

The many available platform libraries are easy to use and well designed, especially for 

starters, resembling (vaguely) the simplicity you may have enjoyed when using Arduino libraries. 

Also, Mbed encourages and eases sharing with others your own libraries, or any piece/snippet of 

code. You have to register a username in the platform from the very beginning that will allow you to 

store your projects online, comment, share code and participate in the community forums 

comfortably [7]. Compiling and programming your projects is really easy. You can literally have the 

led blink test application running in a few minutes.  

Mbed has a dedicated team which develops and maintains a very nice Bluetooth Low Energy 

API. You can rest assured that using this API for learning to develop BLE appcessories will be much 

easier (and faster) than trying to do so by using directly the BLE libraries (Soft Device) provided by 

Nordic, because they are already integrated into the Mbed platform The BLE API includes also 

several application examples. 

On the not-so-positive side of Mbed platform, you have zero control over the compiler/linker. 

This has proven to be a showstopper for our own BLE development. At the time of this writing, within 

Mbed you are only allowed to develop BLE applications for the nRF51822 along with the S110 Soft 

Device, which only supports peripheral mode. Hence, you can quickly start to develop applications 

with Mbed which only require the Peripheral Role. But if you want to develop an application 

requiring the Central Role, you will have to switch to a full-fledged GCC (or Keil or IAR) C/C++ 

compiler. 

Coding is done in C++, and the compiler provides a programming environment in which to 

write the code as well as the function of compiling the code into an executable file for the platform. 

To set up the platform, the BLE Nano mounted on the MK20 was plugged into a USB port, and 

the proper platform was chosen from a menu within mbed. Some screenshots of the platform 

selection screen and the mbed complier can be seen in Fig. 2.  

https://creativecommons.org/licenses/by/4.0/deed.ru
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Figure 2. Platform selection screen in mbed, this one showing the RedBearLab BLE Nano 

 

AES algorithm overview: 

AES is based on a design principle known as a substitution-permutation network, a 

combination of both substitution and permutation, and is fast in both software and hardware. AES 

is a variant of Rijndael which has a fixed block size of 128 bits, and a key size of 128, 192, or 256 

bits. By contrast, the Rijndael specification per se is specified with block and key sizes that may be 

any multiple of 32 bits, with a minimum of 128 and a maximum of 256 bits. 

AES Algorithm consists of 2 Main Parts: 

1- Encryption or Decryption Process: 

In each round, the AES uses the four following operations [8]: 

•SubBytes: Each byte of the array is transformed using a nonlinear substitution box called the 

AES S-Box. The S-Box in the AES has been carefully constructed and the cipher uses only one S-Box 

throughout the encryption. 

•ShiftRows: Is a transposition step which ensures that the last three rows of the array are 

shifted by a different number of byte positions. 

•MixColumns: Mixes each column in the array to create even more diffusion. 

•Addkey: Using bitwise XOR, each byte of the array is mixed with a byte of a sub-key material, 

also called round-key. The sub-key is made by "key expansion" and is derived from the main cipher 

key using a Rijndael key-schedule. 

Encryption process: It starts with AddKey with Key0. 

Then  go  to  loop and  do  SubByte,  ShiftRow,MixColumn  and  AddRoundKey in  that  order for  9  

Rounds each  

round with different RoundKey(1-9). 

https://creativecommons.org/licenses/by/4.0/deed.ru
https://en.wikipedia.org/wiki/Substitution-permutation_network
https://en.wikipedia.org/wiki/Block_size_(cryptography)
https://en.wikipedia.org/wiki/Bit
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Then  go  to  loop and  do  SubByte,  ShiftRow,MixColumn  and  AddRoundKey in  that  order for  9  

Rounds each  

round with different RoundKey(1-9). 

Then  go  to  loop and  do  SubByte,  ShiftRow,MixColumn  and  AddRoundKey in  that  order for  9  

Rounds each  

round with different RoundKey(1-9). 

Then  go  to  loop and  do  SubByte,  ShiftRow,MixColumn  and  AddRoundKey in  that  order for  9  

Rounds each  

round with different RoundKey(1-9). 

Then go to loop and do SubBytes, ShiftRows, MixColumns, Addkey in that order for 9 circles 

each circle with different circle key.  

Then go to final circle (circle 10) and repeat the same previous function in the loop except 

MixColumns. 

Decryption process: it is reverse of encryption process in every step which means the 

decryption first circle is the tenth circle of the encryption and it uses the invers functions of 

MixColumns, SubBytes, ShiftRows and us you can assume the keys arrangement and reversed too 

as it starts with Addkey10 instead of Addkey0 as it was in the encryption process. 

2- Key generation. 

It involves RotWord, SubBytes and XOR bitwise operation to generate enough keys for each 

circle In the Encryption, Decryption process. 

As each circle works with different key generated from the key generation process. 

AES-CBC buffer encryption and decryption.  

Length should be a multiple of the block size (16 bytes). Upon exit, the content of the IV 

(initialization vector) is updated so that you can call the function same function again on the 

following block(s) of data and get the same result as if it was encrypted in one call. This allows a 

"streaming" usage. If on the other hand you need to retain the contents of the IV, you should either 

save it manually or use the cipher module instead. parameter ctx - the AES context to use for 

encryption or decryption, parameter mode - MBEDTLS_AES_ENCRYPT or MBEDTLS_AES_DECRYPT, 

parameter length - length of the input data, parameter iv -initialization vector (updated after use), 

parameter input-buffer holding the input data, parameter output-buffer holding the output data, 

return 0 if successful, or MBEDTLS_ERR_AES_INVALID_INPUT_LENGTH. 
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Figure 3. Performance of AES ciphers in Mbed platform 

 

AES also has one advantage over other encryption algorithms. Advantage of AES - Cracking a 

128 bit AES key with a state-of-the-art supercomputer would take longer than the presumed age of 

the universe. And Boxcryptor even uses 256 bit keys. As of today, no practicable attack against AES 

exists. Therefore, AES remains the preferred encryption standard for governments, banks and high 

security systems around the world. 

Security is fundamental for the successful rollout of the Internet of Things. Edge nodes are 

currently the weakest link in ensuring IoT security and the protection of cryptographic key. The best 

way to achieve lockdown is by protected hardware. It is the only way to keep those keys and other 

secrets away from prying eyes. An IoT device can only be as secured as its weakest link. 

Homomorphic encryption is a form of encryption which performs arbitrary computations on 

encrypted data. In cloud computing we may keep our sensitive data in encrypted format, but if you 

want to do any calculation on cipher text, the key must be shared with cloud service providers which 

may cause to exploit our data. So that to avoid share the key to cloud service providers instead use 

the Homomorphic Encryption technique. The computations include searching, sorting, addition, 

multiplications performed on cipher text.  

Among so many cryptographies, homomorphic encryption has attracted widely attentions 

from scholars for its special performance [9-10]. Common cryptography can't directly do 
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calculations on encrypted data, but homomorphic encryption can, meanwhile, the operation results 

of homomorphic encryption will be automatically encrypted. The application prospect of 

homomorphic encryption is widely and cheerful in the fields of secure multi-party computation, 

electronic voting, cipher text searching, encrypted mail filtering, mobile cipher. Finally, security 

analysis is tested and further research way is pointed out. There are two types of homomorphic 

encryption techniques. 

Homomorphic encryption seeks to aid in this encryption process by allowing specific types 

of computations to be carried out on cipher text which produces an encrypted result which is also in 

cipher text. Its outcome is the result of operations performed on the plaintext. Case in point, one 

person could add two encrypted numbers and then another person could decrypt the result, without 

either of them being able to find the value of the individual numbers.  

Partially homomorphic technique, operations are performed on the encrypted data. These 

operations either additive or multiplicative operation, but not both operation can be carried out at a 

same time. 

In Fully Homomorphic encryption both operations can be carried out at same time. Due to 

this security mechanism for encrypted data is improved. The first system is a lattice-based 

encrypted system developed by Craig Gentry in 2009. Fully homomorphic encryption (FHE) is a 

more powerful technique compared with partially homomorphic encryption. Ideal lattices provide 

both additive and multiplicative homomorphisms. A cryptosystem that braces arbitrary 

computation on cipher texts is known as fully homomorphic encryption. 

Craig Gentry implemented fully homomorphic encryption based on bootstrapping over 

partially homomorphic encryption by using ideal lattices. It is limited because each cipher text is 

noisy in some sense, and this noise grows as one ad and multiplies cipher texts. Gentry showed that 

any boots trappable Somewhat Homomorphic Encryption scheme can be converted into a Fully 

Homomorphic Encryption through a self-eMbedding recursion. In case of Gentry's "noisy" scheme, 

the bootstrapping procedure effectively "refreshes" the cipher text by applying to it the decryption 

procedure homomorphically, thereby obtaining a new cipher text that encrypts the same value as 

before but has lower instance of noise [11]. The cipher text is periodically "refreshed" whenever the 

noise grows too complex. 

Fully homomorphic encryption in a binary number ring. The scheme of completely 

homomorphic encryption, which Gentry suggested, can be considered using the example of 

calculations in 𝑍2 [12]. 

Encryption  

The process of data encryption can be represented as follows: 

https://creativecommons.org/licenses/by/4.0/deed.ru
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1. We choose an arbitrary odd number 𝑝 = 2𝑘 + 1, which is a secret parameter. Let 

 1,0m  

2. The number 𝑧 ∈ 𝑍2 is compiled such that 𝑧 = 2𝑟 + 𝑚, where 𝑟 is an arbitrary number. 

This means that 2modmz = . 

3. In the process of encryption, each m is associated with the number 𝑐 = 𝑧 + 𝑝𝑞, where 

𝑞 is chosen arbitrarily. Thus, 𝑐 = 2𝑟 + 𝑚 + (2𝑘 + 1) ∗ 𝑞. It is easy to see that 𝑐𝑚𝑜𝑑2 =

(𝑚 + 𝑞)𝑚𝑜𝑑2 and therefore an attacker can determine only the parity of the output of encryption. 

Decryption 

Let the encrypted number 𝑐 and the secret 𝑝 be known. Then the process of decrypting the 

data should contain the following actions: 

1. Decoding using a secret parameter 𝑝: 𝑟 = 𝑐𝑚𝑜𝑑𝑝 = (𝑧 + 𝑝𝑞)𝑚𝑜𝑑𝑝 = 𝑧𝑚𝑜𝑑𝑝 +

(𝑝𝑞)𝑚𝑜𝑑𝑝 where 𝑟 = 𝑐𝑚𝑜𝑑𝑝  is called noise 

2. Obtaining the original encrypted bit: 𝑚 = 𝑟𝑚𝑜𝑑2. 

Justification: 

Let there be two bits 𝑚1, 𝑚2  ∈ 𝑍2 and they are associated with a pair of numbers 𝑧1 =

2𝑟1 + 𝑚1 and 𝑧2 = 2𝑟2 + 𝑚2. Let us take the secret parameter 𝑝 = 2𝑘 + 1 and encrypt the 

data: 𝑐1 = 𝑧1 + 𝑝𝑞1 and 𝑐2 = 𝑧2 + 𝑝𝑞2 . 

The sum of these numbers is calculated: 

 𝑐1 + 𝑐2 = 𝑧1 + 𝑝𝑞1 + 𝑧2 + 𝑝𝑞2 = 𝑧1 + 𝑧2 + 𝑝(𝑞1 + 𝑞2) = 2𝑟1 + 𝑚1 + 2𝑟2 +

𝑚2 + (2𝑘 + 1)(𝑞1 + 𝑞2) 

For the sum of these numbers, the decrypted message is the sum of the original bits 

𝑚1𝑚2: ((𝑐1 + 𝑐2)𝑚𝑜𝑑𝑝)𝑚𝑜𝑑2 = (2(𝑟1 + 𝑟2) + 𝑚1 + 𝑚2)𝑚𝑜𝑑2 = 𝑚1 + 𝑚2. But without 

knowing 𝑝, decoding the data is not possible: ((𝑐1 + 𝑐2)𝑚𝑜𝑑𝑝)𝑚𝑜𝑑2 = 𝑚1 + 𝑚2 + 𝑞1 + 𝑞2. 

Similarly, the operation of multiplication is checked: 

 𝑐1𝑐2 = (𝑧1𝑝𝑞1)(𝑧2𝑝𝑞2) = 𝑧1𝑧2 + 𝑝(𝑧1𝑞2 + 𝑧2𝑞1) + 𝑝2𝑞1𝑞2 = (2𝑟1 +

𝑚1)(2𝑟2 + 𝑚2) + (2𝑘 + 1)((2𝑟1 + 𝑚1)𝑞2 + (2𝑟2 + 𝑚2)𝑞1) = 4𝑟1𝑟2 + 2(𝑟1𝑚2 +

𝑟2𝑚1) + 𝑚1𝑚2 + 2𝑘(2𝑟1𝑞2 + 𝑚1𝑞2 + 2𝑟2𝑞1 + 𝑚2𝑞1) + 2𝑟1𝑞2 + 𝑚1𝑞2 + 2𝑟2𝑞1 + 𝑚2𝑞1 

The decryption procedure must be applied to the results obtained, which will result in the 

following: ((𝑐1𝑐2)𝑚𝑜𝑑𝑝)𝑚𝑜𝑑2 = (4𝑟1𝑟2 + 2(𝑟1𝑚2 + 𝑟2𝑚1)+𝑚1𝑚2)𝑚𝑜𝑑2 = 𝑚1𝑚2. 
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Figure 4. Demonstrated fully homomorphic encryption in a binary number ring in C++ 

  

In this paper the implementation AES and fully homomorphic encryption in a binary number 

ring algorithm. Has given it more encryption power thus makes it harder for anyone to hack the 

ciphered information and decrypted it. 
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