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THEORETICAL STUDY OF DESIGNING NEURAL ELEMENTS ON C-NEGATRONS

The C-negatron is called an electronic device and its schematic analogue, which has a negative value of the differential
capacitance in a certain mode of operation. Like R-negatrons, they can be divided into static and dynamic®'. Static C-
negatrons have coulomb-volt characteristics of the N- and S-types (Fig. 1, a, b), on which there is a falling section (a, b),

where the value of the differential capacitance is negative C* = dg [du<0.

q & gk

L 2

a) b)

Figure 1. Coulomb-Volt characteristics of N- (a) and S-type (b) C-negatrons

In the case of using the N-type C-negatron, its simplest equivalent circuit, taking into account the load, is presented in
the form shown in Fig. 2.

RH CH
— Il C,(V_)
L T I
- e
="
R(—)

Figure 2. Equivalent scheme of loaded C-negatron of N-type. R, — total resistance of the load and internal resistance of the
power supply; C, — load capacitance; L — the total inductance of the C-negatron load; C” — negative differential capacitance
of C-negatron; R” — negative differential resistance of the C-negatron of the N-type

Scheme shown in Fig. 2 is described by the following Kirchhoff equations:

di
E . =iR+u.+L—, )
r c dt
where R=R, + RH; )

Ue =t FU )5

i=C d;‘tc ; 3)
e

C = l 4)
c,+cv

Taking into account (3) - (4), we write the equation (1) in the following form:
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d’u R +R"Y du u E
2C + L ¢ + ¢ = D (5)
dt L dt c .cY c .cY -
L H - L H -
c,+c? ¢ +cV

Taking into account (5), we assume that C” and R are linear elements that are valid for small signal. In this case, the

characteristic equation for (5) has the form

A’ +od+p=0, (6)
R, +R"

where O'ZT, @)
c,+c)

P e e ®

2

o /O'
A, =——x,]——-p, 9
1.2 5 4 p )

— the roots of the characteristic equation.

A 1,2
The solution of the inhomogeneous differential equation (5) is look like

u. = Ae"" + Be™' + E,
. (10)

Voltage on the negative capacitance C”
_ uC CH
MCH —_ T .
c'+C,
To analyze the stability of the scheme depicted in Fig. 2, it is necessary to determine the states of equilibrium and their
stability. In a state of equilibrium, the phase velocities of the current and the voltage are equal to zero, i.e.

—=0i—=0. )

Substituting expression (11) in (1) we obtain

E =u.or u,, =K —Uc, .

T

4c
Since Ue, = —* and when the capacitors are connected in series, their charges are equal, i.e. 9. =4c,> then the
H

equation of the loading line can be written in the form
q(u) = (Er —u)CH .
Thus, the states of equilibrium are points of intersection of the coulomb-volt character of the N-type C-negatron with the

loading line. Such crossing points can be either one or three (Fig. 3). In case if

CH‘ > C,, the load line (Fig. 3a)

intersects the coulomb-volt characteristic at three points (three states of equilibrium). If ‘C (_)‘ < CH , then there is only

one equilibrium state (Fig. 3b).

Proc. of SPIE Vol. 10808 108080P-3



The stability of these points can be judged by the roots of the characteristic equation 4; and A,. If 4; and A, are real, then
from (10) it is clear that with A, , <0 any initial deviation in the system fades out under exponential law, and if 4;,> 0 —
increases. If the roots of the characteristic equation are complex (4;, = a + jb), then the system may have sinusoidal
oscillations, and if @ > 0 the fluctuations are increased, and if a < 0 — decreased.

cOl<c,

H

\C(—)\ >C
EC,

a)

b)
Figure 3. Possible equilibrium states of N-type C-negatrons

Consequently, the state of the system is stable if the real parts of the roots of the characteristic equation (6) are negative.
For this purpose, by the Raus-Hurwitz theorem for systems of the second order, it is sufficient that two conditions be
fulfilled simultaneously?':

c>0; p>0. (12)
Coefficients o and p depend on the scheme parameters. From (7) and (8) it is clear that for a constant L the fulfillment
or non-fulfillment of conditions (12) depends on R,, C,, R” and C”. Differential negative capacitance C'” and negative
resistance R of the C-negatron are changed with the bias voltage change. Therefore, when changing the resistance and
capacitance of the load or the bias voltage on the N-type C-negatron, the mode of operation of the circuit is changed. We
consider only the interval of the bias voltage in which the differential capacitance and the resistance of the C-negatron
are negative (C"” < 0, R’ < 0), that is, only the states of equilibrium on the segment of the negative capacitance of the
coulomb-volt characteristic of the N-type C-negatron.
Let us consider the equilibrium states of the scheme at different ratios o and p, that is, depends on the ratio of the
quantities C,, R, c”, R™. From expressions (7) - (9) it is clear that four boundary conditions can be written:

| _¢,+C0 ) 13
) P—W— , (13)
if C,=—C").

R, +R"
2) J:T:O, (14)
it R =—RY).

H
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3) —-p=0, (15)

4) ——p=0, (16)

For boundary conditions (15) and (16) there is a solution only when p >0.
Since the fulfillment or non-fulfillment of the stability conditions (12) depends on the correlation of two pairs of
parameters: C,, C"” and R,, R, then the stability diagrams is also reflected as the two planes of the parameters.
Area I in the plane of the parameters C'” C, corresponds to two regions in the plane of the parameters R R, — Ia and Ib.
Area II in the plane of the parameters C” C,, corresponds to two areas (/7a and IIb) in the plane of the parameters R’ R,.
Area 11 in the plane of the parameters C"” C, corresponds to two areas (/Ila and IIIb) in the plane of the parameters R
R,. Thus, in the stability diagram of the C-negatron of the N-type, there are six different regions (la, Ib, Ila, 11b, Illa,
111b), which determine the mode of operation of C-negatron.

Region Ia.

o>0or R > ‘R(f)‘ ,

p<Oor C, >‘C(_)‘,

o8 .o
s 7y

The roots of the characteristic equation 4; and A, — real numbers, and moreover 4; >0, and 4, <0. Consequently, the first

term of equation (10) grows exponentially, and the second one - decreases. Because in this area C, > |C ©) ‘, then only

one equilibrium state is possible (see Fig. 3). Since one of the roots of the characteristic equation is positive, then the
only one equilibrium state is unstable. The scheme works in the mode of generating relaxation oscillations.

Region Ib
o<Oor R < ‘R(_)‘,
p<0Oor C, > ‘C(_)‘,
2
(o2
9 _»>0.
4
The roots of the characteristic equation 4; and A, — real numbers, and moreover 4; >0, and 4, <0. Consequently, the first

C(—)

term of equation (10) grows exponentially, and the second one - decreases. Because in this area C, > , then only

one equilibrium state is possible. Taking into account that one of the roots of the characteristic equation is positive, and
then the only state of equilibrium is unstable. The scheme works in the mode of generating relaxation oscillations.

Proc. of SPIE Vol. 10808 108080P-5



Region Ila
o>0or R > ‘R(_)‘,

p>0or C, <‘CH‘,
2

(o2
2 _p>0.
2P

The roots of the characteristic equation 4; and A, — real and negative numbers. Both exponential members of the

equation (10) decrease over time. Because CH <|C ) , then three states of equilibrium are possible, and the state of

equilibrium is stable in the section of negative capacitance. The circuit can work as a nonlinear element (detector,
converter, mixer, and limiter) with amplification.
Region IIb

o<0or C, <‘CH‘,

p>0or C, < ‘C(_)‘,
2
(o}
9 _»>0.
4
Roots A; and A, — real positive numbers. The first two members of the equation (10) increase over time according to the

exponential law. Since C,, < ‘C ) ‘ , then three states of equilibrium are possible, and the state of equilibrium in the area

of the negative capacitance is unstable. Two other states of equilibrium is stable, because C*” > 0 and both coefficients o
and p are positive. So, in the area //b the circuit works in the switching mode.

Region Illa
o>0or R > ‘R(_)‘ ,
p>0or C, < ‘CH‘,
2
O
= _p<o0.
4
Roots 4; and 4, — complex numbers with negative real part. Consequently, in accordance with (10), the system has an

oscillating process that fades out according to the exponential law. Because C, < |C ©) , then three states of equilibrium

are possible, and the state of equilibrium in the area of negative capacitance is unstable. The circuit works in the
amplification mode.
Region I1Ib

o<0or R < ‘RH‘,

p>0or C, <‘C(_)‘,

Proc. of SPIE Vol. 10808 108080P-6



Roots 4; and A, — complex numbers with a positive real part. Consequently, the first two terms in equation (2.17)
describe a periodic process whose amplitude increases in exponential law. Since C, < ‘C (_)‘, then three states of

equilibrium are possible, and the state of equilibrium in the area of the negative capacity is unstable. The circuit works in
the switching mode.
Thus, the mode of operation of the scheme with the C-negatron of the N-type depends on the capacitance and the
resistance of the load, the values of the negative capacitance and the negative resistance of the negatron. Choosing the
appropriate capacity and the resistance of the load and the bias voltage, which determines the values C” and R””,you can
get such modes of work:
a) generation of relaxation oscillations - areas Ia and /b;

b) detection (mixing, limitation) with amplification is the area /la;

¢) switching - areas //b and //1b;

d) amplification - area Ila.
The presence of a negative capacitance makes the C-negatron a potentially unstable and multifunctional device. With the
correct choice of load parameters, the scheme on the C negatron will operate in the switching mode?', and the C-

negatron will act as a threshold element. So with C,,_, < (C O ) the load line crosses the coulomb-volt characteristic of

oad

the N-type C-negatron as shown in Fig. 4. When supplying an input current #(¢), the charge ¢(f) on the C-negatron
will increase, and the position of the working point will move from position 1 to 2. In this case, the function of

t
integration of the input current signal will be provided, since q(t) = Ii (2)dt . When reaching the threshold value of the
0

charge ch the switching of the C-negatron will take place, and the operating point instantly moves from position 3 to

position 4, and the voltage on the C-negatron will jump from U u to U, i

igh *
9 N
3
Oum ----7--- —> 4
2 i ;
.
i ; f S
U, U, Uhigh u

Figure 4. The load line and equilibrium positions of the N-type C-negatron

21-35

Similarly, but with C Load > C (_)‘ the S-type C-negatron will work in switching mode and perform the functions of

integrating the input current and the function of the threshold element.

Proceeding from the above-mentioned principle of the threshold element, the scheme of the optoelectronic neuron
element based on the N-type C-negatron is shown in Fig. 5. In the scheme: C,,q — the load capacitance - determines the
slope of the load line; C(-)N — the N-type C-negatron - performs the integration of input current signals and the threshold
activation function; VD1-VD3 excitation and VD4 inhibition photodiodes provide conversion of input optical signals

Proc. of SPIE Vol. 10808 108080P-7



into photocurrents. This scheme has optical inputs (and the number of optical inputs is quite easy to enlarge by adding
new photodiodes parallel to the circuit, or by feeding several optical streams to one photodiode) and the potential voltage
output.

+U
VD1 vD2 VD3 ! °
D W T
Excitation Uout
O

VD4
N

Inhibition ‘@S

Figure 5. Optoelectronic neuron on the N-type C-negatron

The voltage at the output will be determined by the expressions:

t n m
U, <U, it Q=i (t)dt<Q, where iy =i, = > i,
0 A A

U,y 2Uyy, it Q=i (t)dt>0Q,.
0

Thus, this scheme carries out a spatial algebraic summation of input signals from photodiodes: the total input current

n m
Iy = Zii — Zii , where 71 - the number of photodiodes of excitement, 771 - the number of photodiodes of inhibition;
=1 =1

t
and the time integration of the input signals: the charge of the C-negatron Q = J. Iy (t ) dt .
0

COMPUTER SIMULATION

We conduct a computer simulation of the proposed neuron with the Micro-Cap 9 program. This program is convenient
for this use, since it has the ability to specify a non-linear coulomb-volt characteristic of a capacitance.

The conducted literature analysis has shown that at present, the effect of negative capacitance is observed in different
semiconductor structures in different conditions (homogeneous semiconductors'?, homostructures'®, heterostructures',
metal-semiconductor type structures'’, amorphous semiconductor films'®) and in other charge electrified structures'’.
Non-linear coulomb-volt characteristic having a section of negative differential capacitance can be obtained in film
capacitors with a ferroelectric dielectric’. Such physical C-negatrons are compatible with CMOS-technology for the
production of integrated circuits. However, physical C-negatrons are still at the research stage and there is no detailed
experimental data that would allow us to develop a mathematical model for these C-negatrons. Therefore, for computer
simulations, let us determine certain parameters of the C-negatron, which will allow us to check the efficiency of the
circuit and to investigate its operation in different modes.

For simulation we use the C-negatron of the N-type with the coulomb-volt characteristic (Fig. 6a) which we describe by
the polynomial of the 3-rd order:

Proc. of SPIE Vol. 10808 108080P-8



q(u)=8,8-10" -u—4,35-10" -u> +0,55-107 -u° .

For this characteristic, the threshold charge value ch =530 pC, the threshold voltage U s = 1.4 'V, the negative

differential capacitance is observed in the range of voltages U =1.4 + 3.9 V, the maximum value of the negative

capacitance is observed at the voltage U, ¢=2.65 V, and it equals C 54;1 =-267pF (Fig. 6, b). For operation of the C-
negatron N-type in the switching mode it is necessary C Load < (CH) so we choose the value of the load capacitance

10pF, and the value of the high-level voltage U’ high =3V (Fig. 6, a).

q, pC C , pF
1000 1000
%00 750
500
600 F==eu.
Q> TN * 250
400 N e,
' HRRRARES 0
1 "
1 '
200 : : -250
1 "
1 "
0 : =500
0 1 2 3 4 U 5 6 0 1 2 3 4 5 6
high
Ulh ' 18 u, V u,V
a) b)

Figure 6. Coulomb-Volt (a) and Volt-Farad (b) characteristics of the N-type C-negatron

Fig. 7 shows a schematic diagram for simulation in the Micro-Cap 9 program. Photodiodes are replaced by current
generators I1 to 14, and R1 represents the impedance of the dielectric of the load capacitor CI1, the charge of the C-
negatron CN is given by the expression Q (CN). Fig. 8 shows the timing diagram of the neuron. Input current I1 = SmA,
the charge of the C-negatron Q (CN) is increased by charging the capacitance, and at the instant of time 90.6ns the

charge reaches the threshold ch = 530pQ, and the output voltage jumps from U a =14V to U, high => V- The switching

time, according to the simulation results, is much less than 1ps. However, the scheme does not take into account parasitic
elements, which in practice will worsen the speed of the scheme. To discharge the circuit into the initial state, it is
necessary to apply a current pulse to the inhibition input, it will discharge the capacitance of the C-negatron and the
output voltage will be about 0 V.

N
@]
-
ANV
e
=
<
-
|
I

11GD IZGD 136

Q(CN)= 0.88n*V(CN)-.435n*V(CN)*V(CN)+0.055n*V(CN)*V(CN)*V(CN)

Figure 7 - Neuron on C-negatron scheme for simulation with Micro-Cap 9.
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Micro-Cap 9 Evaluation Version

6.000m Neuron on C.cir

4.000m

2.000m

0.000m

0.000n 30.000n 90.000n 150.000n
1(11) (A)
T (Secs)
960.000p

640.000p

320.000
P __._———"‘-""'-f
| S
0.000n 30.000n 90.000n 150.000n
Q(CN) (C)

0.000p

T (Secs)
7.200

4.800

2.400

0.000

0.000n 30.000n 90.000n 150.000n
V(OUT) (V)
T (Secs)

Figure 8 - Time charts of the neuron: (I1) - the input photocurrent of the excitation signal;Q (CN) - the C-negatron charge; V
(OUT) - voltage at the neuron output

Fig. 9 shows the time diagram of the neuron on C-negatron operation for pulsed input signals on the excitation inputs 11,
12, and3. Each of these signals charges the capacitance of the C-negatron, but the charge of individual signals is not
enough to transfer the circuit into the high state. The scheme performs the integration of input signals, and when the total
charge of all three signals exceeds the threshold charge of the C-negatron, there is the circuit switching. Thus, the neuron
can perform the logical function of "AND" of binary logic. To transfer the circuit to a low state on the inhibition input 14,
a discharge current pulse is fed.
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Figure 9 - Time charts of the neuron on the C-negatron operation: I (I1), I (12), I (I3) - input photocurrents of excitation
signals; 1(I4) - the photocurrent of the inhibition signal (the signal of a discharge); Q (CN) - charge of the C-negatron;
V(OUT) - voltage at the output of the neuron

CONCLUSIONS

The proposed optoelectronic neuron element comprises: photodiode(s) of excitation, photodiode(s) of inhibition, load
capacitor, C-negatron of N-type; and implements the following basic functions of the neuron: spatial and temporal
integration (algebraic summation) of the input signals; threshold activation function. At the output of the neuron there
is a high-level voltage if the total input charge exceeds a certain threshold, which is determined by the coulomb-volt
characteristic of the N-type C-negatron.

This neuron can perform logic functions "AND", "OR", "NOT" of Boolean logic, to work as an RS-trigger, memory
element, pulse width and phase-pulse modulators, to perform neuronal logic functions over time impulse-coded input
signals.

The advantage of neural elements on C-negatrons is: high speed (the switching time is less than 1ps); circuit
simplicity (the functions of integration and activation are performed by one C-negatron); technological simplicity (C-
negatron can be a film condenser with a ferroelectric dielectric, which is compatible with well-developed CMOS-
technology for the manufacture of integrated circuits); the ability to amplify the voltage; low power consumption
(capacitance does not consume active power); the C-negatron is controlled by a charge, which allows it to work not
with currents and voltages, but directly with the charge.
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ABSTRACT

Verification of customer in web based banking system is a significant issue these days where exchanges are done
utilizing uncertain Internet. The advanced communication medium is particularly experiencing a lot of threats.
Picture identification and One Time Password (OTP) were commonly used to authenticate the customer over
many banking systems. In most of the cases they were sent separately which is vulnerable in many cases. To
solve this issue, this paper aims to give a method using both the image with hidden customer information and
the OTP which is sent as SMS to user mobile. Personal Identification Number (PIN) provided by the bank at
the time of registration is used to activate the process of image steganography and sending OTP to the user.
The user has to know the image which was opted at the time of registration. The OTP has to be entered in
a virtual keypad that has random keys to avoid key logging, used for decrypting the information hidden in the
image. The image, the hidden information should match with the information in the database, thus providing
the session for the customer.

Keywords: One Time Password, Cryptography, Image Steganography, Banking Security, User-Authentication,
Information Security, Security Principles, Internet

1. INTRODUCTION

The Internet is termed to be beneficial to the society. It has an impact on providing various services at ease and
comfort. There was an increase in the number of people who were using Internet for their financial exchanges
and to administrate their online banking account, as it was providing a lot of advantages. Concerning over
the Internet, there were notably many security and potential threats in terms related to transactions. In an
anonymous network, there were many methods of authentication. To get the access to the users confidential
data, the user has to prove their identity. The root level of confirmation is the password which was altered only
when required. The password used here is static which were easy to remember and utilized at every moment
when the user requires a login. The weak passwords are simple to guess by an unauthorized person and are
prone to eavesdropping, dictionary brute force attack, and birth date attacks. The One-Time passwords (OTP)
were introduced to decrease the threat dealing with these weak static passwords. These exhibits different level
of verification which has to be proved so that the user can proceed with financial or business exchanges. The
personal information of the user including his mobile number registered with the bank was required when the
user opts for online transaction session. The mobile number is used to verify using SMS and to initiate the
process of exchanges. The SMS that is the OTP is valid only for specific time and session, which gives the
second level of confirmation and the session is provided according to the validation.

2. INFORMATION SECURITY

The widely used methods for information security were Cryptography and Steganography. The art of secret
writing the mainly follows confusion and diffusion of information into cipher text is called cryptography. The
art of hiding secret information under a cover object is called steganography. An email, SMS, an image, rough
text may be used as a cover object. Image steganography is a method of hiding potential information inside
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