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CIIIP B 3ATAYAX OBHAPY/KEHIS BTOP/KEHIIT H OIEHKH
TIOC/TEJCTBHIT KHEEPATAK
B.C. Axnieros, BA. Jlaxsio, MB. blzsipsmbacsa
DSS IN INTRUSION DETECTION AND ASSESSMENT
OF THE CONSEQUENCES OF CYBER ATTACKS
B.S. Akhmetov, BA. Lakino, M.B. Ydyryshbayeva

AnmmoTamms. CoBpeMeHHOE OOIIECTEO IOTb3yeTcs BCeMH [DEHMY-

ImecrBa HIT, KOTOpble HIPAioT PEIIAOIYIO POITh & GOTBILTHCTES OTpacielt
"IHPOBOH SKOHOMIKH. OHEEHIHO, IO B STHX YCTOEITX SHATSHHE KHOSPOs-

82




image2.png
omacsoctn (KB) /115 0ImiecTsa dpessbraaiiro Bospactaer. st TOro arofst He-
C1eA0BATS 3aKOHOMEPHOCTH TIOATOTOBKI H NPOBRICHIT KHOPATAK H BEEHTS
CB3b MeATY HIMI H BIHHE PASTHHGX (AKTOPOB Ha 00BKTHI TAK, Ha HAIl
BAI51, HEOBXOHMO LIPe 3aefiCTEOBATS NOTCHIAT HRTRIICKTY ATHHBIX TeX-
"HOIIOTHI aHATH3A JAHHBIX H CHCTM IOJUIePKH NPHEATHA DeleHHil ARATHS
TIOKA3AT, 9TO HA CEOTHAMEHILT AeHb cymecTeyiomme CBB He Beerna He s@-
(DeKTHBHSI TIPOTHE KOBBIX THIIO BTOpAeH. TI03TOMY, PAspaGOTKa COOTEST-
CTBYIONIX METOTOB MICHTHQVKAINH aHOMATHHBIX COCTOSEIH X1t CBB 32
CHET HHTErpAIHH B HX COCTAB HTEMEKTyabHbIX CIIIIP C LeIH0 PACIIHpeHHs
YHKUHOHATHHBIX BOIMOAHOCTefi CTOPORBI SAILNTEL Mo3E0AT CBB GaiTs G0-
e AefCTERHHBIM [0 BHLBISHAIO KOBBIX THIIOR KHOEPATaK

KITioueBbIe CT0BAICHCTEMA MOITEPAKH TPHESATAS DEIICHM, MOTETH-
‘POBAIIE H IPOTHOSHPOBAKIIE, KHOSPATaKa, GafieCcoBCKR CeTH, KiORPHHIIIEHT.

Abstract. Modem society takes advantage of all the advantages of IT,
which play a decisive role in most sectors of the digital economy. Obviously, in
these conditions, the importance of cybersecurity (CS) for society is growing
enormously. In order to study the patterns of preparation and conduct of cyberat-
tacks and to identify the connection between them and the influence of various
factors on the targets of attacks, in our opinion, it is necessary to use more wide-
ly the potential of intelligent data analysis technologies and decision support
systems. The analysis showed that today the existing IDS are not always ineffec-
tive against new types of intrusions. Therefore, the development of appropriate
‘methods for identifying anomalous states for IDS by integrating intelligent DSSs
into their composition in order to expand the functionality of the defense side,
will allow IDS to be more effective in identifying new types of cyberattacks

Keywords: decision support system.modeling and forecasting, cyberat-
tack, Bayesian networks, cyber incident

Pellefiiie 3aa MATEMATHYECKOTO MOZIHPOBAHIS, TPOTHOSHPOBAHIS,
TIpeJicKa3aHNA PasBHTHS CIEHADHEE KHODATAK, KAK TPABHIIO, BBIOMHAETCH B
YCI0BHSTX. HATHTAI HeONpPeIRIeHHOCTeli PavTITTHBX THIIOE. HeolpeaeTerso-
CTH OGYCTOBTEHE! OTCYTCTEMEM HeoGXOMMMEX 0Gbevos HibopMamm (dKc-
IIepTHBIe OUEHII H CTATHCTHICKHS JAHEBIE) 00 HCCTCAVeMBIX MPOLCCAX,
TIPOITYCKAMH AAHHGIX (M3MepeRIH), HAITHeM EO3MYMISHITE COCTOSHI 1 Iy~
OB H3MePeHHI, TIOTHOCTBO HITH YACTHVHO HeH3BeCTHOM CTPYKTYPOii 0BbexTa
(H, COOTBRTCTBRHHO, €r0 MOTeTH) K APYTIMH (aKTOpaI. CaMBIMH Pacmpo-
CTPAHCHHBIMI BHA\ HEONPeACTEHHOCTefE, KOTOpbie ECTPENaioTes B Iporiecce
TIOCTPOGHIS MATEMATHHECKIX MOZeTeli IPOLECCOB & OOTACTH KHORPHETITe-
Cioff Ge30MACHOCTH, SESTOTC CTPYKTYPHBIE, CTATHCTITECKHE H TIZpaNeTpiae-
ciate HeompeeTerHOCTIL
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BOTBIyI0 OMOIIT B G0pEOe ¢ HeONpe IeeHHOCTAMH NPeOCTARIAIOT Me-
TOTB MHTETIEKTYATHHOTO 2HATHA JAHHBIX, K KOTOPBIM OTHOCST HeFDORHEI®
CeTH, HEMETKYH0 JTOTHKY, Hefipo-HeUeTKHE CHCTEMBL MHOTHE H3 IIepeteIeR-
HBIX MeTOIOB Ha ATTOPHTMIMECKOM YPOBHE PeaTIIOBAHSI B CHeTeMax SIEM
(Security information and event management). JIaHHbIe CHCTEMSI O0BEIHESOT
B4 TepMHHA, KOTODHE, COOTESTCTBHHO, OTESHAIOT 33 NPHMEHEHHE STOTO
xacea 1O B Takamx obnactszk Kb, kak ynpasierne 1B | YIpaRTeHHe coOBITH-
B [1]

TI\eRHO B TPOPAMMEBIX TIpOTyKTax Kiacca SIEM (Micro Focus (EP)
ArcSight, IBM QradarMcAfee ESM, RSA NetWitness, Splunk, RuSIEM,
MaxPatrol STEM) IHPOKO HCTIOE3YROTCA METOBI, MOZEI, TOPHIMEL H TeX-
"HOIOTFN, TIDHCYIIIe [V 3338 TIOZIEPAKH IHETTHE PEMIeHIA. A TIOCKOTEKY
10 Mepe YCTOAHEHI 32184 OGHAPYACHII BTOCHIH IADATIETEHO BOSHIKAET
H 34109, CESAHBIE C yNpasTeRHeM Hb KATKO PACCMOTPIN POT MOyl
"OZHePIAKH IPHITH PEIeRH B 337312% ODRADYKEHI BTOp/ACHII H OLICHKI
HOCTeACTBHI KHODATAK B YCTOBHIX CHA0O CTPYKTYPHPOBIHHEIX JAHEBIX O
"IDH3HAKAX M EBIETEHHEX AHOMATHAX B KOMIBIOTEPHEDK CHOTMax OBIL

CIIIIP o17mr250TCst (JOPMOFE, PA3MEPOM, THIIOM, OZHAKO IIPAKTIIECKH BCe
BT STHX KOMIBMOTEPHBIX CHCTEM XapAKTEPHIYIOTCE SETKOH CTPYKTYPOR,
BRTOUAOMeH 3 [IABHBX KOMIOHEHTA: TIOACHCTeMy HATepdefica IOTss0BaTe-
7% TOTCHCTeMy yIpaBTerms Gasavi MAFHBIX (CYB]); TIOZICHCTeMY YTpase-
‘A 530 MOTerelt i SHAMITL

'BUIArOAaps CIIELHQIMECKID 0COGEHHOCTAM TIOCTPOSHII STITX KOMIOHEH-
TOB OGeCTIeTHEASTCS PSY BAKHBIX KORIIETINT moctpoerms CIITIP: HATepax-
THEHOCTS, HHTETPHPOBAHHOCTS, BBIMHCTHTETSHAT MOIIHOCTS, JOCTYIHOCTS,
THOKOCTS, HAJEAHOCTE, YIIPABIAENOCTE.

B HACTOSIIIee EPEMS, Kak GBUIO OTMENeHo Bhime, Moy CTIITP mony-
T IHMPOKOe MpHMEReHNE B TaKoM cerverte TTO mt Kb OBH, Kax CBB 1
SIEM cheTes

OTHoCIIXCS K KaTeropim Moxyefi CIITTP 5 CBB 1 SIEM chereyax, i
METOZAX, KOTOPHIe JIAT B OCHOB® HX MATEMATHMECKOTO OBeCTIEqeHI, 0fpa-
“THDM BREMAHTIe HA KPHTEDHH, I1O KOTODHIM CPABHHEAOTCS coBpeMermsie CIITTP
B 3azavax obecneneru Kb i 1B OB, cax. Tabmima 1. Kak Ermn, obmie Tpe-
Goganm K CIITIP MpeXyCMATPHEAOT CTEAVOIIME BOSMOAHOCTH. BBCICHHE
OLICHOK B BIe CPABHeHNI, GHATH (MYECTEHTETSHOCTID) PIIHI K HIMeHe-
HIHIO BeCOB KPHTEPHEE H SHAFEHIIA OIIEHOK, IPOBE/RHHE TPYITIOESIX SKCIIRPTHS
1 paGOTA B JMCTAHIFIOHOM PEAIDLE.

HecMOTpSE Ha OTCYICTEHe KAKIX-THOO OQHINIATHHED CTAHIADTOB paspa-
Gomsar Mozyeft CITIIP zzs CBB i SIEM CHCTeM, MOAHO JOCTATOMHO HETKO
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‘BBUIGTHTS HeOOXOIMMEIS TPEOOBAHNS K TIOTOGHBIM CHCTEMAM, PYKOBOICTEYSCH
JTDABBIN CABICTOM H HX OCHOBHBIMI YHKIILDMIL

Tabmma 1
Cpasnumenseiil ananss GywKyuoHaTo s 603M0KHCHOCM el o0yl CITITP
" 011 CBB u SIEM cucment
" Bosuommocs
emamello | Bewemoi | Toymosas | Onema P

mam onema s | R
Miero Foms @) B T . +
ArcSight
M Qradar = = . +
MeAfee ESM = . = +
RSA NetWimess B + + +
T + + - +
RuSEM + + = .
MaPasol SN + + + .

KOMITHIOTEpHSIe CHCTeMSI CroTHA JIOCTATOTHO XOPOTIO SATITIEHE! OT
OGBIMHED TaK, HATIDHNMeD, BHDYCOB HITH IHoRcKoro TIO. [l yerexa araky-
HOIIHIE CTOPOHE HY’KHO YMETh NPOXOHT HTH OTKIIOYATS SIIATY. 3T0YMbII-
TeHHHKH HCTIOMESYIOT YHHKATSHbIe, ellle He MsBecTHbe UT-HHICTpHH Bperio-
"HOCHEIe TDOTPAMMEL, ASBHMOCTH H CTIOCOBH! peammsamm Kibepatax. Taxint
obpason CBB, SIEM CHCTeMS! H HHTETPHPOBAHEEIE B 1x cocTas CIITTP, ZOm&-
HEI GBITH PaCCHHTANEI Ha HENPePHIEHBIIE TOLece OGYHeHNA 1 NOMOTHEHHe Ga-
361 3Harm (B3), puc. 1.

OCHOBBIBASCH Ha JAHHBIX HATHSA, KOTOPEI BHIONHEN B AHHOM CTATbe,
MOAHO TOBOPHTS O TIepCIIeKTHEHOCTH PASBHTHA MOZETel, METOZOE, AIIOpHT-
OB 1 HHOPMAITHORHEIX TeXHOTOTHit 1% CBB, STEM CHOTeM H HHTErpHpo-
"BAHEEIX B HAX MOTYTSX QHATISA 1 TOTPIePIXKH TIDHESTH PEIIIeHTI, KOTOPEI
OCHOBAHB! Ha MHOTOSTAIHOM OGHAPYASHMH YIDOS, GHOMATHA M KHOSpATaK
23]

Ha OcHOBe BHIOTHEHHOTO 0630pa CYMIECTBYIOMX Moyeit CTIITP s
CBB 11 SIEM CHCTeM, B JACTHOCTH, B 341292X OLICHHBAHI TOCTEICTEHI KitOe-
PHHIIICHTOB B YCIOBISX CTaGOCTPYKTYPHPOBAHHBIX J2HHBIX O NPH3HAKAX
YTPO3, GHOMATH 1 TAK, MOAHO CIETATS ESIBOL, IO B HOZOGHBDX IIpOTpAMM-
HBIX TIDOAYKTAX DeATH3OBAHH MHOTHE HRTEIIIEKTYATBHbIE TEXHOTOTHH H MeTo-
6l aHATH3A JAHHEIX. B 9ACTHOCTH, 37Ie/{CTEOBAHEL HeHpOHHEIE CeTH, Galfecos-
CKHe CeTH, AIIADAT HEMeTKOM JI0THKI, MeTozst DataMining (HTeIIeKTyaTs-
HOTO aHaM3a JAHHEIX - MAJD), METOTEI T TeXHOOTHH MANIHHOTO 0GYMeHHs
(MO 2p.
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Uenesvie ataku

Maccosbie kuGepatakm

Puc. 1. BAUMOCE3b MeH00y MU Gmax nodTecaux. SsIRETEntIo
&6 CBB u saday CITTIP 6 YCT06UAX C1160 CpYKIMYPUpOSAHHEIY OHHEIY
0 NpUSHAKCDX AMaTK U SoLASTEHHBIX AHOMATUAY 6 FIC

TIpoBeNeHHSIi AHATHS NOKA3AY, STO HA CETOTHSNENI OB CYIeCT-
Bysomme CBB He BCerza He SOQeKTHEHEI IDOTHE HOBSIX THIIOB BIOPACHIL
TlosToMy, paspaboTa COOTBETCTBYIONTX MeTOTOB HISHTHHKAII HOMAT:-
HBIX COCTOSEI 7 CBB 32 CHET HTRTDAIH B IX COCTAB HHTEIIEKTYATHHELK.
CITIIP ¢ Lemso paCHHpeHNT (YHKIHORATHELX BOSMOAHOCTEH CTOPOHSI 33
TS, TI03B0-TT TiM CBB GHITS 607ee TeCTBHHBIMI 110 BHARTEHIIO HOBBIX.
THIIOE KHGepaTaK.
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©OPMHPOBAHHE MY.ThTHEHOMETPHYECKOM CHCTEMBI
PACTIO3HABAHUS OFPA30B C HCIIOTh30BAHHEM METOJIOB
JFCKPETHOJ ONTHMI3AITHH

B.C. Axnseros, K. Myxamz

FORMATION OF A MULTIBIOMETRIC PATTERN RECOGNITION
SYSTEM USING DISCRETE OPTIMIZATION METHODS

B. 5. Akhmetov, K. Mukapil

AHHOTANESL. PaCCMATPHBAIOTCS BONPOCE! BBIOOpA PALTOHATEHBIX BApH-
AHTOB (JOPMHPOBAHI CHCTRMBI MyTSTHOHOMETPHTCKOH - ay TeHTH U KAH
minEocTs (CMAJ]) Ha OCHOBE YCOBEPINSHCTBOBAHHOTO METOZa DTKBOPTA-
TIapeTo [T POIICHIA 3aT49H MHOTOKDHTEPHATHHON IHCKPETHOM OMTIMITa-
wm

KiTi0ueBble C0Ba: 2yTeRTHUKAINEE THYHOCTH, THCKDETHAS OTITHMITSA-
15, MeTox IxBopTa Tlapero.

Abstract. We consider the choice of rational options for the formation of a
‘multibiometric identity authentication system (SMAL) based on the improved
Edgeworth-Pareto method for solving the problem of multi-criteria discrete op-
timization.

Keywords: authentication of the individual, discrete optimization, the
‘method of the Edgeworth-Pareto

PasbuTHe KOMOMHHDOBAHHOTO MeTOTa JHCKPeTHOH OITHMISAITHH TI03B0-
JIeT 4eCTS TIPHOPHTETs! (BKHOCTS) KPHTRPHEE A% (JOPMHPOBAHIL CHCTEMS
MY TS THOHOMeTpITIeCKOf ay TeRTH{HKam Tiroctr (CMAIT), a Taivke COKpa-
“THTB IpOEAYPbI OTBICKAHIA KpATHBIX BapHarTo [1-4]. B Ipetaraehon 1oz

-




