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PEIHIEHUE
0 NIPOBECHUHU
7.05.2018 r.
XV MexayHapoaHOi HAYYHO-NIPAKTHYECKOH KOH(epeHIuH

«EUROPEAN RESEARCH»

B cooTBeTcTBHH € IIJIAaHOM IIPOBEICHUS
MesxayHapoIHBIX Hay4YHO-IIPAKTUYECKUX KOH(epeHuni
MexayHapoaHOro LeHTpa HayqHoro corpyanunyectsa «Hayka u IIpocsemenue»

1. Heab koH(epeHIIUN — COACHCTBIEC UHTETPAIIMHA POCCHIICKOW HAYKH B MHUPOBOE MH(pOpMa-
LIHOHHOE HAay4YHOE MIPOCTPAHCTBO, PACIIPOCTPAHEHUE HAYYHBIX U MPAKTUYECKUX JOCTUKEHUN B pa3-
JUYHBIX 00JIACTSIX HAYKH, MOJAJEPKKA BHICOKMX CTaHIAPTOB MyOJIMKAIMi, a TakkKe ampobarus pe-
3yJbTAaTOB HAYYHO-TIPAKTUYECKOH AESATEIbHOCTH

2. YTBepAUTH COCTAB OPraHM3ANMOHHOT0 KOMHUTETAa M PeIaKIMOHHOH KoJIernu (st
(opMupoBaHus COOPHUKA MO UTOTAM KOHKYpCa) B JHIe:

1)  Arapkosa Jlio60Bbr BacumibeBHa — JOKTOp 3KOHOMHYECKHUX HayK, mpodeccop, Mmpo-
dbeccop xkadenpsr PI'bOY BO «CtaBporosbekuii rocy1apCcTBEHHBIN arpapHblii YHUBEPCUTET)

2)  Ananvenko Uropp BHKTOpPOBHY - KaHIUIAT TEXHUYECKUX HAYK, JIOICHT, JIOICHT Ka-
deapel cucreMHoro ananmuza U uHbopManmoHHbIX TexHojoruit @DI'BOY BO «Cankrt-
[TeTepOyprckuii rocy1apCTBEHHBIN TEXHOIOTUIECKHI HHCTUTYT (TEXHUYECKUIA YHUBEPCUTET)

3) AntunoB Ajexcanap I'eHHagbeBHY — JOKTOp (DUIIONOrHYECKHX HayK, mpodeccop,
TJIAaBHBIA HAYYHBIA COTPYAHUK, Tpodeccop Kadeapsl TUTepaTypsl U pycckoro si3eika @PT'BOY BO
«KemepoBckuii rocy1apCTBEHHBIN HHCTUTYT KYJIbTYPBI»

4)  ba6anosa IOjusi BaraguMupoBHa — JOKTOp SKOHOMHYECKHUX HAyK, JOIEHT, 3aBEIY-
ot kadenpoit «YmpapiieHue HHHOBALMAMHU B OM3Hece» Bpiciiel NIKoIbl SJKOHOMHMKH U yIpaB-
nenust ®I'AOY BO «OxHO-YpanbCkuil rocyAapCTBEHHBIH YHUBEPCUTET (HALMOHAJIBHBIA Hccre-
JI0BaTEJIbCKUN YHUBEPCUTET)»

5) BbaramaeB baram MaHanoBu4 — JOKTOp BETEPHHAPHBIX HayK, mpodeccop Kadeapbi
Tepanuu U ¢apmakosioruu Qaxynprera BerepuHapHoit meaunuasl PI'BOY BO «CraBponoiabckuii
I'ocynapcTBeHHbIN ATpapHbIii YHUBEPCUTET»

6) bBawxenoBa Oubra IlpokonbeBHa — JOKTOpP OMOJIOTHYECKUX HAyK, mpodeccop, mpo-
deccop xadenpsl 3K0NIOTHH, TIpUPOaOTONaL30BaHus U Ouonoruu, PI'BOY BO «Owmckwuit rocymap-
CTBEHHBIN arpapHbIil YHUBEPCUTET»

7)  Bosipckuii Jleonua AnexkcaHIpoBHY — JOKTOpP (U3MKO-MATEMATHUYECKHX HAYK, MPO-
dbeccop, mpodeccop kadenpsl puznyeckux MetoaoB uzydeHus Teepaoro reina GI'bOY BO «Hoso-
CUOMPCKUIN HAIMOHAIBHBIA UCCIEA0BATEIbLCKUN TOCYIapCTBEHHBIM YHUBEPCUTETY»

8) By3nu Apremuii HukosaeBu4 — JOKTOp SKOHOMHUYECKHX HayK, mpodeccop, mpodec-
cop kadenpsl MenemxMenTa npeanpuaumarenbekoit neareabHocty PI'AOY BO «Kpeimckuit de-
JiepaibHbI YHUBEPCUTET», MHCTUTYT SKOHOMMKH U YIPABICHUS

9) BypoB Ajekcanap IayapaoBH4 — JOKTOP IMEJIarOrMYECKUX HayK, JAOIECHT, 3aBEIyIO-
muii kadenpoit «duznyeckoe BocnuTaHue», npodeccop kadenpsl « TexHONMOrHus CiopTUBHON MOI-
rotoBku U npukiagHoi meaunnasl ®I'bOY BO «AcrtpaxaHckuil rocy1apcTBEHHBIH TEXHUYECKUIN
YHUBEPCUTET

10) BacuabeB Cepreii UBaHOBHY - KaHIMIAT TEXHUYECKUX Hayk, mpodeccop PIAOY
BO «Cubupckuii ¢peaepanbHblii yHUBEPCUTET»
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11) BuaacoBa AnHa BiaaMMHpOBHA — JOKTOp MCTOPHUYECKUX HAYK, JOIEHT, 3aBEIYyIOMICH
HayuHo-Hccae10BaTeIbcKUM CEKTOPOM Y palbCKOTO COIUATBHO-I9KOHOMUYECKOTO0 MHCTUTYTA ((pu-
nuan) OYII BO «Axanemust Tpyia v COIMATBHBIX OTHOIIEHU)

12) Termanckas Enena BaneHTHHOBHA — JIOKTOp IEIarOrM4ecKuX Hayk, mpodeccop, ao-
1eHT kadenpsl MeToaukn npenoaaBanus auteparypbsl PI'bOY BO «MOCKOBCKHUH Me1arornyecKuii
roCy/lapCTBEHHbIN YHUBEPCUTET)

13) TI'punaii Jlrogmuiaa AjleKCaHAPOBHA — KaHIWIAT I€JarorH4ecKuX Hayk, JOIEHT Ka-
deapsl conualbHO-TYMAHHTAPHBIX TUCHUIUIMH Pszanckoro ¢ummana @I'BOY BO «MockoBckuit
roCyJAapCTBEHHBINM HHCTUTYT KYJIbTYpPbI»

14) MamaermmH PammT AXMeTOBHY — JOKTOP MEIUIIMHCKHX HayK, Ipodeccop, 3aBey-
romuid kadenpoit rocnutanbHol Tepanuu Ne2, ®BI'OY BO «bamkupckuii Tocy1apcTBEHHBIA Me-
JULUHCKUI YHUBEPCUTET)

15) HWBanoBa Upuna BUKTOpOBHA — KaH/.IICUXOJ.HAYK, JOLUEHT, JoueHT Kadeapol «Co-
[UATBHON aJlanTallik U OpraHu3anuu padoTel ¢ Mooaekbio» @I'BOY BO «Kanyxckuii rocynap-
cTBeHHbIN yHuBepcuteT uM. K.3. [{uonkoBckoro»

16) HWraun Ajaekceii BiaauMupoBHY — KaHAWIAT IOPHINYECKAX HAYK, TOLEHT, 3aBEAYIO-
mmii kadenpoir Teopuu rocyaapcTBa M mpaBa YIbsHOBCKoro ¢umuman Poccuiickoit akamemuun
HapOJHOro X03siicTBa U rocciayxosl npu [Ipesunenre PO

17) HMabun Cepreii FOpbeBHY — KaHIHIAT YdKOHOMHUYECKUX HAyK, JOIEHT, noueHT, HOY
BO «MocKOBCKMi TEXHOIOTUYECKUI HHCTUTYT»

18) MHMckannaposa I'yibnapa PugoBHa — T0KTOp (HIOIOTHYECKUX HAYK, JOLEHT, MPO-
deccop xadeapsl HTHOCTPAHHBIX U pyccKoro s3p1koB PI'KOY BO «YdhuMcknii rOpuInvecKuii WH-
ctutyr MB/l Poccun»

19) Kasnansin Cycanna IllajBoBHA — J0IICHT Kadeapbl MCUXOJIOTHH EpeBaHCKOro 3Ko-
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Abstract: The integration of information technology into a single network space determines the trend of infor-
mation protection. Most corporate networks are based on the services of local telecommunication companies.
The use of open channels of communication is much easier. But it raises the task of ensuring the protection of
transmitted information from various network attacks.

A solution of the problem of confidentiality and integrity of transmitted information is to use a VPN concept (Vir-
tual Private Network).

The basic idea of virtual networks is to create a virtual encrypted channel for protection of transmitted data
through open networks. Moreover, access to the virtual channel must be closed to all possible external users.
Confidentiality and integrity of corporate traffic is achieved through the use of tunneling protocols and such
tools as encryption, authentication, public key technologies, means for protecting against repetition and
changes in transmitted messages, efc.

Keywords: «corporate networky, «the Internet», «virtual private network», «data protection».

VPN KAK CPEACTBO UH®OPMALIMOHHON 3ALUUTHI

Ymbetkynosa Kamuna MyxTapkbi3bl,
bancnan MNynwat bonatkbi3bl,
KaHtaesa Mongup HypnaHosHa

AHHoOTaums: B faHHOM cTaTbe Mbl paccMOTpeny 3aaady obecneyeHnst KOHUAEHUMANbHOCTW U LeNOCTHOCTH
nepeaasaemMon MHgopmauun Yepes ucnonb3osaxue koHuenuun VPN (Virtual Private Network — BupTyansHas
yacTHas ceTb). OCHOBHas maes BUPTYaribHbIX CETeN 3aKnvaeTcs B CO3haHUU BUPTYaribHOMO 3alyMLEHHOMO
kaHana ans obecneyeHns 3alMLLEHHOCTU MHCopMaLMK, NepesaBaemoil Yepes OTKpbITble ceTu. Mpuyem fo-
CTYN K 3TOMYy BUPTYaNibHOMY KaHany LOSKeH ObiTb 3aKpbT BCEM BO3MOXHbIM BHELUHWM MOSb30BATENSAM.
KoH(b1aeHUManbHOCTb U LENOCTHOCTL KOPMopaTUBHOMO Tpaduka JOCTUTAeTCs C MOCPELCTBOM MPUMEHEHUS
NPOTOKONOB TYHHENUPOBAHUS W TakUX CPEACTB, KaK LUMpOBaHME, ayTEHTU(DUKALMUSA, TEXHONOMUU OTKPbITbIX
Kntoyei, cpeacTBa Ans 3aWuThbl OT NOBTOPOB U M3MEHEHW NepeaBaemblx COOOLLEHUA 1 ap.

[MpeanpusaTus, ucnonbayowme VPN, nonyyatoT 3HaUMTENbHY0 3KOHOMUIO (OMHAHCOBbLIX CPEACTB, T.K. B 9TOM
cnyyae HeT HeobXOAWMOCTW B CO3AaHUN UMK apeHde JOPOruX BblOENEHHbIX KaHanoB CBA3N AN CO3AaHMS
COOCTBEHHbIX KOPMOPATUBHbIX CETEN.

[ToMMMO 3KOHOMMM (PMHAHCOBbLIX CpedcTB ucnonb3oBaHne VPN no3Bonser camoi ceTu cnpaBnsaThCs C yBe-
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nnyeHnem paboyei Harpy3ski Npu ee paclunMpeHini, 06ecnednBaeT NpoCToTy M3MEHEHNs KOHAUIypaLmun ceTn
W «MPO3PAYHOCTbY [J1S1 NOMb30BATENEN 1 MPUMOXEHMIA.

KnioueBble cnoBa: «kopropaTuBHas CeTby, «/HTEpPHET», «3aluTa MHAopMaLMKy, «BUPTYaNbHas YacTHas
CETbY.

Trends in the development of modern high-tech businesses show that it is impossible to do anything
without the services of telecommunications companies. Providers of telecommunications services provide
high-speed Internet access, allowing you to connect the distributed resources of business units. Corporate
networks to increase the efficiency of enterprises or organizations increasingly integrate with the Internet, use
open networks to transfer corporate information, provide access to corporate resources to individual users
from virtually anywhere at any time [1].

There are security threats of two main types during using open networks:

+ unauthorized access of an attacker to the internal resources of the corporate network;

+ unauthorized access of an attacker to corporate data during their transmission through open channels.

The use of open networks in the scheme of modern corporate systems requires solving the problem of
protecting corporate information flows from various types of network attacks, ensuring the availability of infor-
mation to employees of the enterprise, without violating the confidentiality and integrity of information re-
sources. The solution of this business problem is most often achieved by using technologies of creating virtual
secure networks.

VPN (Virtual Private Network) is a generic name for technologies that allow the use of open telecommu-
nications networks, while ensuring the confidentiality and integrity of transmitted data streams [2].

In other words, VPN is a totally secure channel that connects your device to the Internet with any other
on the worldwide network. If it is even simpler, you can imagine it more figuratively: without connecting to a
VPN service, your device (computer, laptop, phone, TV or any other device) when going online is like a private
house not fenced. At any time, anyone can accidentally or deliberately break trees or trample beds in your
garden. Your house becomes an impregnable fortress, it is simply impossible to violate the protection during
the using of VPN.

The basic idea of virtual VPNs is to create a virtual secure channel to ensure the security of information
transmitted over open networks. And access to this virtual channel should be closed to all possible external
users. Confidentiality and integrity of corporate traffic is achieved through the use of tunneling protocols and
such tools as encryption, authentication, public key technologies, means for protecting against repetition and
changes in transmitted messages, etc [3].

The virtual secure channel endpoints authenticate each other using digital certificates or through pre-
transmitted secure keys. Subsequently, all transmitted information is processed by cryptosystems, excluding
the possibility of decryption or substitution for any reasonable period of time [4].

The VPN consists of two parts: an "internal" (controlled) network, of which there may be several, and an
"external" network through which the encapsulated connection passes (usually the Internet is used). It is also
possible to connect a separate computer to the virtual network. The remote user is connected to the VPN
through an access server that is connected to both the internal and external (public) network. The access
server requires identification and then authentication processes while a remote user is connecting or a con-
nection to another secure network is establishing. After the successful completion of both processes, the re-
mote user (the remote network) is empowered to work on the network, that is, the authorization process [5].

Enterprises using VPN receive significant financial savings, because In this case there is no need to
create or lease expensive dedicated communication channels to create their own corporate networks. And the
cost of traffic is at the price of Internet access.

In addition to saving money, the use of the VPN allows the network itself to cope with the increase in
workload as it expands, makes it easy to change the network configuration and "transparency" for users and
applications. VPNs provide full geographical independence, i.e. it is possible to connect practically from any
place of the planet. Deployment of VPNs does not require significant time and effort [6].
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VPNs ensure the confidentiality and integrity of the transmitted data, protection from unauthorized ac-
cess, identification and authentication of users, control of network access, hiding the internal structure of the
corporate network, as well as centralized management of corporate security policies.

There are such types of virtual private networks as Intranet VPN, remote access VPN, client-server VPN
and extranet VPN [7].

Intranet VPN unites several remote branches from one enterprise into a single secure corporate network
using open communication channels. Remote access VPN provides secure remote user interaction with the
office. And connection to corporate resources is possible through wireless communication devices, a mobile
computer, or stationary modem computers. Client-server VPN connects the nodes of the corporate network.
Extranet VPN connects the enterprise with business partners and customers [8].

The creation of corporate networks based on VPN technology makes it possible to safely use open
communication channels for connecting distributed offices and remote employees, identification, authentica-
tion and authorization of users, access to distributed corporate resources, secure video conferencing and IP
telephony, and much more.
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