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Abstract: The integration of information technology into a single network space determines the trend of infor-
mation protection. Most corporate networks are based on the services of local telecommunication companies. 
The use of open channels of communication is much easier. But it raises the task of ensuring the protection of 
transmitted information from various network attacks. 
A solution of the problem of confidentiality and integrity of transmitted information is to use a VPN concept (Vir-
tual Private Network). 
The basic idea of virtual networks is to create a virtual encrypted channel for protection of transmitted data 
through open networks. Moreover, access to the virtual channel must be closed to all possible external users. 
Confidentiality and integrity of corporate traffic is achieved through the use of tunneling protocols and such 
tools as encryption, authentication, public key technologies, means for protecting against repetition and 
changes in transmitted messages, etc. 
Keywords: «corporate network», «the Internet», «virtual private network», «data protection». 
 

VPN КАК СРЕДСТВО ИНФОРМАЦИОННОЙ ЗАЩИТЫ 
 

Умбеткулова Камила Мухтаркызы, 
Байспай Гүлшат Болаткызы, 

Кантаева Молдир Нурлановна 
 

Аннотация: В данной статье мы рассмотрели задачу обеспечения конфиденциальности и целостности 
передаваемой информации через использование концепции VPN (Virtual Private Network – виртуальная 
частная сеть). Основная идея виртуальных сетей заключается в создании виртуального защищенного 
канала для обеспечения защищенности информации, передаваемой через открытые сети. Причем до-
ступ к этому виртуальному каналу должен быть закрыт всем возможным внешним пользователям. 
Конфиденциальность и целостность корпоративного трафика достигается с посредством применения 
протоколов туннелирования и таких средств, как шифрование, аутентификация, технологии открытых 
ключей, средства для защиты от повторов и изменений передаваемых сообщений и др. 
Предприятия, использующие  VPN, получают значительную экономию финансовых средств, т.к. в этом 
случае нет необходимости в создании или аренде дорогих выделенных каналов связи для создания 
собственных корпоративных сетей.  
Помимо экономии финансовых средств использование VPN позволяет самой сети справляться с уве-
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личением рабочей нагрузки при ее расширении, обеспечивает простоту изменения конфигурации сети 
и «прозрачность» для пользователей и приложений.  
Ключевые слова: «корпоративная сеть», «Интернет», «защита информации», «виртуальная частная 
сеть». 

 
Trends in the development of modern high-tech businesses show that it is impossible to do anything 

without the services of telecommunications companies. Providers of telecommunications services provide 
high-speed Internet access, allowing you to connect the distributed resources of business units. Corporate 
networks to increase the efficiency of enterprises or organizations increasingly integrate with the Internet, use 
open networks to transfer corporate information, provide access to corporate resources to individual users 
from virtually anywhere at any time [1]. 

There are security threats of two main types during using open networks: 
• unauthorized access of an attacker to the internal resources of the corporate network; 
• unauthorized access of an attacker to corporate data during their transmission through open channels. 
The use of open networks in the scheme of modern corporate systems requires solving the problem of 

protecting corporate information flows from various types of network attacks, ensuring the availability of infor-
mation to employees of the enterprise, without violating the confidentiality and integrity of information re-
sources. The solution of this business problem is most often achieved by using technologies of creating virtual 
secure networks. 

VPN (Virtual Private Network) is a generic name for technologies that allow the use of open telecommu-
nications networks, while ensuring the confidentiality and integrity of transmitted data streams [2]. 

In other words, VPN is a totally secure channel that connects your device to the Internet with any other 
on the worldwide network. If it is even simpler, you can imagine it more figuratively: without connecting to a 
VPN service, your device (computer, laptop, phone, TV or any other device) when going online is like a private 
house not fenced. At any time, anyone can accidentally or deliberately break trees or trample beds in your 
garden. Your house becomes an impregnable fortress, it is simply impossible to violate the protection during 
the using of VPN. 

The basic idea of virtual VPNs is to create a virtual secure channel to ensure the security of information 
transmitted over open networks. And access to this virtual channel should be closed to all possible external 
users. Confidentiality and integrity of corporate traffic is achieved through the use of tunneling protocols and 
such tools as encryption, authentication, public key technologies, means for protecting against repetition and 
changes in transmitted messages, etc [3]. 

The virtual secure channel endpoints authenticate each other using digital certificates or through pre-
transmitted secure keys. Subsequently, all transmitted information is processed by cryptosystems, excluding 
the possibility of decryption or substitution for any reasonable period of time [4]. 

The VPN consists of two parts: an "internal" (controlled) network, of which there may be several, and an 
"external" network through which the encapsulated connection passes (usually the Internet is used). It is also 
possible to connect a separate computer to the virtual network. The remote user is connected to the VPN 
through an access server that is connected to both the internal and external (public) network. The access 
server requires identification and then authentication processes while a remote user is connecting or a con-
nection to another secure network is establishing. After the successful completion of both processes, the re-
mote user (the remote network) is empowered to work on the network, that is, the authorization process [5]. 

Enterprises using VPN receive significant financial savings, because In this case there is no need to 
create or lease expensive dedicated communication channels to create their own corporate networks. And the 
cost of traffic is at the price of Internet access. 

In addition to saving money, the use of the VPN allows the network itself to cope with the increase in 
workload as it expands, makes it easy to change the network configuration and "transparency" for users and 
applications. VPNs provide full geographical independence, i.e. it is possible to connect practically from any 
place of the planet. Deployment of VPNs does not require significant time and effort [6]. 
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VPNs ensure the confidentiality and integrity of the transmitted data, protection from unauthorized ac-
cess, identification and authentication of users, control of network access, hiding the internal structure of the 
corporate network, as well as centralized management of corporate security policies. 

There are such types of virtual private networks as Intranet VPN, remote access VPN, client-server VPN 
and extranet VPN [7]. 

Intranet VPN unites several remote branches from one enterprise into a single secure corporate network 
using open communication channels. Remote access VPN provides secure remote user interaction with the 
office. And connection to corporate resources is possible through wireless communication devices, a mobile 
computer, or stationary modem computers. Client-server VPN connects the nodes of the corporate network. 
Extranet VPN connects the enterprise with business partners and customers [8]. 

The creation of corporate networks based on VPN technology makes it possible to safely use open 
communication channels for connecting distributed offices and remote employees, identification, authentica-
tion and authorization of users, access to distributed corporate resources, secure video conferencing and IP 
telephony, and much more. 
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