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BuptryaneHblii  1a00paTOpHBIA CTEHA HCHONB3YETCS Ui CTYACHTOB CHEIHMAIbHOCTH
«5B070200 ABTroMarm3aius H yIpaBleHHE» TPU MPOBEACHUH J1abOpaTOpPHBIX pabdoOT TIOo
JUCHUIIIIMHAM ((ABTOMaTI/I3aI_[I/I$I OG’bGKTOB YOpaBJICHUSA» U ((ABTOMaTI/ISaI_II/ISI THUITOBBIX
TEXHOJIOTMYECKHUX MPOIECCOB U MPOU3BOJACTBY». [IpH ncnonp30BaHnu 1abOpaTOPHOrO CTEHIa Ha
na6opaTopHHx 3aHATUAX, CTYACHT HOOJDKCH O3HAKOMHUTBCA C yCTpOfICTBOM U TEXHOJIOTUEH
paboThl HACOCHOW CTAHIMU; BBIMOJHUTH BCE IMYHKTHI 3aJaHUsl U MPEIOCTaBUTH: TaOJMUIIBI
pacdeToB HAmopa CETH IS ABYX PEXHUMOB; TpadUKH PaCXOJHO-HAMOPHBIX XapaKTEPHCTHUK
Hacoca W CeTU Uil JIBYX PEXKUMOB; OOOCHOBAHHBIM BHIOOpP ONTHUMAIBHOTO pEXHUMa
PETYIHPOBAHUS PACXO0M; BBIBOJI IO MPOJICTAHHOHN pabore.
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'Al-Farabi Kazakh National University, Almaty, Kazakhstan, bagilaalimbayeva@gmail.com

PROGRAMMING A HOMOMORPHIC ENCRYPTION

Abstract. Currently, one of the most active areas development of information
technologies — cloud computing. The main reason for this development is the opportunity for
companies and individuals to reduce the cost of maintaining their own IT infrastructure by
transferring. This work cloud service provider. However, in such a situation becomes unsafe
storage and processing of sensitive data in the cloud, since its provider an opportunity to
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uncontrolled access to the processed data. The only solution may be to encrypt all private data
before transmission to the cloud.

AHHoTanms. B Hacrosiiee BpeMst 01HO U3 HanboJiee aKTUBHBIX HANPABICHUH Pa3BUTHS
MH(POPMAIIMOHHBIX TEXHOJOTUH — oOOJlauHble BbIYUCICHUS. OCHOBHOM TPUYMHOM TaKOTO
pa3BHUTHUS SBISIETCS BO3MOXKHOCTBH JUIsi KOMIIAHWMM M YacCTHBIX JIMI[ CHYDKEHHS PAcXoJ0B Ha
noanepxanue coocrBeHHo MT-uHpacTpyKkTyphl 3a cHeT mepenadn 3Tol padoThl MpoBalIepy
obmayHoro cepuca. OJHAKO B TaKOW CHTyallUW CTAHOBATCS HEOE30MACHBIMH XpaHEHHE U
o0paboTka KOH(DHACHIHAIBHBIX JaHHBIX B OOJa4HOM WHQPPACTPYKTYype, TaK KaKk y ee
npoBaiiiepa MOSABISETCS BO3MOXXHOCTh HEKOHTPOJIHPYEMOTO JOCTyla K 00pabaThiBaeéMbIM
TaHHBIM. EJWHCTBEHHBIM pelIeHHEeM JTOH NpPOOJIEeMbI MOXXET CIYKUTh IMU(POBAHHE BCEX
NPUBATHBIX TAHHBIX MIEpeJI Tepeaueii B 00J1aKo.

Anparna. bBynrrter  ecenTeynep — Kazipri  yakbITTarbl  JaMbIFaH — aKIapaTThIK
TEXHOJIOTUSUTAPABIH €H OeJceHi OarbITTapbIHBIH Oipi. byn OaFbITTBIH AaMybl €H alJIbIMEH
KOMITAHUSUTAp MEH JKeKe TYIFalapAblH ©37epiHiH jkekeMeHIIik AT-uH(paKypbUIBIMBIH
KOJIJayJaFbl IIBIFBIHBIH a3alTyFa MYMKIHIIK Oepeni, SIFHU OyJl >KYMBICTBI OYITTHI CEpBHC
MpoBaiiepiepine  oTKi3e/l. bipak Oyn cuTyanmmsga Kymus  JEpeKTepal  OVITTHI
MHOPaKYpbUIBIMJIA CaKTay HeMmece eHJAey KayinTi O0oiyel MYMKiH, ce0ebi mpoBaiinepnepie
OHJICTICTIH JepeKTepre OaKpUIaHOAWTHIH KOJDKETIMAUTIK MYMKIHAITT maima Oonamel. by
MOCEJICHIH JKaJFbI3 IIEHIiMi, OYITTBIK cepBepiepre OapibIK jKeKe JepeKTepai Oepy anasiHaa
mupray 60k TaOBLIAIBI.

Keywords: homomorphic encryption, memory for data storage, Random Access
Memory.

KaroueBbie cioBa: romomMopdHOe ImMppOBaHWE, NAMATh JUIS XPAHEHHs JIaHHBIX,
OTlepaTUBHAS TTAMSTh.

Tyiiinai ce3gep: romomopdTeI mmdpay, AepeKTepAl caKTay YIIiH JKaIbl, XKeIeN Kalbl.

Homomorphic encryption - encryption form, allowing to make certain mathematical
operations with the encrypted text and receive encrypted result that matches the results of
operations to be performed on plain text. For example, one person might add two encrypted
numbers, and then another person could decipher the result of not using any of them.
Homomorphic encryption would merge into a single whole range of services, not providing data
for each service [1].

One of the areas of application - remote storage systems and services to allow for the
processing of these data. certain cryptographic mechanisms are provided for the protection of
information. There is one disadvantage of such systems to modify remote data transfer is
necessary for the network secret key, that is simply his disclosure that puts security at risk

Homomorphic encryption is also actively used in various search engines in order to
maintain the so-called "private research" - that is, the search for which a search engine does not
know anything about what users send requests to it. This is very much needed for people who
want to preserve the privacy of their own interests.

Furthermore, homomorphic encryption is used in the electronic voting systems, in
particular, when using blind signatures [2].

Partially homomorphic cryptosystem - these cryptosystems are homomorphic with
respect to only one operation (or addition or multiplication).

Partially homomorphic cryptosystem allow homomorphic computation only for a single
operation (or addition or multiplication) plaintexts. Cryptosystem, which supports the addition
and multiplication (thus keeping open the texts rings structure) is known as the fully
homomorphic encryption and is more powerful. Using this system, any homomorphic scheme
can be assessed, allowing us to efficiently create programs that can be run on the input
encryption to generate the encryption output. Since such a program has never decrypt your input,
it can be made unreliable party, without showing its input and internal state. In the existence of
an effective and fully homomorphic cryptographic system would have great practical
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implementation in the enclosed outsourcing computation, for example, in the context of the
cloud. Homomorphic encryption would merge into a single whole range of services, not
providing data for each service. For example, combining into one services of different companies
could consistently calculate tax, apply the current exchange rate, send a transaction without
providing the evidence for each of these services. Homomorphic property of various
cryptographic systems can be used to create secure voting systems, hash functions, resistant to
collisions, classified information and search engines enable the widespread use of public cloud
computing, ensuring the confidentiality of processed data.

One of the major problems known fully homomorphic cryptosystem is their extremely
low productivity. Currently, there are two main ways of its promotion in the use of "restricted
homomorphism" and the so-called. "Packing method ciphertexts." The first involves a
cryptosystem that can perform two types of operations (addition and multiplication), but in
limited quantities. The essence of the second in that the one ciphertext recorded several
plaintexts and wherein during operation of such a single batch ciphertext occurs simultaneous
processing of all of its constituent ciphertexts [3].

Homomorphic encryption is a form of encryption that allows computations to be carried
out on ciphertext, thus generating an encrypted result which, when decrypted, matches the result
of operations performed on the plaintext.

This is sometimes a desirable feature in modern communication system architectures.
Homomorphic encryption would allow the chaining together of different services without
exposing the data to each of those services. For example, a chain of different services from
different companies could calculate 1) the tax 2) the currency exchange rate 3) shipping, on a
transaction without exposing the unencrypted data to each of those services. Homomorphic
encryption schemes are malleable by design. This enables their use in cloud computing
environment for ensuring the confidentiality of processed data. In addition the homomorphic
property of various cryptosystems can be used to create many other secure systems, for example
secure voting systems, collision-resistant hash functions, private information retrieval schemes,
and many more.

There are several partially homomorphic crypto-systems, and also a number of fully
homomorphic crypto-systems. Although a crypto-system which is unintentionally malleable can
be subject to attacks on this basis, if treated carefully homomorphism can also be used to
perform computations securely.

In future, I must develop an algorithm for protecting the network application. And also to
study the architecture of high-performance systems and address the vulnerability of high-
performance computing.
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