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Abstract — This article is devoted to analysis of the
articles on cyberbullying of children and adolescents and
creating the methodology of working on the own work,
which related especially to Kazakh social media. The
article provides examples of similar works by foreign
researchers, the United States, England and other
European countries. Using the methods of theoretical,
namely analysis, synthesis, and empirical: comparison
and experiment, the analysis of works on this topic was
carried out, and this work was aimed at analyzing the
problem in the Kazakh space. In brief, we consider the
issue of creating a parser, as well as collecting data for
training machine learning and deep learning algorithms
that could find and block texts containing a humiliating
slope in real time. The article will be of interest to both
novice specialists who are engaged in data analysis, and
experienced ones to expand their horizons.

The question of implementing deep learning
algorithms requires further study, which is one of the
parts of a large work being done, as well as a future topic
for a subsequent article.

Keywords— Cyberbullying, Bullying, Classification, Machine
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1. INTRODUCTION

Cyberbullying nowadays getting more popular, especially
during the pandemic period. Issues of mental and actual
brutality that were already just in the social climate have
moved to the virtual one. From the start, it appears to be that
the type of such provocation is innocuous [1]. In any case,
the contrasts among cyberbullying and conventional genuine
harassing are because of the highlights of the Internet:
secrecy, the presence of a wide crowd, the capacity to make
assaults 24 hours per day, and the chance of adulteration [2].
This is stated in the study and Cyberbullying 2017 Russian
Association of Electronic Communications - KFS. In this
research work, a survey was conducted, as well as their own
developments, which are not disclosed for public use, but the
results of the study are available in open form. This study is
based on a survey with precise questions. The survey
involved 2,500 people in the 12-17 and 19-23 age groups.
Presently, the issue of savagery on the Internet is turning out
to be pertinent in light of the fact that the mental strength of
young people is under danger. Mental wellbeing is perceived
as "concordance of an individual both with himself and with
the climate: others, nature, space"[3]. The victims of
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cyberbullying are hesitant to impart their issues to grown-
ups, in light of the fact that they believe that they might be
denied of Internet access [4]. By the by, in the period of data
innovation, an advanced young person invests practically the
entirety of his free energy in the Internet. In this way, as per
the review of the Public assessment Foundation, directed in
December 2015. (distributed on 01.03.2016), just 10 % of
youngsters more than 6 years of age don't utilize informal
communities [10]. For a more point by point investigation of
the effect of cyberbullying on the mental soundness of young
people, we will present a meaning of this wonder, just as
feature its causes, types and jobs [5].

Till that moment we’ve discussed only about some
surveys and their analysis. But we didn’t cover cyberbullying
detection or recognition strategies yet. Also, we’ve made a
research on exact works aimed to detect cyberbullying texts
in media space[6].

In [7][8][21], specialists presented their work, where they
used DNN to recognize cyberbullying. In the light of their
results it is clean that the classical ML algorithms were
beaten. Also they have created neural network to detect. In
their approach they used Formspring, Twitter, Wikipedia
datasets to train their deep learning algorithm. During the
research they faced the problem that the data set is lack of
enough data. Generally all the work is well structured, but
there were a few configurations, which were stated in wrong
way or were not indicated.

Another approach used a data set of [22]. It was decided
for the first, because of publicity of the data set: everyone
can find it by the link (https:/github.com/Mrezvan94/Harassment-
Corpus). Also this data set consist of several types of bullying
topics: racism, sexual, policy, intelligence.
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Fig. 1. Methodology used in research work [22]
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On the collection step they had collected 24158 posts,
where 21045 of them were not bullying one and 3113 give
positive answer on the question of cyberbullying[9].

Among broadly agent tests of U.S. web clients matured
10-17 years, paces of detailed online provocation expanded
by 83% throughout the former decade, from 6% in 2000 to
9% in 2005 to 11% in 2010 (Finkelhor, 2013; Jones,
Mitchell, and Finkelhor, 2012). Another public investigation
of long term olds found that a normal of 10% said they were
tormented at any rate month to month on the web (Ybarra, et
al., 2012a).[10] The rates are higher when analysts look all
the more comprehensively at ugliness on the web (Levy, et
al., 2012). For example, a public review directed in 2011 by
MTYV demonstrated that the greater part (56%) of youngsters
matured 14-24 years have encountered boisterous attack
through web-based media, and most of them (53%) said that
the experience was profoundly disturbing (AP-MTV, 2011).
In another 2011 overview, led by the Pew Research Center,
88% of teenagers matured 12-17 years who utilize web-
based media said that they had seen others being mean or
remorseless on a long range informal communication
website (Lenhart, et al., 2011)[11].

This information was searched from “The Changing
Landscape of Peer Aggression: A Literature Review on
Cyberbullying and Interventions” review article from USA.
This research gives us detailed information about
cyberbullying growing up and how traditional bullying was
declined and so on.[12][30] But this research was done
physically. By physically we mean that there are no any
information systems of software to automate. The one was
done in survey format and simple analyzing, managing and
grouping the collected information.

II. MATERIALS AND METHODOLOGY

The main idea of all these works in general terms was the
same, but depending on the more deeply set task, different
technologies were used. Somewhere there was more work
with people, namely polling and then identifying some
patterns, and somewhere machine and deep learning
algorithms were used[13][33][34]. In studies where most of
the work is done with algorithms, databases are used, and at
this point the work again diverges in two directions: 1 - the
data set is taken from open resources, 2-they build their own
tools for data collection, then they do primary processing,
cleaning, manual tagging, and then they experiment with
algorithms[34].

[14] in his article it was investigated the plausibility
of naturally perceiving signs of cyberbullying. Pivotal
contrast with related examination is that we don't just model
harasser 'assaults', yet additionally more verifiable types of
cyberbullying and responses from casualties and spectators
(for example all under one parallel mark signs of
cyberbullying), since these could moreover demonstrate that
cyberbullying is ongoing. The result of this work is not fully
working information system to automatically detect
cyberbullying, but it needs to be checked by people if some
“sign” of cyberbullying will appear. The main problem in
this work that data set is unbalanced. It means that only 4-7%
of all data marked as cyberbullying positive and about all the
recent data is neutral data[15][16].

Despite of such problems or issues they achieved pretty
good results in the task automatically detect cyberbullying

signals for English and Dutch language post[21]. The results
fastened by AUROC(Area Under the Receiver Operator
Curve) score. As known AUROC is more durable to
unbalanced data.

Working with Twitter social network [22][23][33] did a
binary classification for cyberbullying recognition. They
have built a system to make semantic direction of each word
from dataset and afterward utilized as information highlight
in mix of other notable highlights to be specific, word
implanting, conclusion highlights, and various expression
level vocabularies that distinguish positive and negative
logical extremity of assessment articulations[24]. A broad
arrangement of tests were performed for recognizing
cyberbullying conduct in twofold plan (either cyberbullying
conduct exists in the tweet or not) and multi-grouping plan
(none, high, medium, low) to identify seriousness in twitter
posts. While in comparison with [25] and [26] they this
author created a semantic core from tweets they got and did
similarity to percentage of hate speech, while [25], [26]
aimed to make only binary classification to check if the text
conations bullying or not.

The highest point of general classifier execution was
accomplished by Random Forest with SMOTE of having
kappa measurement of 0.711, by and large classifier
precision 91.153, and f-measure 0.898.

The highest point of general classifier execution in paired
setting was accomplished by Random Forest to the AUC
0.971 and f-score 0.929. The noteworthiness of proposed
highlights is featured by contrasting standard highlights and
our proposed highlights in both multi-class grouping and in
paired plan. The work requires even more detailed analysis
and also requires a distributed dataset with average values of
neutral posts and cyberbullying posts[27].

TABLE 1. COMPARISON OF RELATED ARTICLES
REFERENCE ALGORITHMS USED METRICS CORPUS SIZE
(WORDS)
1] Binary classification, F-score, 85,462
Linear Regression Precision
Recall,
AUC,
MSE
[23] Naive bayes, KNN, F-score,
Decision trees, Precision 24,189
Random forest, Recall,
SVM AUC
[24] Logistic Regression, Accuracy, 37,373
SGD Classifier, Recall,
Random Forest, SVM, Precision,
LGBM Classifier F1 Score
[21] LDA, SVM, Linear Accuracy, 15,874
Regression, Multiple Recall,
Classification, Deep Precision

Learning

[36] Clustering, Accuracy, 5000
Classification, Recall,
Dimensionality Precision
reduction

[22] LDA, Accuracy, 17,546
Random Forest, Recall,
KNN, Precision,
Classification and MSA,
multiple classification MAE

In all these works methodology was similar and follow to
similar logic:

1) Collect relevant data, pre-processing
Figure 2 shows how data can be collected in the huge media
space. Generally, there are 2 types of parsing (based on API
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and with the own system architecture). To work with API
you need to connect it via token and for another sources of
information required to connect via user agent. Therefore,
depending on the task, you can choose: to work with API
and make your work faster and easier or you will parse
another web-resources scrapping the structure of the
systems
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Fig. 2. Scheme of parsing data from web-resources [35]

or

2) Find one in the open source, like git hub, kaggle and
50 on
The easiest way start experience for newcomers in Data
Science community is kaggle.com. It is the resource where
customer can upload his own data set and give the task to
the subscribers. For example, to build best predictive model
based on the data. But almost every data is available for
free. In this website data is collected to several groups. But
in our case, we don’t have or we didn’t find relevant data set
on our aim the research. [28]

3) Test Machine Learning and Depp
algorithms on this data set
There are several Machine Learning algorithms which
widely used in terms of predicting and classification[29].

e Logistic regression is a factual model that in its
essential structure utilizes a strategic capacity to
show a twofold reliant variable, albeit a lot more
perplexing  expansions  exist. In  relapse
investigation, calculated relapse (or logit relapse) is
assessing the boundaries of a strategic model (a
type of paired relapse)

e KNN (K-Nearest Neighbours) is a non-parametric
Al technique initially created by Evelyn Fix and
Joseph Hodges in 1951. It is utilized for order and
relapse. In every case input consists of the closest
training set in feature example.

e Linear Regression is a direct way to deal with
demonstrating the connection between a scalar
reaction and at least one informative factors
(otherwise called needy and free factors). The
instance of one informative variable is called basic
straight relapse; for mutiple, the cycle is called
different direct relapse

e SVM(Supper Vector Machine) are managed
learning models with related learning calculations

learning

that dissect information for order and relapse
investigation. Notwithstanding performing direct
grouping, SVMs can productively play out a non-
straight characterization utilizing what is known as
the portion stunt, verifiably planning their
contributions to high-dimensional element spaces.

e Random Forests are a troupe learning technique
for characterization, relapse and different
assignments that work by developing a large
number of choice trees at preparing time and
yielding the class that is the method of the classes
(order) or mean/normal forecast (relapse) of the
individual trees. Irregular choice woods right for
choice trees' propensity for overfitting to their
preparation set. Irregular woodlands by and large
outflank choice trees, however their exactness is
lower than angle helped trees. In any case,

information  attributes can influence their
presentation.
TABLE IL REPRESENTATION OF ACCURACY OF DIFFERENT WORKS
[1] | [23] | [24] | [21] | [36] | [22]
Binary 0.83 | 0.89 0.9 0.9 | 0.87 | 0.88
Classification
SVM 0.65| 0.7 0.67 | 0.84 | 0.82 | 0.79
SGD 0.8 10.895| 0.9 |0.88] 0.88 | 0.85
Random 0.85| 0.87 | 0.89 | 0.87 | 0.83 | 0.85
Forest
Logistic 0.87 | 0.87 0.9 09 | 0.86 | 0.84
Regression
Neural 0921 093 | 093 | 0.5 - -
Network
LDA 0.87 | 0.88 0.9 - - 0.82

4) Make comparative analysis between algorithms
Here all of the authors did pretty good analysis with
representation of their results on their topic. [25]. Most
common marks to compare the algorithms were:
TP
TP + FP [17][18]
TP
TP+ FN
_ 2precision-recall

precision=

recall =

Fl

precision+ recall
TP +TN
TP+ FN+TN + FP 9]

Those 4 marks are the most commonly used in terms of
testing if the model works in relevant way
5)  Documenting the work they did

accuracy =

III. DISCUSSION

There are bunch of similar research works on this topic,
one of them represented in the introduction section. This
work focuses to a few points in the current writing on
cyberbullying among the present youngsters. Specifically,
we need a superior comprehension of which youth are most
in danger of being menaces, casualties, and spectators on the
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web, just as the conditions under which youth are destined to
upstand against cyberbullying conduct. A significant part of
this examination should include recording the qualities of
existing enemy of cyberbullying endeavors presently utilized
in U.S. schools and youth's gathering of these activities. This
knowledge will help figure out which mediations merit
fortifying and growing and which should be
supplanted.[30][31][32]

Another research on school age individuals was done.
This article is an audit of the writing of cyberbullying[34].
Primary discoveries are summed up with respect to issues of
meaning of cyberbullying, contrasts, and similitudes with
conventional harassing; its degree; the types of
cyberbullying; the qualities of cyberbullies and cyber
victims; the impacts of cyberbullying on the psychosocial
improvement of youth; age and sexual orientation contrasts
of cyberbullying; and saw reasons for cyberbullying. Also,
the means that can be attempted by youth, guardians,
educators, and schools to manage the issue and potential
pathways for mediations, from a general wellbeing
viewpoint, at the individual, class, hierarchical, and network
levels are introduced from the writing. At long last,
conceivable lawful arrangements getting from both crook
and common law are introduced[35].

IV. OUR APPROACH

Using the previous experience of the works done, we
changed the course of our research. It was decided to take the
direction of automating the process of finding texts
containing a humiliating slope. Further, after that, we began
to study whether there are similar works on the territory of
Kazakhstan or at least on the territory of the former USSR
countries. As it turned out, there are several similar works in
concept, but even they did not meet our requirements. Since
we decided to create an autonomous information system that
could automatically detect and take actions to prevent
them[36]. Due to the lack of such tools, we came to the
conclusion that we will have to do everything ourselves.
Next, a plan was created, according to which it was
necessary to take several subsequent steps, which in
themselves are small projects, as well as topics of research
articles:

A. Exploring the media space where textual
information is most used

B. Use the methods of data collection in these portals
and make an information system that makes it
possible to analyze text information in real time.

C. After the data has been collected, do manual
marking of the data

D. Experiment with conventional machine learning
algorithms (Linear Regression, SVM, KNN...)

E. Create a collection of words from the data set to
create the core of the Kazakh language

F. Collect a large amount of training data

G. Make a training of deep learning algorithms for
natural language processing

CONCLUSION

The spread of interpersonal organizations on the planet is
developing, which implies that an ever increasing number of
individuals will encounter cyberbullying. Because of the
pandemic, the prominence of online schooling and learning

through the Internet is developing. To shield kids from
cyberbullying, such messages should be naturally recognized
and hindered.

In our examination, we made informational indexing to
prepare to distinguish cyberbullying on the Internet.
Specifically, we did research analysis on several same topics,
did competitive analysis of them with our research direction
and gathered a corpus(bag of expressions) of cyberbullying
in the Kazakh language, performed essential
information handling and cleaning, and stamped them for the
errand of parallel content order.

words
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