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Kpurrrorpadus esivist reubivm nowre aliianysin Kepeerken ok Kpumrorpadis esimin reumsivi navre
aliHaTy i AMEKTPOTHIK AKTAPATTHIK TEXHOTOTHAMH TYHHAAraH MPAKTHKAHAIH KAKETTLTIFiHE Naphis.

KpHITTOrpadATHIK AAICTEDIR TEOHATHK Herisi GOTHI MATEMATHKA MeH TEXHMKAHE ToMeH7Erieil
GnisyepityIe KONIAHHUIATHH MATEMATHKATHIK WIER12D TAGHIATS

- KAVILIKTap KAACTapLHLIH XY iCCiHET] MOAYILIK apHipyeTIKa;

- casnapmsin Kaii KoGeliTKinTepre AikTenyi;

- aKIPTHI OPICTEDTH MATEMATHKATHIK AKTAPATTAPHL

- ITEGPATHIK KOMMYMETIKTEp KACHETTEi;

- AwcKperTiK TorapdM Maceneci;

- KoaTay Teopusc.

Kpunrorpadsnsix undpnay anictepi umpnay Kirive e onapai Kaiita awy Genrici Goiisina
CHMMETPHATHIK aHe aCCHMETPHATHIK f1en 2-Te KikTeneri [4]

CiuMeTpHATHIK 7iCTe KiGepylii MeH KaGHIAYIIEIAA Tek Gip Fana KiTT KOMIAHBATS (KIS Kin).

A aceHMeTpHATHIK dAicTe 2 KT KOGHBIATS KYHS AIHE QUK KiTT.

Cinaverpransik aicrep: DES, IDEA, TOCT

Accuvierpuaik aicrep: RSA, Diffi-Hellman

‘CoHFI AaPTH! FACHPAA KOMITHIOTEPIIEP/i eCenTey KyaTsi eAyip ocKeH, ate GY TeHICHIS apbi Kapali
KAIFACATHIHBINA €iml KYMAH KoK KomTeres KDHITOTpUATSK Oy3ynap Mapaiiensii KOMTIOTepIEp yiis
KaPIMWT €CEITEY MPOUCCCOPTIK KAPHM-KATHIHACTH KEKET ETTIETiH MIUITHADITAraH Warbii GeniKTepre
Gonineni. COMTHKTAN CeHisgti KPHTTOTPAUATHK AYenc ecefiTey TEXHIKICHIBIR AQMYiH KOTTereH
Keuiapra Aeliit 7T a7 eckepit OTHPATEL
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C.A.HYTMAHOBA', AM. AXMETOBA, IILY. MAKCYTOBA®
AKIAPATTBI KOPFAY JKYIECI

*KA3AKCTAH, A/IMATBI,
ABAIT ATBIHTAFBI KA3AK ¥/TTTBIK ITETATOTHKATIBIK VHIIBEPCHTET,
SKA3AKCTAH, AJIMATBI,
QU-APABI ATBIFIATBI KASAK ¥/TTBIK VHHBEPCHTETI

AKNapaTTE KOPFIy MEMTSKETTK feHreilie KISipri Ke3le o3KTi Mocerlere aliHATIS KOHE MeMUIeKeT
ausmark Gipren-Gip WeWinyi KAKET, YITTHK KayinciyuKTIH HErisri YMeMeHT PeTiRie KapACTHPEUTHIN
‘omsip MaKkanaa KaIsira OpTaK KypaT-calivaHTAPHIH CHII3Y KOMEFiMeH MeMTIEKETTiK GaCKapyAbl KeTinipy,
@UIIK) KOHE (MOGWTSI YKIMETT) KYPYAH AETUUIPY KADACTHPHUIIM, COHMMEH GIpre aKMApaTTHK
MHPAKYPHUTHMHLIN KOTKETINITIrIE MaMbITy MaCeTeci Wemineri AKNPATTHK KOFAMHbIH JMybl a7am
'PECYPCTApHIHLIH ZAMYBINH GIpre KYPETIHIiriH CCiepy KACT, MEKTPOb KAIITacy Giit Gepy Keverivieh
‘AKNAPATTHIK TEXHOTOMMATAPMEH AYMBIC ICTEY KIHE 0PI MEHTEPY MYMKiHTIKTED] KaTHITTacaTsL.

Kimmmis: ce30ep:xpunTorpadis, aKnapaTTsi Kopray, KPHITOQHATHS, KEAITK TEXHOTOTHATAD, KOPFAHHIC
Kylieci, KpHITTOrpagATLIK MpoTOKOT

B HacTORIIeE BpeNt aKTYaTbHONi CTAHOBHTCA MPOGIEMA 3aLTITH 1HOPMALIN Ha FOCY AAPCTBEHHOM YPOBHE,
KOTOpSi HEOOXOMMO PEILINTS, NEAYCMATPHBIETCS B KANCTBS OCHOBHOTO ICMCHTA  HALMOHATHHOM
GesomacrocTH. B CTOThe C  TIOMOIO  BCOGIIETO  BHEADCHNS  WHCTDYMCHTOB  NPEANOTraeTcR
YCOBEPUIEHCTBOBAHHE TOCY IAPCTBEHHOTO YTDAKTEHHA, COYIAHHE (OTKPHITOTO) I (MOGHTBHOTO MPABHTENECTBDY,
2 TaoKe Gy T peIlIaTICA A7aNH PATHTI ZIOCTYMHOCTH HHOpMaIHORHOF MipacTpyKTypsi. Hazo yects, 410
PasBHTHE MHQOPMAIIONHOTO OGIIECTBA /IOTAHO COMPOBOAIATECS PA3BHTHEM HETOBESCCKIX PECYPCOB, ©
TIOMOIIBH0 MEKTPOHHOTO OGPAI0BAIS (GOPMHPYIOTCS HABHIKH PAGOTH! C HHPOPMALIOHHEINI TEXHOTOTHAMI it
BOAMOAKHOCTH HX 0CBOSHIS.

Kuoueseie crosa: KpunTorpadus, iipOPMAIHONHAS GE30NACHOCTS, KPHITOAHATI, CETEBHIE TEXHOTOTHI,
‘CHCTeNa SauITsL, KpHITTOTpadecKili TPOTOKON

At present, the problem of protecting information at the state level, which needs to be solved, is envisaged as
the main element of national security. In the circle of these directions, through the general introduction of tools,
improvement of public administration, the creation of an "open" and "mobile government" are supposed, as will
the tasks of developing the availability of information infastructure. It should be taken into account that the
development of the information society should be accompanied with the development of human resources, with
the help of e-education, to develop skills in work with information technologies and the opportunities for their
development.

Keywords: cryplography, information sccurity, eryptanalysis, network technologies, protection sysem,
cryptographic protocol
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Kasipri Ke3/ie aKnapaTTh! KOpray Kamnibi YITTHIK MICENETe afiHATLIN OTHIP. AKNAPATTHIK TEXHOMOTHAHBIN
KApKBIHTS! My Kate MHTEDHETTIH Te3 Tapanyb KOHGWISHUNATIS QKNAPATTH KOprayibii aficrepiti
JaMBITYFa, acipece KHITOrPAQWSHHH /AMYHIHA KONl acep eTTi. MeMICKETTiH Gapik Cananapsiia KaTicTst
‘aKNAPAT HAKTHI CASCH, MATEPHATISIK KIHE GAFATHUTHITH KAFHHAH 713 KYHIHI GOTHIT CMATATH. AKNADATTH
KOFQy MeMIICKETTiH KOWApACHMEH AIFANIA KIri KEVle OKTi MACeNere QlHATIS KaHE MEMIEKeT
ansmark: Gipaen-Gip wiewrinyi KIKET, YITTHK KayinCisniKTiR Heriari YMeMEHTi PeTisie KAPACTHIPHUTHIN OTHID.
KaHa KyaTTHI KOMTIOTEPEP N, KeLTIK TEXHOTOMMATAPISIA Nz GOTYH! MEH AKNAPATTHH KOMISIOTEDTE
OFHIPTAHYSE MYIVIEM AWTMALTHY SIen CAHATFAH KHITTOTpag AYIeCin naiiananyra MYMKIHIK Geper
KpHITTOrpapis Tepysi eXeri FpeKTEps CrypLos — Kymius aie grapho — Ky CovepiHeH KyaTFaH.

Ky calisii KpHTITOrpaHsMEH KPHITOTPAQHATHIK JTiCTEp GiSAif KYHIETIKTI OMIDIMI3OEH TYPMHICEMBITFA,
Kertinen erin keneri. Mise Giprete Mbican . E-mail-zi iGepe OTHpein Gi3 Keli aralinapaa MEIOTIH MuiHa
cyparsina ayan Gepewis: “Iludprey pexini KukeT ne?”. Bank KapTOIKACHHSIN Herepi TepMIHAT ApKBUTH
GaiKKe AYFiHE OTHDHIN, AWTHIMEH KAPTOMKANSI ayTEHTHUKAUMATAY S KPHITTOTPABUATHK MPOTOKOTEIH
opuinzaitaet [1]. Kpunrorpaduanisix aictep (aKnapaTrst Kopray) MeH KpITORHATHSAIN ( KOPraymt Gysy )
KOIITereH Typriepi UIHFLN KaTip. Db KPUITOTYPAKTBUTHIK MeH OHiSVILTIK CHAKTS! TATaNTapst JpAaiisine
ecin kenezi. COran GAiLIANHICTH CORFB KbUIAAPS! CHIBIKCH, COMBIH ilIiFE AKNAPATTE KOPFAYFA XAOCTHK
HAMMKAHE! KOTVIAHY MOCETEEpi KEISbIFYIIIBUTAIK TYFBISUTS.
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KO:IRHYFa, KikeTT Ke3-KeAreH 6acKa MpOrpaMMAHKIH TYKLIPHIMAAMACH CHAKTH! KOPFaHbIC YIiCCilt Kypy.
TYABPHMIGMACH 712 MbHQMAli CYPAKTADIS KADACTHDAT. AKNAPATTH KOPFaY aliMAFHIIAFS! MAKTHKATHK
SePTICMEAEPIiN O3KTIAIr, KOPFaHbIC KYliecit KYPYABIH HFiSri KESEHIEpi AaHE KOPFAHIC MOCEIIECiH IEIY
‘2 TYPI aAiCTeMEepitit CATICTHPMATH TATIAYHL

‘Kopraric syliecit KypyAIK Heriri keseruiepi Tomererizell Gonsin sixtenesi (cyper

1. Mymin 2. Kopranbl
Sonaruim Kayin- wyiecin
KaTepaiK Tangaysi wocnapnay

Kopransic
yitecin Kypy

3. Kopranbic
eyiecin icxe
ackipy

Cyper | - Kopeansic xcyiiecin Kypy xesenoepi

1. Mywxin Gonarsi Kayin-kaTepiis Taniaysi Kefleci Kayin-Katepien KODFAHYTSH Herisri Typrepin
epTTeyMen aliHaTHICATbE

- AKNApATTHIR KO(DHICHIMAT TSI HHHIH Gy3BUTy ISR Kayin-KaTepi;

- AKNPTTI GY TiHALTITiHiR Gy3SbUIYHIHLIN Kayirl-KaTepi.

By KeseH WBHIMFHAIA 70 GAPILK Kayin-KATEpi AbINTHILHG GAlicaisl Susn (UPYC, YPISK)
KeTIpeTiRIEpiH TarayMeH aSKTaTaTh.

2. Koprasic ylleciti Xociapiay Ke3eHi KOPFaTaTHIH KYPHLIHMIZD TisiMiHeH KOHE OTApra MYMKiH GotaThih
Kayin-KaTep/ien Typa. By Keyie KOPFaHHICT! KAMTAMACHIS €Ty Kefeci GarbiTTapsif Ha3apra any Kaker:

- KYKBIKTHKCTHRRIBIK,

- NOPATBIH-ITHRAIBIK,

- KOPFHBICTB KaMTAMACHI3 CTYAiH KIMILITIKTIK 11apatapst;

- KODFAHBICT KAMTAMACH3 €Ty I AMNApATTHIK-TIDOT PAMMATHIK LIapaTaps.

3. Koprassic yilecis icke aChipy aKNapaTTH! OHEY i KOCTAPIANFAH EPCAENEpiH icke aCHPYFa KIKeTTi
KYPAILAGP/Ibl OPHATY MCH GAITTAY bl KAMCHIIIAH LIPS,

4. Kopranbic yliecin cylieme:yiey Keser ayiicHirt KyMbiCHH GaKELIaY, OWIAFb! GOTHIN HATKAH OKHFATAPALI
TipKEy, KOPFaHBICTHI Gy3y/Ibl aliKbIMJIAY MAKCATHIMEH O7ApIbl TANIAY KOHE KAKETIHIIE KOPFAHBIC Kyiiecin
TyseTyMeH CHRATTAT

Aknaparrs: Kopray a7icTepi Tomerterineli Gonsin AikTeninez (cyper 2).
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AxnapatTii Kopray spicTepi
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‘Cyper 2 - AKNGpaTTLI Kopray aAicTepiHin AikTenyt
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'KOpFaHSCTHIH anNAPATTLIK HAICTEpiH KOM1AHY MHaTali TEXHIKATHK KYPAIAADb! Hali TNy 1o YCHHATEL

I TempamTsm  KoWe  AQISUATHH | KYDHIFHUGDIAM  Kopraiitb  TRD-800  kateropusist
PAIHOXAGAPIAFHIIITAP MeH MarHHTOMOMTAD ETEKTOPS,

2. HKacwpsin Gelite GaKsLIAY KYPATHIH MOZYTBIK HOMIpTED;

3. AKNGpTTH KETKIOYNR AYHCTUTSFHN KAMTAMACHS CTCTH AKNGPATTH QHBKTHUTHKKA TEKCEPY
chnGanaps;

4. Kynusmst kykarrapas: #iGepyre apwanran SAFE-400 Kareropwsns: (pakcrik XaGapasis ckpemGrepi.

'KOPFaHHICTHIH ANMAPATTHIK ATCTEPi PECYPCTAPBIH Y/TKeH UIIFBHBIH TaRAN eTe.

TIporpasyanbik TCTep ecenTeyiili ATTOHTMAED MeH KATHHAYTS WEKTEYAi KAMTAMACH eTeTist
MpOrPAMMATAD B KaHe AKTAPATT! PYKCATCH3 MAi{AQaHYAaH WIHFApYAL! Yeuazst. TIporpaansix aticrep
Kereci (yHKIAIAPS icke achpaTs:

1. Mnenmnpwkaus, ayresmakauis, astopwsatuis (Pin KoATap, naportsaep yiienepi apkursi);

2. PesepsTi Koulipy KaHe KATTHIHA KETpY NPOLEAYpATApH

3. AHTHBHPYCTHIK MPOTPAMMATDS! GETCEHTi KOTAAHY KoHE QHTHBMPYCTHIK KOPTApIsi i KaHapTein
ompy;

4. Tpasauans owey.

AKNapaTTE KOFOyIsIH KHITOTpApMATHK 7ici — GY aKnaparTi Wmprayisi, KOTTQyIHH HeMece
‘GacKatua TYpreHpy i apHalist JTici, MYHSIR HATIDKECIFIE QKTAAT MASMYHHIHA KDHITTOTPAMMA KITTIHCI3 AaHe
Kepi TypreRAipweli Wkiry MyMKis Gonaiisi. KpHITTOrpaguaTsiK Kopray — ex ceHisyti Kopray aici, efikeHi
AKNAPATKA. WHIFY eMec, OHBIR Tikeneil 031 KOpranatsl, (Micans, ayefi TacyBill YPIaHFaH KaraaiiTin o3
ownars umpasran aiiist oy MyMKis esec) [2]

Mysnaii Kopray anici CTWAGTTH OTIEPAINATAD Hewece MPOTPAMMATED fecTeci TYpiwie Aysere
achphIATL.  ONCPANATK KYHCHiN HOTISiMICri KOPray KOGiHECe KATHIHAC KYPYIl GACKBpyAbIR
POUETYPATAPI AYIETE ACHIPYFA MYMKIHAIK GEpETiH MATIMETTEp KOpi Gackapy yiienepi jewreiiisteri
KOPFay KYpaLIapLINEH TOTHKTHIPbIY KEPeK.

Kasipri Keyie aKknapaT KOpFaymsH KDHITOTpApMATHK omiciuin Komuminik KaGmuaraM KiKTeyi KoK
Jlerenven, siGepineri XaGapnawasix JpGip CHMBOTH! LIMGpAAYFa TYCKEHE WAPTTH TYpAe 4 Heriari TomKa
Ganyre Gonazsi:

- ayBiCTBIDY WIPIAHYIIS MATIHHIR CHMBOIEDS COT HeMece GACKa AMABHT CHMBOTAGPEINGH ATTBIH a1
Getrinenres epeKere CailKee ayHCTHPHIATS,

- aHATATHKATHK TYPIEWTpYZe WM(ppIARYW MATIH Kawmaii 1 Gip GHATHTHKATHK epexe Goibimma
Typrenzipine;

- OPbIH QyHCTHDY WIM(PIAHYII MATIHHIN CHMBONIAHNGIR OpHEI iGepineTin Marimin Gepinre
610 BIHBIH WeriH e Kanaii 12 6ip epeike GOMLIHIIA LIH(PIAKAL
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/AKNapaTThi KOPFAYIIH YibIMAACTHIPYIILUILIK 1ici Kenlecl ic-Inapanap/ibiH YiLIMIACTEIDBUTYB! MEH icke
achpuTyBIH KapaCTHIpATS

1. epre Kapet Koprabic;

2. KanGaiiTsin cefi(Tepre aca KAKETTi KYAATTAPH CaKTay;

3. o1y ylleci apKLUTS! KaTHIHAY PErTAMEHTI;

4. Gakenay wyliecin yibMIACTHPY;

5. KONMAHYWSUIISH 9P TYPTi KATErOPHATAPSIHIH KOFAHHIC OGHEKTUTEPi MeH Onapasii opmzany
TATANTAPHIHA KATHIHAY TSI PETTAMERTAENAITHIH KOMEKIL] HYCKAMATAPAH Aaspiay.

6. MaMaRIapAL TaRAaY MeH faspray;

7. xayinciziix Macenec GONbIIIA CeMHHAPIAPFa, KOHDEPCHINAIAPRA KATHCYIS! KAMTACH €Ty Mei
yitsacTHpy.

Jlepec KOMIBIOTCp/Ti MPOTPANMATHIK OHiNi MeH KIGCpLICTIH AKNaPATKA PYKCATCHS WIKFYIAH CH CCHiMI
Kopray - ap TYPIi unpray S7iciH (aKNApaT KOpFaY i KPHITTOT pagiTb! STiCTEp) KOTaHY GOTHIN TaGHUI.

KOpFay iR KpHITOTpaWATHIK O7iCTEpi €N aKNApATTH  TYPICHTIPYAIR  apHaibl - KypaIpHHS
KIBIHTHIFEH TaMBI, HATIKCCIFIE OHBIH MA3MYHSI KACHDBUIATEL

KpHITTOrpadUATHIK SAICTEPIIR MAHBIIEI QVIMAKTAPIA KOTIGHSUTYHHA KADAMACTAH KHITTOrpagMsHs!
SMI0TTHIK KOIaHY OB GYTIHTi KOFAMTA ATKAPATHIH PO MEH MAHBIHHA TITTEH KGH KOPCETKEH KOK.
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