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The article analyzes the concepts and different regulatory approaches
to the concept and content of personal information. It accentuates the de-
ficiencies of modern legislation on the status of personal information and
their constituents. The article provides examples from practice confirming
the existence of serious problems in the field of security of personal infor-
mation. It also suggests actionson how to improve the domestic legislation.
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B cTaTbe MpoOBOAMUTCS aHaIN3 MOHATUS U Pa3INYHbIX HOPMATUBHbLIX
NnoaxoZloB K MOHATUIO U COAEPXaHU MEePCOHabHbIX FpaxaaH. AKLEeH-
TUPYyeTCs BHUMaHWE Ha Npob6remMax COBPEMEHHOrO 3aKOHOAAaTefNbCTBa O
cTaTyce mMepcoHasbHbIX OAHHBIX U UX cy6beKToB. [puBOASTCA NPUMEpPbI
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OXpaHbl MePCOHaNbHbIX AAHHbIX. BHOCATCA NpeAoXeHus Mo COBepLUeHC-
TBOBaHMWIO OTEYECTBEHHOIO 3aKOHOAATENbCTBA.
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ON THE PROBLEM Personally information is the information, the misuse of which

OF PROTECTION may harm the dignity, honor, good name and reputation, as well as
OF PERSONAL person’s material and non-material wellbeing.

INFORMATION The Law «On personal information and its protection» from

May 21, 2013 defines personal information as «information, relating
to the specific subject or a subject that can be identified through
this information,which was recorded in electronic, paper and (or)
other tangible medium.» It is evident that the subject of the personal
information is an individual to whom the personal information
pertains. It should be noted that the Law does not differentiate
between the types of subjects, including absolutely everyone
independent of citizenship, gender, age and other characteristics.

According to the law, it takes the responsibility to «... regulate
social relations in the field of personal information, and defines
the purpose, principles and legal bases of activity relating to the
collection, processing and protection of personal information» [1].
Consequently, this law must strictly regulate the fundamental ways
in which the establishment, processing, and protection of personal
information are regulated. Although, the law was adopted in 2013,
there are many issues with its legal implementation. The majority
of the major personal information database holders have already
adopted internal regulations, rules and instructions regarding the
establishment and storage of such databases.

It is worth noting that there are many such personal information
database holders, which include governmental organizations, banks,
various financial institutions, service providers and others.

The adoption of the law has not brought serious changes in the
way the personal information is collected and preserved. However, the
law has mandated the holders and operators of personal information
to get subject’s or their legal guardian’s consent for the collection
and processing of such information. The consent of the subject or
the legal guardian mustbe authorized in writing,electronically or in
any other way in which the privacy protection actions are used.

However, the domestic legislation happens to be very loyal to
the owners of information systems and their operators. It can be
concluded from the fact that the personal information is not part of
the confidential information. Therefore, the Kazakhstani legislation
has divided the personal information into the information for open

ISSN 1563-0366 KazNU Bulletin. Law series. Ne3 (75). 2015 79


mailto:2210@mail.ru

On the problem of protection of personal information

acccss and for restricted acccss; however, has not
defined the boundaries of what is included in the
restricted access.

Ifwe refer to the foreign experience, we can note
that in many European states for more than 25 years
there has been a special institute ofjurisprudence -
institute of the protection of personal information.
The purpose of this institute is to protect the
personal life of an individual in the environment of
automatizationof personal information processing.
More recent Constitutions, such as the ones of South
African Republic and Hungary, have an addition
to their Constitutions that addresses the rights to
the security of personal information. In Article
11 of the legislation of the Russian Federation on
«Information, informatization, and the protection of
information» the personal information (personally
identifiable  information) is categorized as
confidential information. Its collection, storage,
use and distribution arc allowed only with the
consent of the individual to whom the information
pertains based upon the judge’s decision. Moreover,
the Russian Federation has a law on «Personal
information» from July 28, 2006 which regulates the
restrictions on the circulation of such information.

Personal information is the primary component
ofan individual’s confidential information, the scope
of which is expanding though time. Nowadays,
not only does it include the birth date, addresses,
telephone number, but rather different identification
codes and cyphers that must be protected by the
government.

In the purpose of governmental regulation
(social security, financial control, public and
national security etc.), the unified informational
systems arc being adopted which in one or another
way include personal information of the citizens.
This is the particular intersection of the interests

information databases, resources and electronic
documents, there is a need to discuss the personal
information, and personally identifiable information.

Recently the problem ofthe personal information
protection has exacerbated due to the changes in
the economic mechanisms, as well as extensive
automation of the data collection and processing
of socio-economic information. The former has
resulted in a number of new entities, such as legal
entities independent of the government, which
collect and process data. The latter has substantially
simplified theprocess of copying, distributing and
use of information of any nature, including the
personal information. All of this contributed to

the emergence of a new kind of criminal activity
- the theft and an illegal circulation of personal
information. Since the inception of the worldwide
web Internet, where the problem of identification of
users still has been resolved, the cybercrimes have
become widespread.

The objects of attacks are Internet resources,
local computer networks of banks, large commercial
companies, governmental and public organizations,
but first and foremost, their databases.

Different kinds of confidential information
in regards to citizens, including information on
financial transactions, the identifiable settlement and
payment data of electronic payment systems, the
SIM card codes of radiotelephone public networks
and others have turned out to be under the threat.
Usually actions taken to obtain personal information
are conduits to the future criminal activities.

The global community along with different
governments clearly feels the negative impact of
these incidents, which include direct financial losses,
the breach of reputation and consequently, the loss
ofpublic’s trust. The loss from the criminal turnover
of personal information accounts for 20-25% of the
total annual criminal activity.

During the IlI International Conference on
«the Development of Information Security in
Kazakhstan» in Astana experts highlighted that
«Nowadays, the most desirable asset in the eyes of
competitors, dishonest employees, and criminals
is client’s personal information. And what are the
clients? It is us. Our mobile phone numbers, our
WhatsApp, Skype are the tools used by criminals
to earn money, by planning and conducting fraud,
and fraudulent transactions. This information must
be protected by any organization» [2].

In world practice, the scandals involving the
leak of personal information are very common. For

approximately 900 Danish citizens became public
on the Internet. ComputerCompany CSC, which
is responsible for the preservation and protection
of the data of government agencies,erroneously
included the personally identifiable information into
the ‘Robinsonlisten’ - the list of citizens who are
protected from the email advertising and telephone
marketing. During 51 minutes, when the database
was in open access, the information was downloaded
18 times» [3].

In Germany, personal information security
scandals are more often, and according to Special
Forces «The personal information of 21 million
individuals is sold inthe black market. Deutsche Well
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reports that initial investigations are held in the call-
centers. The business magazine WirsehaftsWoche
wes offered to buy the bank account information
of Germans for 12 million euros. As a sample,
the editor received ‘demo-version,” a CD with
the information of 1.2 million people. Along with
personal information, such as date of birth, the
database included bank account information and
their identification numbers, and some of them
even have detailed transaction amounts in the
accounts»[4].

Atthe end 02014, the United States experienced
a major leak of personal information. The major
retail store TIX Cos reported that hackers for more
than one and a half years had access to the payment
information of clients who paid with debit and credit
cards. Consequently, the hackers acquired 45.7
million card numbers. The experts from Gartner
Company state that this leak has become the largest
identity theft in the history of using plastic cards.
Notably, the company’s executives found out
about the theft two months ago, however decided
to not publicize this information that is why it
only became public today. According to the police,
the initial suspicion occurred yearly in January
of 2007, when the administration of the stores TJ
Mex, Marshall, and several other brands operating
under the direction of TJX Cos reported that about
455,000 buyers in North America and the UK have
complained that their personal data was stolen» [5].

Although Kazakhstan does not occupy the
leading position, but it has also been involved
in various scandals. For instance, the «a group of
Russian hackers have broken into the database of
the Special Forces of Kazakhstan, which contained
the personal and work-related information of more
than 130 million residents of Kazakhstan and
other CIS states. In this database, along with the
information from the Ministry of Internal Affairsand
the Federal Special Forces there were confidential
information and conversations from social networks
such as Vkontakte, Odnoklassniki.RU, and other
confidential information which has been collected
for the past ten years. And to highlight the Special
Forces’ failure, they posted all the secret information
from the database for open access in the popular
‘National Data Search’portal» [6]. Here it is already
interesting that the federal forces of the Russian
Federation have access to our personally identifiable
information.

Personal information is regularly used by
fraudsters. For example, the law enforcement
services of the Republic of Kazakhstan repeatedly
recorded cases of the use of personal information
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(copies of identity cards and PIN) by bank
employees to obtain mortgages in the names of
certain citizens without their awareness. The same
scheme is used for the sale of real estate, purchase
of expensive goods and so on. Often the participants
or direct executors of these schemes are people who
have direct access to such data, information, and
materials. Today, the telephone numbers are used
to extort money in different ways, and so forth.
Experts say that in 80% of cases, the prosecutors of
such crimes are internal employees who have direct
access to personal information.

In fact, the legislation of Kazakhstan has
created all the conditions for the implementation of
single database which would contain the personal
information of all the citizens. In particular, the
legislation has allowed the electronic information
sources containing the personal data about the
individuals to be legally regulated. The Law of the
Republic of Kazakhstan «On Information» defines
personal data as «information about facts, events, and
life circumstances of an individual or information
that allows identification of the individual» [7].
Article 13 of this Law identifies the legal regime of
electronic information sources, containing personal
information about individuals such as:

1 Electronic information resources, containing
personal information about individuals, belong to
the category of sensitive electronic information
resources, obtaining, processing and use of which is
limited to the purpose for which they were collected.

2. No person has a right to demand from
individuals against their will the details of their
lives, personal and family secrets, secrecy of
correspondence, telephone conversations, telegraph
and other communications with other individuals,
including information relating to their origin, health,
views, political and religious beliefs for the purpose
of forming electronic information database or for
any other purpose.

3. For electronic  information  resources
containing personal data, keeping the confidentiality
is required from the moment the data is presented by
an individual to whom the data relates.

4. It is prohibited to use the electronic
information resources, containing personal data of
certain individuals for the purpose of harming their
material and/or moral well-being, limiting their
freedom and rights, which are guaranteed by the
Republic of Kazakhstan [7].

However, these legal norms are not adequate to
guarantee compliance with the law by all government
agencies, individuals and organizations. In its most
general form, the personaldata, information may include:
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1 Biographical facts;

2. The information about the marital status;

3. The information about the state of health;

4. The information on the financial status and on
the estates owned.

Government Resolution from June 5, 2007
Ne 460 approved the list of individuals’ personal
data included in the state electronic information
resources, which include:

1 Full name;

2. Transcription of name and surname;

3. Birth information: date of birth, place of

4. Nationality;

5. Gender;

6. Marital status;

7. Data on citizenship: citizenship (previous
citizenship), the date of acquisition of citizenship
of the Republic of Kazakhstan, the date of loss of
citizenship of the Republic of Kazakhstan;

8. Personal Identification Number (PIN);

9. Portrait image (digitized photograph);

10. Signature;

11. Legal address, date of
(deregistration) of legal address;

12. The information from the identity document:
document title, document number, date of issuance
of the document; validity of the document, the
authority that issued the document [8].

Meanwhile, different regulations define personal
data differently. Thus, the Law of the Republic of
Kazakhstan «On State Registration of Rights to Real
Estate and Transactions therewith» from 26 July,
2007 include surname, first name and date of birth
of an individual, the name and registration number
of the legal entity as components of personal data.
Concurrently, Code of the Republic of Kazakhstan
«On Taxes and Other Obligatory Payments to the
Budget» from 10 December, 2008 include the
following in the personal data: 1) surname, first
name and patronymic; 2) date and place of birth;
3) gender; 4) residential address; 5) the number of
identity card or other document proving the identity
of the taxpayer [9].

The list ofpersonal data mustcomply with Clause
1, Article 19 of the Constitution of the Republic of
Kazakhstan, which establishes the right of each
individual to decide to indicate or not to indicate his/
her national, party and religious affiliation. This right
was intended to protect the citizens of Kazakhstan
from the possibility of discrimination. So, Clause 2,
Article 14 of the Constitution of Kazakhstan states:
«No one shall be subjected to any discrimination
for reasons of origin, social, official status, estate

registration

ownership, sex, race, nationality, language, attitude
to religion, personal beliefs, place of residence or
for any other circumstances.» In this regard, we
consider it necessary to legallyprohibit the use of
personal data revealing racial, national, ethnic,
linguistic, religious or party affiliation, except for
circumstance expressly provided by law.

Security of confidentiality of personal data
requires a clear legal regulation, namely the
establishment of a legal working regime. Given the
importance and meaning of the institute of personal
data and its role in a person’s life at the moment, as
well as the fact that its use is likely to cause substantial
harm to the person, his authority, financial well-being,
professional image, and so forth, the legal regulation
of the circulation of such data should be done at
the legislative level. In this regard, we consider it
necessary to adopt the Law «On the personal data.»
The same position is shared by many countries who
have adopted special legislations.

When dealing with personal information,
holders of personal data must ensure its safety and
confidentiality. Circulation of data that constitutes
personal information, as well as circulation of
any other information, includes the collection,
storage, processing, transmission, blocking,
depersonalization and destruction. In addition, it
is necessary to establish on the legislative level the
list of reasons for the collection of personal data,
in order to avoid its abuse. In our opinion, when
dealing with personal following requirements and
conditions data must be taken into account:

1. Personal data and information can be
collected by specially authorized state bodies, as
well as legal and physical persons on the basis ofthe
current legislation of the Republic of Kazakhstan;

2. Personal data must be collected precisely
for the purposes defined by the law and any other
usemust be prohibited;

3. The personal data should be stored for a fixed
period of time, which should be determined based
on the purpose and use of personal data;

4. The integration of personal data databases
must be prohibited;

5. Use of personal data should be carried out
in secrecy, keeping information from unauthorized
access, destruction, leakage, disclosure, uncontrolled
use, and its modification;

6. It should be prohibited tocollect personal data
of individuals or legal entities for the purpose of
causing material and moral damage;

7. The individual must consent to share personal
information willfully in his/her interest, and must be
able to withdraw from the agreement.
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8 Public databases created to provide
information to citizens should collect the data
only with the written consent of the holders. This
data should be removed at any time at the request
of the individual. Public personal information is
the personal data to which access is granted with
the consent of an individual to the public or to
the member countries that are not subject to the
confidentiality requirements in accordance with the
national legislation.

9. Persons who have direct access to such
confidential information may be subject to criminal,
administrative and civil liability;

10. For analytical, statistical or other similar
work all personal data must undergo the process
of depersonalization, which are actions taken to

eliminate the possibility of identification of an
individual.

11. In case personaloriginal data on individuals

converges, it is necessary to givethem distinctive
characteristics.

These requirements should form the basis for
the confidentiality of personal data.

As guarantorof citizens’ rights to privacy and
confidentiality of personal data state must regulate
and have control over compliance with the following
requirements for the holders of personal data:

- Licensing of actions on personal data;

- Registration of personal data;

Registration of personal data holders;
Certification of information systems used for
the processing of personal data.
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