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INPAMEHEHHWE COBPEMEHHBIX TE;‘XHOJIOFHI‘/'I AHAJIMBA JTAHHBIX B OIIEHKE
HH®OPMAIIMOHHOHU BE30OIACHOCTH OFBEKTA

T.2K. Masaxoe, IIA. [{scomapmosa, E.E. Ocnanoe
Hayuno uccnedosamenscxuii uncmumym mexanuxu u mamemamuxu
npu Kasaxckom HayuoHansHom yHusepcumeme um. Ano-DPapabu,
2. Anmamul, Kazaxcman
erlos@mail.ru

OGecnieuerre uHpopMarmoHHOMH GesonacocTi (MIB) cyGbeKToB HMH(OPMAITHOHHEIX OTHOIICHHH TyTeM [0]
FHHOTO TOBBIICHHS YPOBHA €r0 3AIULIECHHOCTH ARIETCA Hanbolee akTyaIbHON 3a1aueli COBPEMEHHON0 o6meen
Hb obbekTa ~ 310 COCTOSHHE 3AINMINEHHOCTH, KOTOpOE B CHITY BO3JEHCTBHS PA3THUHBIX JHHAMAYHS
GakTopoB MMeeT CBOHCTBO H3MEHATECS (MOBBIIATECS HIH TIOHWDKATBCSA). ‘

Ipenensras UB o6bekTa 0becneunBaeTCs KOMILIEKCHOM peaTH3aLmeli Cpe/ICTB, METOI0B 1 MepoMpHATH
HCIOMB3YEMbIX U1 3alIMTE OOBEKTa, B COBOKYNHOCTH SBJIIOMIEHCH CHCTEMOM HH(OPMALMOHHOH I
(CH3).

Ilpu cosnaHuy 1 MOLNEpKAHHK HA COOTBETCTBYMOMmEM yposHe CU3 sBisiores TIPOLIECCHI KOHTPOIS
TIPOBEpKH cymecTByromei Ub.

BaxHbIM 3TanoM sBIISeTcs aHanM3 U oleHKa naHHo Wb, CBOEBPEMEHHOCTH, TOYHOCTB, Z10CTOBEPHON
H nonHoTa oLeHok MB, nomyueHHEIX B pesysbTaTe ayauTa, JAlOT BO3MOXKHOCTS OLCHHTH CyIIECTBYHOMY]
HB 110 OCHOBHEIM TapaMeTpaM, OTIpe/ie/IUTh ys3BUMEIe MecTa CH3, BBIABHTH HEOLICHEHHBIE PUCKH, OMpE
JIATH MEPHI M0 COBEPLICHCTBOBAHMIO NMpOLEccoB obecneuenns UB, BhipaGoTaTs anroput™ KefcTsul, Kot
bl CIOCOGCTBYET IOBBIIEHHIO YPOBHS 3aI{UIEHHOCTH.

Ipumenenue skcneprabx cucteM (C) npH aHanuze npo6ieM, CBA3aHHBIX ¢ MH(OPMALHOHHO 663
TIaCHOCTLIO, TO3BOJIACT 3HAYMTENBHO MIOBEICHTE 9 (EKTHBHOCTB, KA4ECTBO H CBOEBPEMEHHOCTD pelleHil
CYeT HAKOILIEHH 3HAHHI{ SKCIIEPTOB U BO3MOKHOCTBIO PENICHHS CIIOKHBIX 327124 ¢ TIPHMEHEHHEM MaTeM
THYECKOTO anmapara.

Peaynrrarom npumenenus OC no onenke CU3, sesmorcs (HHTEJUICKTY/IbHBIE) PEILCHHS, KOTOPHE B
pabaTbiBaeTCH IyTeM peaTH3alMH TI0C/IEI0BATE/BHBIX STAMOB: TIOCTPOCHHS SKCTIEPTHOM THIIOTE3bI, c60pa Hi O
TEMATH3AMH IAHHBIX, [0CTPOCHHS MOJie/iel OOBACHIOMMX MMEIOLHecs DaKThI, TECTHPOBAHUS MOJENeH ik
TepIpeTalHa pe3ysbTaToB,

TipumeHeHHe Ha BTOPOM 3Tane OLEHKHM COBPEMEHHBIX TEXHOMOTMH AHATHAA JAHHBIX [O3BONAIOT o6
PYXHTB B IIOTOKE NOTY4aeMOH HHOPMALMK PaHee HEH3BECTHbIE HETPHBHAIBHBIE, PAKTHYECKH MONC
M IOCTYIHBIE MHTEPHPETALMH 3HAHHS, HeOOXOUMEIe /11 06BeKTHBHOM onenku CU3 u TPHHATHSA PeICH]
no UB.

OKCIEpT He BCEr/la MMEET BO3MOYXKHOCTD FIYGOKO NPOAHAIM3UPOBATh MOCTYMAIOLIKE GOIbIIHe 005
MBI JJaHHBIX.

CoBpeMeHHBIE TEXHOIOTHH aHATH3a JAHHBIX TO3BOJIAT apdexTHBHO TpaHC(HOpMHUPOBATS (KNaccH]HIR
POBATB, PerpecCHpOBATh, KIACTEPH30BATh, ACCOLMMPOBATH) JAHHbIE B MAGJIOHB! H MOKETH Nd HOCTCH
[eH HHTepIpeTaLHy 3HaHHH.

B pesynbrare sxcriepr moxer o6oraTuTs cBOM 3HaHMS, momuduimpoBats IC, 06BEKTHBHO OLCHHT
cocroarue CH3, 910 B COBOKYNHOCTH MO3BONHT NPHHATH aEKBATHOE pewenue obecneuerus UB.

APPLICATION OF MODERN TECHNOLOGIES OF DATA ANALYSIS IN ESTIMATION
OF INFORMATION SECURITY OF THE OBJECT

T.Zh. Mazakov, Sh.A. Dzhomartova, E.E. Ospanov
Scientific Research Institute of Mechanics and Mathematics
at the Kazakh National University named after Al-Farabi,
Almaty, Kazakhstan
erlos@mail.ru

Ensuring information security (IS) of the subjects of information relations, by constantly improvia
their security features is the most urgent problem of modern society.

IS of the object - is a state of security, which by virtue of the dynamic effects of various factors hasfh
ability to change (increase or decrease).
280 .
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Marginal IS of the object is provided by a comprehensive implementation of the means, methods and activi-
ties used to protect the object, which in conjunction became a system of information protection (SIP}.

During creation and maintaining an appropriate level of SIP the significant impact contribute the proc-
esses of monitoring and verification of existing IS.

An important step is the analysis and evaluation of the IS.

Timeliness, accuracy, reliability and completeness of the IS assessments, resulting from the audit, pro-
vide an opportunity to evaluate existing IS on major parameters that determine the vulnerabilities of SIP, to
identify undervalued risks, to identify actions on improvement of the processes for IS provision and to de-
velop an algorithm of actions, which enhances the level of protection.

Apphcatlon of expert systems (ES) in the analysis of problems related to mformatlon security can sig-
nificantly increase the efficiency, quality and timeliness of decisions due to the experts’ knowledge and the
ability to solve complex problems using mathematics.

The result of application of EC to assess SIP, is a "smart" solutions that are generated by implementa-
tions of successive stages: the construction of expert hypotheses, collecting and organizing data, constructing
models to explain the facts, testing, modeling and interpretation of results.

Application of the advanced data analysis technologies at the second stage of assessment allow to detect
in the flow of obtained information previously unknown non-trivial, practically useful and available for in-
terpretation knowledge necessary for an objective assessment of SIP and making decisions for IS.

The expert does not always have the opportunity to profoundly analyze the large volumes of incoming data.

Modern technologies of analysis allow effective transformation (classification, regression, clusteriza-
tion, association) of data into the templates and models for the subsequent interpretation of knowledge.

As a result, the expert can enrich his knowledge to modify the EC, to objectively assess the state of SIP
that in aggregate will support an adequate solution for IS.

TEXHOJIOTHS] ®PATMEHTHPOBAHHOTO IIPOI'PAMMEPOBAHUSI JLISI
TIAPAJLIEJLHOM PEAJM3AIMHM BOJILINAX YACIEHHBIX
MOJIEJIEN B ®H3HKE

B.3. Mansuukun
Hucmumym eeryucrumensroii mamemamuxy u mamemamueckoi ceogusuxu CO PAH,
Hogocubupcruii Hayuonanenuiii uccnedosamensckui ynueepcumenm
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TexHonorus GparMeHTHPOBAHHOTO POTPaMMHpPOBAHKA pa3pabaThiBanachk MOCIEIHHE 15 IeT B HHCTH-
TyTe BBIYHC/IMTEIBHOH MaTEMaTHKU M MaTEeMaTH4YeCKOH reo@H3HKU ¢ OpPHEHTAlMeH Ha Mapajuie/ibHyio pea-
MH3aLM0 GONBIINX YMCIEHHEIX MOofieNiel B Qu3nke, acTpodusuke. Ilenb TeXHONMOrMH — HCKIIOYHTH Heo6Xo-
IMMOCTb 3HAHUS TOJB30BATENIEM METONOB M CPEeCTB MapajUIebHOr0 IporpaMMHpPOBAaHKUsA, aBTOMATHYECKH
obecrieurBaTh peayM3alMK JHHAMHYECKHX CBOMCTB NPHUKJIAAHBIX MApaJUICTbHBIX MPOrpaMM, TAKUX KaK 1H-
HaMHYecKas GalaHCHPOBKA Harpy3KH, HACTPaHBAaEeMOCTh MPOrpaMMBI Ha BCE JOCTYNHEIE PECYPChI BHIYHCIIN-
TeJ1, AMHAMUYECKOE pacpe/ie/ieHHe PeCcypCoB, BBIIOTHEHNe KOMMYHHKaUi Ha oHe cyeTa, yyeT B yrpas-
/IeHAH TIOBEICHHS MOIEJIMPYEMOTO ABJICHHMA.

TexXHONMOrHIO OANEPKMBAIOT A3BIK M CHCTEMa  (pparMEeHTHPOBAHHOTO  IPOrPaMMHUpPOBAHMA
LuNA.Teoperudeckyro 6a3y npoekra LuNA cocTapiseT T€OpHs CHHTE3a MapajUleNIbHBIX POrpaMM Ha BBI-
yicnMTeNnbHBIX Mozenax [1]. B npoekte cuctembr LuNA yuten onbiT pa3paboTku Kak GOMBIIMX YHCIEHHBIX
MOZIeNTeH [2], Tak M pasIMYHbIX CHCTEM cGOPOYHOrO MPOrpaMMHPOBAHHA B MHpe [3].

OCHOBHbI€ NPOEKTHEIE PELICHHS ClIeyIoIHe:

1). TexHonorus (parMeHTHPOBAHHOTO MPOrPaMMHPOBAHMS IOJIEPXKHUBAET npouecc cGopku Lenoi
NIPOrpaMMEI M3 parMeHTOB BEIMMCIEHMI (MOMYJel, NPOLIEyD, MX BXOAHBIX/BEIXOTHBIX (parMeHTOB JaH-
HBIX M T.I1.) U €€ HCIIOJIHCHHE.

2). Kaxpiii )parMeHT BHIYHCIICHHH - HE3aBHCHMAas €IMHULIA IPOrPaMMBI, CO/IEPXKHT ONHMCaHHe BXOA-
HBIX/BHIXOJHBIX TIEPEMEHHBIX M K0J1a (MOYJIsA, IPOLIEAypHI) pparmMeHTa.

3). dparMeHTHpOBaHHAA MPOTPAMMA — 3TO PEKYPCHBHO EPEUHCIIMMOE MHOXECTBO (parMeHTOB Bbl-
YUCIICHAM M UX BXOJHBIX/BBIXOJHBIX IEPEMEHHBIX.
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